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ABSTRACT

Abstract. The capability of a telematic vision system of estimating dimensions of vehicles is used for such tasks as
vehicle classification or preselection of vehicles that violate local vehicle size limitations. Also in some European
countries dimensions of heavy vehicles must obey some global regulations. Furthermore, vehicle size estimation
allows us to determine the structure of traffic and can be very useful for advanced traffic flow control. Many existing
Intelligent Transportation Systems consist of a large number of video cameras located in various places e.g., the ITS
in Wrocław uses more than 1400 cameras. In this paper we propose a new method developed by the ArsNumerica
Group and CyberTech Scientific Circle for the precise estimation of vehicle sizes using a single camera. The method
does not require the entering of measurements such as the distance between lane lines or the height of the camera
above the roadway. Only one vehicle’s dimensions are used for calibration. The proposed method is easy to implement
and may be applied with the OpenCV library which is free both for academic and commercial use. The method is
tested on real-world video streams. The obtained results are shown and analyzed in the paper.
KEYWORDS: vehicle dimensions estimation, single camera vehicle sizes estimation, calibration

1. Introduction
Presently, a large number of cameras are used for road traffic
control or monitoring. For instance, in the Wroclaw ITS (Intelligent
Transportation System), more than 1000 cameras were applied,
located at major junctions and main roads. Frequently, on the basis
of automatic vision image analysis, the traffic intensity is determined,
incidents and accidents are detected [1], interval-based speed
measurements are taken, the settings of traffic lights are selected with
use of various algorithms [2, 3] and the travelling times are forecast
[4, 5]. The more and more frequent use of cameras for investigation
of traffic results from the fact that they may provide diversified
information and, in contrary to the inductive loops, they do not need
to build in any devices into the road pavement. The images showing
the road traffic may be processed easily with the OpenCV library
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[6,7], the license for which makes it possible to use it free of charge
both in commercial and scientific projects.
On the basis of images from the cameras, it is also possible
to estimate the vehicle dimensions [8],that are useful for, among
others, classification of the vehicles, pre-selection of the vehicles
violating local regulations concerning the permissible overall
dimensions, the determination of the traffic structure, e.g., the
share of lorrys, vans, cars and other vehicles. One of the relatively
easy ways for determination of an object’s dimensions consists in
the use of stereoscopic images and in calibration through showing
a definite geometric pattern. In the OpenCV library, there are preprepared procedures for calibration of stereo cameras in such a
way. However, in a traffic scene, this is usually impractical since
one would need a very large calibration pattern left alone on the
road [8]. There is a high number of methods that make use of
the knowledge of camera heights and distance, their focal length,
etc. Some methods need specification of the dimensions of the
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immobile objects located in the images, e.g., roadway widths,
broken line lengths, the distances between the points laying on
one line [9,12], etc. There also exist the camera auto-calibration
algorithms based on a complicated detection of vanishing points
[10-11], which generates many problems. In addition, in the
study [10], for auto-calibration, the statistical data concerns the
automobiles sold and their dimensions.
In the present paper, a roadside camera calibration method
has been proposed that does not need knowledge of the camera
distance, its mounting height, focal length nor any other camera
characteristics, roadway dimensions and the sizes of other immobile
objects visible in the image. The method enables easy calibration on
the basis of the dimensions of any automobile. The dimensions are
available, in general, in the manufacturers’ catalogues.
The rest of the paper is organised as follows. Section 2 describes
the proposed method. In section 3 the obtained results are shown.
Discussion of all the results, method limitations and conclusions
are at the end of the paper.

2. Proposed method
2.1. Background subtraction
The process of estimating dimensions of vehicles in a video must
begin with background subtraction and, subsequently, grouping the
resulting foreground points into blobs. These tasks are essential to
any algorithm pertaining to acquiring data from a video, however
selection and implementation of a Background Subtraction method
are beyond the scope of this paper. Quality of dimensions’ estimates
depends on this initial subtraction, as well as differentiating between
moving objects and shadows cast by them. Study [15] presents
methods for removing shadows. Our method requires a set of points,
grouped into blobs, representing moving objects on the scene.
For the purpose of this research, these issues are solved using
functions provided by the OpenCV library. After acquiring a
global set of points from a MOG2 Background Subtractor, several
erosion and dilation transformations are performed to limit the
amount of noise resulting from data imperfection.
Next, using the library’s contour detection algorithm we can
separate the global set of points into several smaller sets of points
neighbouring each other, called blobs. Once a set of blobs for
the current frame of the video is determined, construction of 3D
bounding boxes may begin.
As a first step, a 2D, axis aligned bounding box containing our
blob is found. This is also a standard function included into the
OpenCV library. Let’s mark the coordinates of the top left corner as
(x1, y1) and bottom right corner as (x2, y2). It is worth noting here
that the following explanation applies to a 2D coordinate system,
with the X axis pointing right and Y axis pointing down, as is most
common in computer graphics. Repurposing the algorithm to work
within a standard Cartesian coordinate system relies mainly on
multiplying slopes of all lines by -1. This, together with swapping
values of bmax and bmin (explained in the following section) allows
us to use this algorithm in a non-standard situation.
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2.2. The model & multiple vehicles case
The key assumption on which we base our method is that
cars can be represented by rectangular cuboids, all axis aligned to
a coordinate system, in which the XY plane corresponds to the
surface of the road, with the X axis pointing in the general direction
of movement and Z axis pointing upwards. Furthermore, we assume
that representation of these cuboids on the video follows the rules of
a Cavalier projection. A non-right angle between the X axis and the
non-aligned axis of the projection is marked as α and is the first of
the configuration parameters that the user must provide.
At this point, additional steps are required in cases of multiple
cars overlapping, as standard methods of background subtraction
do not provide any solution. To solve this problem two sets of
straight line are generated.
The first set consists of parallel straight lines generated from
the slope-intercept form y = mx +b, for x ranging from x1 to x2 +
y1, slope m calculated as a tangent of provided angle α, and b equal
to y2/mx. The second set is generated in a similar manner, the only
difference being the slope of lines, equal to 1/m.
For each line in the first set, the number of foreground pixels on
the line is calculated, and, if the number of points differs significantly
between two consecutive lines, the line is added to a list of lines
possibly containing a split point. The procedure is then repeated for
the second set. The points where lines from both lists intersect are
calculated. All points that lie within the blob (foreground points)
are discarded, and the remaining points are sorted by their x
coordinate. The final set of lines is generated as a line crossing each
pair of two consecutive points on the list. The blob is then split in
two, one consisting of points that fall below all of the lines, and the
second consisting of all points not meeting that criterion.

Fig. 1. Cavalier projection [own study]

As seen in Figure 1, a rectangular cuboid in a Cavalier
projection consists of three pairs of parallel segments of the same
length. To find these segments, we first find pairs of parallel lines
tangent to the blob. Vertical and horizontal lines are trivial to find,
as they correspond to boundaries of a 2D axis aligned bounding
box obtained earlier. The final pair of lines is firstly defined in
the slope-intercept form y = mx +b. The value of slope m was
previously calculated and is the same here. Iterating over all
points belonging to the blob value of intercept b for each point
can be calculated. We mark the maximal and minimal value of
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the intercept as bmax and bmin respectively. Lines of slope m and
intercepts bmax and bmin are tangent to the blob.

2.3. Calculating pixel dimensions
After calculating all six lines, we define points A through F
as intersections of certain pairs of lines. These definitions vary in
respect to the sign of the tangent of provided angle α and can be
seen in Figures 2 and 3.

Fig. 2 Point definitions for tan(α) > 0 [own study]

2.4. Assigning blobs to vehicles
We have a way to measure dimensions and construct bounding
boxes around blobs extracted from a single frame. At this point
further improvement of our detection can be achieved by discarding
all blobs that do not meet certain requirements, such as a sufficient
length-to-width ratio or bounding box’s area. The requirements
depend on the implementation. Working with a video, we need
to find a way to track a car over multiple frames and correctly
differentiate it from other cars. This is done by keeping track
of the list of vehicles present. Each frame, all blobs that meet the
requirements are assigned a point in the centre of their 2D bounding
box. If that point belongs within the 2D bounding box of any vehicle
on the list, it is assumed that the blob represents that vehicle. The
vehicle’s bounding box is updated to reflect its movement between
frames. If a blob’s centre point does not belong in any of the previous
vehicles, it is treated as a new vehicle and added to the list.
As the final step, we define a measurement area within the video’s
coordinate system. For each frame, where the lowest point of the
blob’s 3D bounding box (marked as E in Figures 2 and 3) is within
the measurement area, measured pixel dimensions are added to the
vehicle list of measurements. The measurements are then sorted
with respect to a volume calculated from them, and a median of the
list is chosen to represent the vehicles’ final pixel dimensions. The
measurement area depends on the implementation, but should be
relatively small. It allows us to further remove imperfections within
the bounding box’s construction or background subtraction, as
choosing a median will filter out any gross errors.

2.5. Calibration
To calibrate the system, we have to manually recognise a car on
the video and read its pixel measurements. Comparing them with the
dimensions available in the manufacturer’s catalogue, a scale between
real-life measurements in centimetres and measurements in pixels for
each dimension is found, and marked as sx, sy, sz, following our axis
naming convention. Applying these scales to each measured vehicle
allows us to calculate the estimate of its real-life dimensions.

3. Results
Fig. 3 Point definitions for tan(α) < 0 [own study]

As cars are not all rectangular cuboids, it is not guaranteed
that parallel segments of our 3D bounding box will share the same
length. Therefore, a method is needed to determine unique pixel
dimensions for every 3D bounding box. We propose selecting
the lower of the segments representing length (Distance between
points E and F), the lower of the segments representing width (D
and E), and a segment representing height that does not share a
common point with the selected length segment (C-D). We argue
that these segments depend the least on the silhouette of a car, and
therefore provide the best estimate of the dimensions within our
model. These dimensions are marked as xp, yp, zp.
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During a combined length of 4 minutes of footage our algorithm
recognised 38 vehicles, 17 of which we identified manually to look
up their dimensions in the manufacturers’ catalogues. Due to the
quality of our footage and implemented background subtraction
method, few cars were recognised wrongly or not at all.
The interquartile means of relative errors in all dimensions are as
follows: 11.14% for length, 21.94% for width and 19.74% for height.
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Below, example results are shown:

Fig. 4. Ford Mondeo IV Kombi. On the left: calculated bounding box
[own study]

Car identified as a Ford Mondeo IV Kombi, with relative errors
of 0.17%, 28.02%, and 30.80% respectively. This is an example of
relatively good calculation of length and height, with excellent
length estimation quality.

some aspects, such as shadows of vehicles must be taken into account
as they may seriously corrupt blobs and as a result bounding boxes
may be too big. Examples provided in section 3 show how inherent
flaws of the assumed model translate to errors. While length
estimation shows no major issues, a correlation can be seen between
height and width errors. Depending on the proportions of the car
and the angle between the road and the camera, our method tends
to “favour” one dimension over the other. Therefore, it is important
that the camera angle is neither close to zero nor the right angle.
However, in general, the magnitude of height error for good width
estimations is considerably lower than the magnitude of width error
in cases where height estimation was precise.
It is also worth noting that modern ITS systems collect
information from many cameras, which allows for the easy selection
of the best angled one. When video from the already mounted
camera is utilised, the implementation cost of the proposed method
is minute. The method is easy to calibrate and implement in realworld scenarios.
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ABSTRACT

Development of widely understood information and communication technologies influence virtually all aspects
of life, including transportation behaviours. Increase of urbanised population in the European Union, along with
concentration of economic activity in urban areas pose new challenges in the area of policy planning for city
transport and urban mobility. Despite existing expectation that an increase in Internet-based communication will
reduce the need to travel, the amount of city traffic actually increases. The concept of sustainable urban mobility is a
relatively recent one, particularly visible in the European Union’s documents that are concerned with modelling city
transport systems in concert with rules of sustainable development. The goal of this paper is to show how telematics
can influence the implementation of the requirements of the concept of sustainable urban mobility.
KEYWORDS: urban transportation, sustainable mobility, SUMP, telematics, ICT

1. Introduction
The development and dissemination of information and
communication technologies in the 1990s sparked a wave of optimism
and, in retrospect, unrealistic expectations to revolutionise all aspects of
life and business activity. Despite expectations of decreasing demand
for transportation services due to the spread of ICT solutions, the
transport sector is one of the fastest growing in Europe [1].
Almost three quarters of European Union citizens (72.4% of
the population) live in urban areas (defined as cities, towns and
suburbs) [2]. Urbanisation in the European Union progresses by: an
increase in the proportion of the population living in urban areas,
expansion of urban areas, and the blurring of boundaries between
urban areas and rural areas [3]. It is impossible for a city to function
without an efficient urban transport network, which would allow
the public to move freely between different destinations.
The existing urban transport infrastructure was designed for
lower traffic levels, and taking into consideration the amount of
investments needed, other actions should be taken in order to, on
the one hand prevent problems caused by congestion, air and noise
pollution in city centres and on the other to better regulate and
optimise traffic flows. [4]. The development of sustainable mobility
in urban areas is intended to encourage economic development,
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employment growth and social inclusion which are in line with
the overall objective of the Europe 2020 Strategy. European Union
guidelines for public authorities responsible for ensuring sustainable
urban mobility suggest a number of possible actions, e.g. solutions
from the field of transport telematics.
Transport telematics, which is a combination of solutions from areas
such as transport, information technology and telecommunications
could serve as a response to the never-ending transport problems in
urban areas [5]. It is generally acknowledged that transport telematics
systems are able to: increase the efficiency of traffic management,
increase traffic safety, use existing transport infrastructure more
effectively, protect the environment better, improve cooperation between
the private sector and public transport providers, and allow for more
effective competition within the transport services sector [6]. The
unsatisfactory situation concerning road transport in urban areas,
especially the high usage of privately owned vehicles, is one of the
main reasons for the implementation of transport telematics systems
in urban transportation.
The article starts with a description of the concept of sustainable
development which is a basis for the sustainable urban mobility idea
promoted by the European Union. Later on, the transport telematics
solutions recommended in European Union guidelines as a means

© Copyright by PSTT , All rights reserved. 2017

J. KOS-ŁABĘDOWICZ

to ensure sustainable urban mobility for citizens and to minimise
the effect of transport externalities are presented.

2. Sustainable development and
a concept of urban mobility
Sustainable development is a global concept used in creating
development policies at different levels of decision-making: local,
national or international. This concept applies to virtually all areas
of human activity. Its main idea is to balance social and economic
activities with generally understood issues of protecting natural
resources. For the first time the concept of sustainable development
was proposed in the report „Our Common Future”, published by the
World Commission on Environment and Development (WCED),
established by invitation of the United Nations Secretary-General.
The definition presented of sustainable development, that was
described as development that „meets the needs of the present
without compromising the ability of future generations to meet their
own needs” [7] is still one of the most popular and commonly cited.
Further attempts were made to prepare A more detailed definition
of sustainable development; one such example is a definition of
sustainable development presented in Polish legislation. In Polish
legislation sustainable development is defined as a development ”in
which the process of integration of political, economic and social
activities takes place, while maintaining the natural balance and
permanence of basic natural processes in order to guarantee the
possibility of satisfying the basic needs of individual communities
or citizens of both present and future generations” [8].
Issues related to the promotion of sustainable development
occupy an important place in European Union policies. The idea
of sustainable development compels all participants in the common
market to make their decisions based not only on a purely economic
rationale and calculations but to take into account the impact of
their decisions for the environment. [9]. The principle of sustainable
development is one of the horizontal policies of the European
Union. According to article no. 8 of the Regulation of the European
Parliament and of the Council (EU) No 1303/2013 of 17 December
2013, the objectives of European Union funds are to be achieved in
a manner consistent with “the principle of sustainable development
and with the Union’s promotion of the aim of preserving, protecting
and improving the quality of the environment, (...) taking into
account the polluter pays principle” [10]. Member States were obliged
to ensure, during the preparation of the program documents,
the implementation and promotion of requirements concerning
environmental protection, efficiency of resources, adaptation and
mitigation of climate changes, biodiversity, resilience to natural
disaster, risk prevention and management.
The concept of sustainable urban mobility is associated with
objectives concerning optimisation of energy consumption and
improvement of environmental indicators in urban areas. The
European Commission stresses the need to undertake actions to
improve urban mobility planning according to the principle of
sustainable development.
The White Paper Roadmap to a Single European Transport Area
– Towards a competitive and resource efficient transport system from
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2011, implies that it is necessary to develop strategies for urban areas
that will include, among others, issues of land use planning, pricing
strategies, efficient public transport services, and infrastructure for
non-motorised transport. In Annex no. 1 to the aforementioned
White Paper, „List of initiatives”, the possibility of introducing
mobility plans as mandatory solutions for cities of a certain size was
implied as one of the possible actions [11]. The provisions of the
White Paper are consistent with previous considerations included
in the Green Paper - Towards a new culture for urban mobility from
2007 [12] and actions recommended in Communication from the
Commission: Action Plan on Urban Mobility [13]. It should be noted
that the actions of the European Union institutions concerning the
implementation of Sustainable Urban Mobility Plans (SUMPs) are
becoming more and moe intensive. The Communication from the
Commission: Together towards competitive and resource-efficient
urban mobility, which was announced in December 2013 points
to the need for intensified EU support in urban mobility planning
[14]. In the annex for the last mentioned document, the concept of
sustainable urban mobility plan (SUMP), its goals, objectives and
various other important aspects like the need for participation, the
need to take into consideration all relevant modes of transportation,
assessment tools etc. was presented. The central goal for SUMP is
“improving accessibility of urban areas and providing high-quality
and sustainable mobility and transport to, through and within the
urban area. It regards the needs of the ‘functioning city’ and its
hinterland rather than a municipal administrative region” [15]. In
order to fulfil such a defined goal, the SUMP should contribute to
the development of an urban transport system which:
• is accessible and supports the mobility needs of all users,
• allows for better integration of modes of transport,
• follows the concept of sustainable development, taking into
account economic, social and environmental factors,
• efficient, cost effective and allows for better use of the existing
infrastructure,
• allows for the reduction of negative externalities (e.g. air and
noise pollution) and an increase in traffic safety making cities
more attractive places to live and work,
• allows for the overall better performance of Europe’s transport
system [15].

3. A new way of planning urban
mobility - SUMPs
The concept of transport planning through mobility management
is associated with the formation of such a transport system in urban
areas that, on the one hand will increase the accessibility of particular
areas and services, representing an important impulse for development,
and on the other hand will contribute to improvement of the quality
of life for the public and the environment. Transport infrastructure
and transportation means are the tools facilitating movements but
cannot be considered as a way to create mobility. The idea of mobility
planning is based, among others, on the fact that the high economic
and social costs of constructing transport infrastructure often
prove to be ineffective. Expansion of road infrastructure in order
to increase its capacity and reduce congestion often turns out to be
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only a short-term solution. Therefore, actions undertaken should
demonstrate how to create an efficient urban transport system, using
all available resources and taking into account the need to promote
clean and energy efficient modes of transport. It is important to plan
the necessary investments in the transport infrastructure with both
the increasing accessibility of key destinations and services in mind
and taking into account the principles of sustainable development.
Assuring sustainable mobility requires the implementation of
measures in different spheres of city and society development and
often goes beyond the area of transport. The differences between
traditional transport planning and sustainable urban mobility
planning are presented in table 1 [16].
Table 1. Differences between traditional transport planning and
sustainable urban mobility planning [16]
Criteria
Focus

Traditional
Transport
Planning

Sustainable Urban Mobility
Planning

the plan for the sustainable development of public transport and
sustainable urban mobility planning are presented in table 2 [19].
Table 2. Differences between the plan for the sustainable
development of public transport and sustainable urban
mobility planning [19]
Criteria

Plan for the
sustainable
development of
public transport

Sustainable Urban Mobility
Planning

Focus

Public urban
transport

All means of transport with
particular emphasis on nonmotorised transport

Aim

Development of
infrastructure and
a transport system
focused mainly on
collective transport

Raising the competitiveness
of public transport, cycling
and improving conditions for
pedestrians and people with
reduced mobility

Objectives

Limited to transport

Taking into account the
demand for the quality of life
in a comprehensive manner

On traffic

On people

Traffic flow
capacity and
speed

Accessibility and quality of life, as
well as sustainability, economic
viability, social equity, health and
environmental quality

Integration
level

Relatively low,
including transport
and technical
infrastructure

Wide, taking into account land
use planning and social policy.
Importance of optimizing
the existing infrastructure is
stressed.

Modal-focused

Balanced development of all relevant
transport modes and shift towards
cleaner and more sustainable
transport modes

Institutional
cooperation

Cooperation limited
to what is required

The wide range of cooperation
between institutions, also
including ones outside the
transport sector

Infrastructure
focus

An integrated set of actions to achieve
cost-effective solutions

Participation

Sectorial
planning
document

Comprehensive at each stage
of the plan’s development

Type of
document

A sectorial planning document that is
consistent and complementary to the
related policy area (e.g. land use and
spatial planning, health, social services
and others)

Usually limited to
the legally required
public consultations
following the
preparation of the
document

Time frame

Short- and
medium-term
delivery plan

Short- and medium-term delivery plan
embedded in a long-term vision and
strategy

Relates to

An
administrative
area

A functioning area based on travel-towork patterns

Prepared by

Traffic
engineers

Interdisciplinary planning teams

Participation

Planning by
experts

Planning with the involvement of
stakeholders using a transparent and
participatory approach

Monitoring

Limited impact
assessment

Regular monitoring and evaluation
of impacts to inform a structured
learning and improvement process

Primary
objectives

Despite European Union guidelines presented in table 1, the
scope and advancement of the activities related to the planning and
implementation of sustainable urban mobility vary significantly
between individual Member States [17]. For example in Poland,
the Public Transport Act sets a requirement for municipalities with
more than 50 thousand residents and counties with more than 80
thousand residents for development and adoption of the plan for
the sustainable development of public transport [18]. As in the case
of traditional transport planning, the scope and extent of the plan
for the sustainable development of public transport are different
from sustainable urban mobility planning. The differences between
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One of the key conditions for creating a sustainable mobile city
is the involvement of all stakeholders, with particular emphasis on
residents. Raising awareness among residents about the importance
of creating urban public space friendly towards urban mobility
for increasing the quality of living in cities is an important part of
creating sustainable urban mobility. It is necessary to promote
awareness among the inhabitants, by showing them how their
decisions concerning the choice of route and mode of transport
in the city influence the development of the city. Educational and
promotional activities aimed at changing transportation habits of
individuals and encouraging more universal use of public collective
transport for daily travel are needed. Creating sustainable urban
mobility requires the identification of existing barriers and proposals
for appropriate actions, which could eliminate or reduce their
negative impact.

4. Use of transport telematics in
urban mobility
Activities related to the provision of sustainable urban mobility
aim to either increase the efficiency of the transport system
through better use of the existing infrastructure or to reduce its
negative influence on the community and the environment [20].
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Challenges of urban mobility, recommended solutions and the
potential correlation between them are presented in table 3 [16].
Table 3. Challenges of urban mobility, potential solutions and their
correlation [16]

Health

Congestion

Safety & security

Participation

Strategic planning

Global climate change

Challenges

Clean fuels and
vehicles

++++

+

+

+

++

+++

Urban freight

++++

+++

+++

+++

+++

++

Demand
management
strategies

++++

++++

++

++++

+++

+++

Access
restrictions,
environmental
zones

++++

++++

++

++++

+++

+++

+++

++++

++

++++

+++

+++

++

++++

+

++++

+++

+++

++

++++

+

++++

+++

+++

Ecopoints

++

++++

+

++++

+++

+++

Collective
transport

++

+++

++++

+++

+++

++

New forms
of public
transport
services

++

++++

+++

+++

+++

+++

Access for
the elderly,
disabled
passengers

+++

+

++++

+++

+++

++

Integration
of modes of
transport

++

+++

+++

+++

+++

+++

+

++++

+++

+

+

++

+

++

+

+

+

++

++

++++

+++

+

+

+++

Travel and
passenger
information

++

++++

+++

+

+

++

Less cardependent
mobility
options

+++

+++

++++

++++

+++

+++

Car-sharing

++++

+++

+++

++++

+++

+++

Carpooling

+

++++

+++

+++

++

+++

Walking and
cycling

++++

++++

++++

++++

+++

++++

Sustainable
Urban Mobility
Plans

++++

++++

++++

++++

++++

++

Solutions

Congestion
charges
Mobility
management
Mobility
agency

Transport
telematics
E-Ticketing
Traffic
management
and control
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The teleinformatic solutions recommended to be used in
supporting the implementation of the objectives of sustainable urban
mobility will be further discussed, especially the recommended
transport telematics solutions (e-ticketing, traffic management and
control, travel and passenger information). Some of the proposed
solutions for urban mobility challenges not relevant to the transport
telematics category also strongly depend on the implementation of
teleinformatic technologies. The best examples of that are: integration
of public urban transport and shared-mobility systems like car-sharing
or carpooling. It should also be emphasised that these solutions
complement each other and enable better integration of modes of
transport, especially with collective public urban transport.
The authorities of modern agglomerations are particularly
interested in the development of public transport with the
implementation of advanced technical and organisational solutions.
Such an approach is consistent with the general trend, visible not
only in Poland, but also in the European Union and in the rest of
the world. Advancement and implementation of environmentallyfriendly integrated transport solutions are seen as an opportunity to
reduce road congestion caused by the mass use of privately-owned
vehicles and to minimise the harmful impact of road transport on
the environment. Because of that approach, transport telematics
solutions supporting sustainable urban mobility will be mostly
discussed from the perspective of their use in collective urban
transport.

4.1. E-ticketing
Various cashless forms of payment, like contactless transactions
or the possibility of purchasing tickets through the Internet are
increasingly common in the transport sector, especially in urban
collective public transport. In many Polish cities, electronic
ticketing systems, in the form of city cards or by means of mobile
telephony, are being implemented. The traditional system of ticket
distribution, based on paper tickets, has numerous limitations,
primarily in terms of the possibility of price differentiation or
options for collecting – and later analysing – data about the demand
for services. The traditional distributions systems usually have high
maintenance costs [21][22].
Technological advances and solutions used in other areas of
life make it possible to modify the methods of data storage used in
collective public fare collection. The first electronic tickets arrived
with the development of magnetic strip cards. Tickets with a
magnetic strip have an advantage over traditional paper tickets but
the possibility of accidental damage to the strip and the unreliability
of readers are the reasons for them being replaced by newer and
more reliable electronic cards. In the case of electronic cards there
are two basic solutions: contact cards and contactless cards using
such communication technologies as RFID (Radio Frequency
Identifier) or NFC (Near Field Communication) [22] [23].
With the increasing availability and the widespread use of
personal mobile devices, solutions that allow passengers to pay
with them for the journey are becoming more and more popular.
Several basic types of mobile tickets can be distinguished: tickets
using SMS messages, tickets using optical character recognition
technology (OCR) and QR codes, tickets stored in memory or a
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special application on the mobile device being read using NCF
technology [24].
All the types of tickets described differ also in terms of the required
infrastructure, the associated costs and the ways in which they are
sold. In the case of paper tickets, magnetic and electronic cards sale
outlets (personal and automated) and adequate infrastructure for
validating tickets are required - which translates into costs associated
with employing suitably qualified staff as well as maintenance and
the possible modification/extension of infrastructure. In the case of
mobile tickets, a large portion of the costs associated with the sale of
tickets and the infrastructure necessary to validate their use is covered
by users [25].

4.2. Traffic management and control
Urban traffic management and control systems (UTMC) as a
solution are part of Intelligent Transport Systems (ITS), consisting
of various types of devices and sensors for the collection and
transmission of data, databases created on that basis, software
supporting various aspects of urban transport management and
their mutual feedback. Examples of UTMC applications in urban
transport include: management of urban traffic, management of
public transport, accident management, providing traffic information
to travellers, management systems for road tolls and fees for the use
of transport services and automatic registration of traffic violations.
An effectively functioning system of urban transport management
requires appropriate infrastructure and integration of the various
systems mentioned [26].
The main task of telematics transport technology as a tool for the
effective management of the urban transport system is information
management. Enhanced quality of the transport system and
increased ability to control resulting from the efficient management
of information flows increase the overall performance of the whole
urban transport system. In addition, the solutions applied allow
for the collection of a large amount of detailed information (about
vehicles, passengers, loads on individual lines, accidents, traffic
jams, etc.). This information not only supports decision making
in the institutions responsible for the effective functioning of the
urban transport system, but can also be the basis for creating various
types of applications supporting the decision-making of passengers
(which are described in more detail later on) [27].

4.3. Travel and passenger information
Availability of information on possible means of transportation
in an urban area can have a significant impact on the choice made
by passengers, particularly in the case of collective public urban
transport and its interchange points with other modes of transport
(e.g. location of interchange points or location of Park & Ride
parking). The basic passenger information system allows only for
one-way communication to the passenger, providing him with
information about the functioning of the urban transport system.
The opportunity to establish and maintain communication with
the passenger is essential for providing high quality services and
monitoring the performance of the urban transport system. Twoway communication allows service providers to convey relevant
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information to the customers/passengers (e.g. about planned
changes to the timetable) and customers to relay their comments
and assessments concerning the provision of transport services.
Transport service providers can use different communication
channels to provide passengers with relevant information. The form,
completeness and timeliness of information available to passengers
significantly affect the attractiveness of the services offered. The
information can be made available to passengers in different ways,
e.g. on the bus stop, in the vehicle, by telephone or via the Internet
(which is becoming more important with the growing popularity
of mobile devices that allow users access to the Internet at any time
and place). Information concerning disruption in the provision of
collective public transport services or urban transport systems are
of greatest interest to passengers [28].
The Real-Time Passenger Information System (RTPIS) is one
of the commonly used elements of modern urban public transport.
The main task of the RTPIS is to inform passengers about current
arrivals and departures from a particular bus stop and on the
possible interchanges with different lines or different modes of
transport. Passenger information is usually presented in a visual
form on electronic boards specially designed for this purpose (LED/
LCD), located at bus stops or in public transport vehicles [29]. The
information presented usually includes updated real-time arrivals
and departures depending on the traffic load (using information
provided by compatible onboard equipment installed in public
transport vehicles) as well as other information such as stop name,
line number, direction, special messages (information on traffic
jams, diversions, ticket prices, etc.) and advertisements [30].
Internet timetables are also becoming a common feature of
urban passenger information systems. If the RTPIS is in use in
a given city, usually the same information can be accessed on the
Internet or with the use of a dedicated mobile application. [31].

4.4. Shared-mobility solutions for urban
mobility
The use of teleinformatic solutions facilitates, or even in some
cases, enables shared use of the vehicle by multiple users. Such
solutions may involve different vehicles (mainly cars and bicycles)
and may by organised by various institutions (public transport
operators, businesses, or individuals).
In the case of programs based on the concept of single car use
by many users, there are more options. Car-sharing schemes may
be offered by commercial entities, individuals, or even as part of
public urban transport [32]. In the latter case, there are several
options: car-sharing (when one vehicle is used by several people
at different times), carpooling (when several people use the same
vehicle at the same time to reduce costs), taxi-sharing (when several
people decide on a joint journey by taxi) [me]. All solutions allow
use of the vehicle, but without the expense and responsibilities
associated with ownership of a private vehicle. These solutions
differ from each other in terms of use, possibilities of use, payment
options, reasons for use and usually typical length of the journey.
Also, the type of vehicle (due to the type of drive) a way to access
the vehicle (point-to-point or free-floating) will change between
the solutions used in different cities [33]. Vehicle-sharing schemes
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potentially reduce the number of vehicles involved in traffic and
traffic load for other participants and the environment, but it is
not an ideal solution as it further requires the allocation of public
space for the infrastructure needed by cars (e.g. dedicated parking
spaces).
Most of the available car-sharing and car pooling schemes are
based on modern information and communication technologies
and, increasingly rely on mobile applications, allowing for booking
the vehicle, access to and opening of the vehicle and the settlement
of user fees. The growing popularity of social media facilitates peerto-peer car-sharing initiatives, allowing owners to share a private
vehicle at a time when it is not in use [34]. At times car-sharing or
carpooling schemes are part of the public transport system and can
be used with Citicard as an extension of collective urban transport.
From the point of view of the public transport authorities, the most
attractive are those car-sharing schemes that use more fuel efficient
cars such as hybrid cars or electric vehicles (EVs). Public transport
authorities may decide on financial support for such solutions, not
only because of the lower environmental impact of EVs, but also
to allow potential customers to try this type of vehicle before the
possible purchase [35] [36].

5. Conclusion
Ensuring sustainable urban mobility is not a simple task and
is associated with overcoming the many challenges of urban
transport, including: traffic congestion and parking difficulties,
longer commuting, public transport inadequacy, difficulties for
non-motorised transport, loss of public space, high maintenance
costs, environmental impacts and energy consumption, accidents
and safety, land consumption and freight distribution [37].
Activities related to the provision of sustainable urban mobility
while reducing the negative impacts of transport are increasingly
of interest to both scientists and policy makers at EU and local
level. Unfortunately, research carried out within the framework
of Eurobarometer 406 on the attitudes of citizens of the European
Union shows that ensuring sustainable urban mobility will not be
all that easy. Table 4 identifies the main results of the Eurobarometer
on urban mobility [38].
Table 3. Main findings of Eurobarometer 406 concerning attitudes
of Europeans towards urban mobility [38]
%
50%
38%
81%
76%
74%
73%
72%

Findings
Europeans use a car everyday
Europeans encounter problems when
travelling within cities
European believe that:
– air pollution
– road congestion
– travelling costs
– accidents
– noise pollution
are important problems within cities.

Perspective
Problem
Problem

Chance

56%
59%

Europeans believe that:
– better urban transport
– lower price for urban transport
would be the best ways to improve urban travel.

Chance

37%

Europeans believe that the urban traffic
situation will get worse.

Problem
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The findings clearly indicate that European citizens are not
overall optimistic about the situation regarding the urban transport
system and that there is still a lot to do in that respect. The actions
mentioned both in European Union documents as well as by the
academic community indicate the four main areas of action: the use
of modern technology, adaptation and adjustment of prices to take
into account the external costs of transport, integrating land-use
planning with transport policies and assuring social acceptance of
mobility solutions [39].
Transport telematics solutions described in the article are in line
with the recommendation for investment and implementation of
modern technologies in order to facilitate sustainable urban mobility
(e.g. by more efficient management of urban transport systems or
increasing integration of public urban collective transport) and/or
to minimise the negative externalities of the urban transport system
for the environment (e.g. by facilitating the use of such sharedmobility solutions as car-sharing or carpooling).
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ABSTRACT

Intelligent transportation systems (ITS) are evolving in response to a range of factors, which are discussed in this
paper in conjunction with major directions of future ITS development. The technology of cooperation between the
various elements of infrastructure and vehicles will determine further evolution of telematic solutions, leading to
synergies arising from both existing and new applications, as well as from the advent of the Internet of things in
transportation. The next step in the development of such systems is Cooperative ITS. It already has a solid foundation
in the European Union’s strategic documents on transportation, and the first implementations are under way.
KEYWORDS: Telecommunication, ITS, C-ITS, Intelligent Transportation Systems

1. Introduction
Isaac Asimov, who coined the term “robotics” and formulated
the famous “three laws of robotics,” [1] envisioned the advent of
autonomous automobiles already in his 1952 story entitled “Sally.”
In science-fiction movies driverless cars have long been carrying
passengers, while fleets of autonomous trucks operated by a remote
control center have been delivering goods to pre-programmed
destinations. Until recently, such technologies could only be
envisaged in the distant future, being little more than conjectures
of automotive engineers. However, rapid technological advances,
ever increasing computer performance, and enhanced sensitivity
of sensors have led to a point where objects can be rendered in real
time with accuracy exceeding the ability of human perception. In
particular, the safe movement of autonomous vehicles on the streets
may be enabled by the evolution of Intelligent Transportation
Systems (ITS) towards Cooperative ITS (C-ITS).
This paper aims to characterize the factors stimulating ITS
evolution, identify the most likely lines of development, and present
selected examples of existing implementations of these systems in
the EU.
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2. The causes and implications of
ITS evolution
Of fundamental importance to road traffic is safety, which lies
at the heart of ITS, being indirectly linked to its other objectives,
such as:
• improvement of traffic management efficiency,
• maximization of benefits both for public transport and
private vehicles,
• optimum utilization of the transport infrastructure,
• reduction of environmental hazards.
Road safety is understood both as a set of traffic rules and as a
discipline aimed at creating appropriate conditions for road traffic.
Road safety encompasses traffic management and organization,
driver training and certification, transport psychology, certain
aspects of emergency services, technical conditions and requirements
concerning vehicles, roads, and traffic control devices, as well as
the promotion of desirable behaviors in road users. [2] This broad
definition shows the multitude of interconnected factors affecting
road safety, which could be likened to a complicated equation whose
results depend on many variables. The most unpredictable and, by
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the same token, the least controllable element of that equation is
undoubtedly the human factor due to the individuality of human
behaviors while driving. Indeed, road accidents are most frequently
caused by inappropriate human behaviors [3], such as:
• failure to adapt speed to traffic conditions,
• failure to yield to right-of-way,
• improper overtaking,
• improper passing of stationary vehicles,
• improper passing of oncoming vehicles,
• improper driving through pedestrian crossings,
• improper left or right turns,
• improper reversing,
• improper lane changes,
• improper U-turns.
Therefore, in order to ensure broadly defined road safety given
the existing elements of road infrastructure, one should strive to
eliminate this most unpredictable variable, or at least limit it to a range
of predictable behaviors. This can be achieved by the extension and
modernization of transport infrastructure [16] or by the application
of ITC technologies.
Particularly useful in this field are ITS and C-ITS solutions,
whose increasing capacity to analyze the reality surrounding road
users makes it possible to introduce a surveillance element to the
above-mentioned equation. This can be done in two ways: directly,
through onboard systems and sensors reacting to the driver’s
behaviors, and indirectly, through the same systems reacting
to external factors and behaviors of other road users, including
pedestrians.
The aforementioned possibilities are but the tip of an iceberg. The
rapidly developing ITS technology has exceeded the expectations
of its creators as the emergent opportunities cannot be precisely
defined or delimited due to the dramatic advances in data processing
and sensor development indicated above. Innovations include early
warning solutions coupled to the steering system of the vehicle,
which may correct the driver’s mistake; autonomous means of
public transportation, which may drop passengers off at their
desired destinations; technologies supporting emergency and law
enforcement services; and many others.
Rapid technological progress will certainly also affect the
automotive industry and the related field of road infrastructure.
Geographic areas in which the road infrastructure fails to keep up
with these advances will suffer from faltering attractiveness, which
may translate into less commercial, public, and private investment
(e.g., fewer houses built). Therefore, ITS projects should be
regarded as long-term investments critical to the development of
the regions in which they are implemented.

collects, processes, and analyzes data about the vehicle. Various ITS
solutions have become standard features in an increasing range of
motor vehicles.
At the same time, road congestion is gradually becoming worse.
According to data from the European Automobile Manufacturers
Association (ACEA), in 2014 there was approximately one car per
two inhabitants of the European Union, which corresponds to
291 million cars [4]. What is more, almost 40 million commercial
vehicles should be added to that figure [4].
The development of telematic solutions for transportation
has led to the emergence of a variety of telecommunications,
IT, and information systems used both in vehicles and for the
infrastructure. Indeed, the latter needs to take advantage of stateof-the-art technologies to adequately respond to the rapid changes
in transportation patterns. This means that two parallel pathways,
namely, onboard ITS and infrastructural ITS, ultimately pursue
the same objective, which is the deployment of Cooperative ITS.
Cooperation between ITS solutions is the natural consequence
of their existing capacities. This means that individual elements
of road traffic, such as vehicles and infrastructure, and possibly
also pedestrians and cyclists, will be able to communicate with one
another to enhance road safety, improve the quality and efficiency
of the transport system, and increase travel comfort. [5]
The development of cooperative systems will be of particular
importance to autonomous vehicle technology, with prototypes
being tested by most automotive manufacturers, as well as some
other technological companies, such as Google. However, selfdriving vehicles cannot realize their full potential without advanced
cooperation with other road users. Autonomous vehicles cannot
replace conventional ones overnight and communication networks
need to gradually develop ways to ensure the safe coexistence
of both types. The average age of vehicles on European roads is
increasing; in 2015 was almost 10 years [4], and in some countries,
such as Poland, as many as 75% of vehicles exceed the EU average.
This is a serious problem which needs to be addressed in the context
of C-ITS development.
In the field of road infrastructure, C-ITS may offer the greatest
benefits to traffic control systems, which are widely implemented
in cities with a view to improving the efficiency of urban transport
networks. A good case in point is the largest and most modern
system in Poland launched in the city of Łódź at the end of 2015.
The system encompasses 234 intersections throughout the city
and incorporates more than 200 ANPR and CCTV cameras. [6]
Traffic control systems have enormous potential which can be
used to manage the operation of C-ITS in urban areas and enable
vehicle-infrastructure communication.

3. Characteristics of C-ITS

3. ITS in European Union policies

The transportation sector has been increasingly benefitting
from the ongoing worldwide digital revolution. Similarly to almost
all other areas of life, also here data digitization makes information
the driving force for change. This fact has long been acknowledged
by all major manufacturers of road, rail, water, and air vehicles. The
main element of the modern car is an onboard computer, which

The European Union has long acknowledged the need to promote
state-of-the-art, smart technologies in transportation. Congestion
has been identified as a factor adversely affecting a transportationbased economy, the natural environment, and the safety of road users
(especially the unprotected ones, such as pedestrians, cyclists, and the
disabled, but also vehicle drivers and passengers).
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In 1991, the public-private platform ERTICO-ITS Europe
[7] was created to bring together ministries of transport, road
operators, and enterprises in the transport industry; currently it has
a membership of over 100. The organization’s vision is “bringing
intelligence into mobility” in order to pursue the goals of: [7]
• zero accidents,
• zero delays and fully informed people,
• reduced impact on the environment.
On December 16, 2008, the European Commission published
a communication entitled the “Action plan for the deployment of
Intelligent Transport Systems in Europe”. The main policy objectives
defined in that document are for transport and travel to become: [8]
• cleaner,
• more efficient, including energy efficient,
• safer and more secure.
The Action Plan is designed “to accelerate and coordinate the
deployment of Intelligent Transport Systems (ITS) in road transport,
including interfaces with other transport modes” [8]. It also stipulates
the need to adopt a European approach to ITS development rather
than focus on isolated regions. The six priority areas for action
outlined in the document with a view to implementing ITS are: [8]
1. Optimal use of road, traffic and travel data;
2. Continuity of traffic and freight management ITS services in
European transport corridors and in conurbations;
3. Road safety and security;
4. Integration of the vehicle into the transport infrastructure;
5. Data security and protection, and liability issues;
6. European ITS cooperation and coordination.
As a result of the Action Plan, on July 7, 2011, the European
Parliament and the Council issued Directive 2010/40/EU on the
framework for the deployment of Intelligent Transport Systems in the
field of road transport and for interfaces with other modes of transport.
The directive defines ITS as “advanced applications which without
embodying intelligence as such aim to provide innovative services
relating to different modes of transport and traffic management and
enable various users to be better informed and make safer, more
coordinated and ‘smarter’ use of transport networks” adding that
“ITS integrate telecommunications, electronics and information
technologies with transport engineering in order to plan, design,
operate, maintain and manage transport systems. The application of
information and communication technologies to the road transport
sector and its interfaces with other modes of transport will make a
significant contribution to improving environmental performance,
efficiency, including energy efficiency, safety and security of road
transport, including the transport of dangerous goods, public security
and passenger and freight mobility, whilst at the same time ensuring
the functioning of the internal market as well as increased levels of
competitiveness and employment.” [9]
Article 2 of the Directive specifies four priority areas, whose
scope is delineated in Annex I: [9]
1. Optimal use of road, traffic and travel data;
2. Continuity of traffic and freight management ITS services;
3. ITS road safety and security applications;
4. Linking the vehicle with the transport infrastructure.
The above areas give rise to six priority actions: [9]
1. the provision of EU-wide multimodal travel information
services;
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2. the provision of EU-wide real-time traffic information services;
3. data and procedures for the provision, where possible, of road
safety related minimum universal traffic information free of
charge to users;
4. the harmonized provision for an interoperable EU-wide eCall;
5. the provision of information services for safe and secure parking places for trucks and commercial vehicles;
6. the provision of reservation services for safe and secure parking places for trucks and commercial vehicles.
Also in 2011 the European Commission released a white
paper entitled “Roadmap to a Single European Transport Area –
Towards a competitive and resource efficient transport system”.
The white paper proposes four pillars of sustainable mobility: [10]
1. the application of state-of-the-art technologies,
2. legal regulations based on the “user pays” principle,
3. complete integration in the process of spatial planning,
4. precisely defined information aimed at raising social awareness
and mobilizing social pressure on politicians to support sustainable development policies.
The objective of the Roadmap is to develop a fully functional,
multimodal transport network as part of the Trans-European
Transport Network, which will enable attainment of all goals of
the EU’s sustainable transport policy, including moving close to
zero fatalities in road transport, by 2050. [10]
On April 14, 2016 the transport ministers of the 28 Member
States of the European Union signed the Declaration of Amsterdam
“on cooperation in the field of connected and automated driving:
Navigating to connected and automated vehicles on European
roads.” The signatories recognized that connected and automated
vehicles offer great potential for improvement of road safety, traffic
flows, and the overall efficiency and environmental performance of
the transport system. [11] They also acknowledged the importance
of local and EU initiatives supporting innovation in the field
of connected and automated driving, in particular through the
C-ITS platform. [11] The Declaration of Amsterdam outlined five
objectives, namely: [11]
1. to work towards a coherent European framework for the deployment of interoperable connected and automated driving,
which should be available, if possible, by 2019;
2. to bring together developments of connected and automated
driving in order to reach their full potential to improve road
safety, human health, traffic flows, and to reduce the environmental impact of road transport;
3. to adopt a “learning by experience” approach, including, where possible, cross-border cooperation, sharing and expanding
knowledge on connected and automated driving and to develop practical guidelines to ensure interoperability of systems
and services;
4. to support further innovation in connected and automated vehicle technologies to strengthen the global market position of
European industry;
5. to ensure data protection and privacy.
Upon the request of Poland, which was represented at the meeting
by Deputy Minister Piotr Stomma, the declaration included a section
on ensuring security and reliability of connected and automated
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vehicle communications and systems in light of the increase in cyber
threats. [12]
The Member States and representatives of the automotive
industry undertook to develop legal and regulatory foundations
for the implementation of autonomous vehicles on EU roads.
In its Communication of November 30, 2016, the European
Commission adopted “A European strategy on Cooperative Intelligent
Transport Systems, a milestone towards cooperative, connected and
automated mobility” with the aim of facilitation and coordination
of projects, investments, and European structures to deploy the first
commercial C-ITS vehicles by 2019. Related objectives include the
improvement of road safety, traffic efficiency, and travel quality and
comfort across the European Union. In particular, this technology
is expected to reduce the main cause of accidents, namely, human
error, by helping drivers make the right decisions. Vehicle-to
vehicle connectivity is also a key factor enabling the implementation of
autonomous vehicles in the near future. The basic elements of the strategy
are presented in the Communication of November 30, 2016: [13]
1. Avoid a fragmented internal market – In light of the multitude
of projects under way in the European Union, the primary
goal is to prevent fragmentation and create synergies between
the various initiatives.
2. Define and support common priorities – The strategy defines
the basic services that should be launched as a first step by
the national and local authorities as well as by automotive
manufacturers and road operators.
3. Use a mix of communication technologies – Different
communication strategies should be deployed to make C-ITS
messages available in various transport situations and between
different actors.
4. Address security and data protection issues – Citizens must have
the assurance that their data are protected and used properly.
5. Develop the right legal framework – An appropriate legal
framework should be established.
6. Cooperate at international level – International cooperation
should be encouraged with leaders in C-ITS development, such
as Australia, Japan, Singapore, and the United States.

5. ITS in European Union policies
Ongoing C-ITS projects in Europe include eCall, which is
designed as a pan-European automatic accident notification system.
During an accident or when prompted by the driver or a passenger,
the system will send GPS coordinates of the vehicle involved in a
collision and establish a connection with emergency services. The
operator will then be able to communicate with the persons in the
vehicle. According to estimates, eCall is supposed to reduce the
response times of emergency services by 50% to 60% by dialing
the European emergency telephone number. [5] In Poland, the 112
system operates on the basis of a document entitled “Design of the
112 System” issued by the Council of Ministers on October 16, 2007.
In its final form, the system is to consist of:
• 16 regional public-safety answering points (PSAP), including
6 with extended IT functionalities,
• a technical surveillance and monitoring center,
• a training center.
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Beginning as of April 2018, eCall will be mandatory in all new
cars sold within EU. [5]
Through the platform C-Roads, authorities and road operators
join together to combine existing C-ITS projects into an overarching
action aimed at the development of one shared European C-ITS
service. The core members of the platform are Austria, Belgium, the
Czech Republic, France, Germany, the Netherlands, Great Britain,
and Slovenia. [14] The main target of C-Roads is to launch a socalled basic package of “day-1-services” encompassing messages
about traffic jams, hazardous locations, and road-works, as well
as weather information sent directly to connected vehicles. [14]
Subsequent stages will involve increasingly complex measures
deployed as local pilot projects to be eventually rolled out across the
European Union. [14]
One of the first applications of vehicle-to-vehicle and vehicleto-infrastructure technology will be the Rotterdam – Frankfurt/M.
– Vienna cooperative corridor. [15] The first two services to be
deployed are a roadworks warning system and a vehicle data system
for improved traffic management; the latter includes such elements
as vehicle position and speed as well as information on fog and
precipitation. [15] In both cases, communication capacity is to be
ensured by a Wi-Fi or cellular network (3G, 4G). [15]
Several C-ITS projects are envisioned under the Connecting
Europe Facility (CEF), which has replaced the trans-European
network program, and which is aimed to foster the development
of transportation, energy, and telecommunications.
One of these initiatives, known as NordicWay, is a day-1 C-ITS
pilot project in the Scandinavian countries designed to improve
road transport safety and comfort and connect it with other
transport modes. [5]
The main goal of the I_HeERO program is to effectively deploy
the eCall system in the European Union Member States. [5]
Ursa Major 2 targets the implementation of ITS in the core
corridor linking the North Sea ports with the Rhine and Ruhr area
and the urban areas of northern Italy and southern Germany. [5] The
main beneficiaries of this project will be international truck drivers
with one of the objectives being a system providing information on
safe parking for trucks. [5]
Similarly, MedTIS II is designed to deploy ITS services in the
corridor spanning the western Mediterranean coast: Portugal, Spain,
France, and Italy – a total of almost 9000 km of motorways. [5]
Finally, the objective of Arc Atlantique is to enable ITS
implementation along the Atlantic coastline from Portugal to Ireland
via Spain, France, Belgium, the Netherlands, and Great Britain. [5]

6. Conclusion
The observations and considerations presented in this paper
lead to the following conclusions:
1. Among the many determinants of ITS evolution, of particular
importance are safety issues, which stimulate intensive development of new ITS functionalities and other driver-support
systems.
2. ITS solutions are evolving towards C-ITS, leading to new standards in both passenger and freight transport, thus significantly affecting human life.
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3. In Poland, similarly as in other developed countries, ITS projects have been recently deployed in many cities. Importantly,
those systems can be subsequently upgraded to C-ITS standards.
4. The ITS implemented in the city of Łódź is one of the most
advanced solutions in Europe; however, it needs to be further
extended to optimize it for future C-ITS deployment.
5. The European Union’s development strategy stipulates the
evolution of ITS towards C-ITS. At the same time, the EU devotes considerable funds to the implementation of projects generating the experience and knowledge necessary for further
improvement of those systems.
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ABSTRACT

In order to create a high quality of transport system, accessible, and safe is necessary to develop strategies for the
implementation of telematics solution. For this a detailed study of the existing infrastructure, technologies into
practice, and real needs, are necessary. This work will propose a new approach to the management and delivery of
public transport services in cape Verde, Praia city, in order to create more efficient transport network. The main idea
is to develop strategies that can reduce journey time variability, and further expansion of the real time information
system capable to provide travelers more information. The focus will be on delivering a safe and integrated transport
system. There is an emphasis on improving public transport as reduction of the number of empty vehicles on the
road, and improving safety and security for all transport users. This paper propose a methodology, using the concept
of smart cyber society. This concept will be focusing in the transport mobility. Providing users with dynamic and
multi-modal information for traffic and transport efficiency, as well as for assuring sustainable, reliable and safe
public transportation.
KEYWORDS: Transport, Reliability, Information and communication technology

1. Introduction
This paper aim to study the implementation of smart city for an
reliable transport control, the case study is Praia City in Santiago
island, Cape Verde. In this paper is presented the proposal for the
implementation of the smart technologies taken in the consideration
the smart city characteristic taken from the literature review.
The lack or insufficient organization of transport is one of the
biggest problem faced by developing countries, especially small
Islands developing states as Cape Verde [1]. This is due to rapid
growth of the population, increasing the need for movement of
people and goods. The use of the Information and Communication
Technology (ICT) for transport control is becoming very popular
due to its positive results [2].
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The world is experiencing an evolution of Smart Cities. The
innovations in ICT technologies has led the creation of new
economic and social opportunities [3]. Smart appliances are being
used in many cities. Homes, cars, public venues and other social
systems are now on their path to the full connectivity known as
the Internet of Things. Smart city initiatives vary widely, they all
aim to be smarter and greener in order to improve citizens quality
of life and economic opportunities.
Most leading cities in Europe, U.S and in Asia have adopted
ICT and green technologies as way to revitalize economic
opportunities and to strengthen their goal opportunities. These
initiatives range from small-scale applications of individuals clean
technologies to ambitious projects to transform entire urban areas
through planning and infrastructure development [4].
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According to the literature review, as of 2012, there are
approximately 143 ongoing or completed, self-designated smart
city projects [5]. Some of those cities are currently leading efforts to
implement smart tech-nologies to address and resolve such urban
problems such as energy shortages, traffic congestion, inadequate
urban infrastructure, and some issue in health and education.
The European Union (EU) is investing in smart city strategies for
metropolitan city regions such as Barcelona, Amsterdam, berlin,
Manchester, Edinburgh and Bath. Asian countries are active with
more than 40 different projects, including Singapore, Hong Kong,
Seoul, Busan and Songdo. Smart cities initiatives extend as well to
others regions around the world, including South America, the
middle east and Africa [5].
This paper proposes the concept of smart cyber society, based
in the concept of the Web of things and cyber physical system to
be implemented in Praia city. It is also taken in the consideration,
the existing infrastructure in the country, the local population
mentality and knowledge, and surrounding environment to ensure
a good use and understanding for the success of this technology in
the country and an reliable transport control.

2. Research problem and
research methodology
Cape Verde is an archipelago in the Atlantic Ocean, near to the
west coast Africa. It consists of ten islands. Just nine of the islands
are inhabited, Cape Verde is not just small but without any natural
resources. Most of the population of Cape Verde, is concentrated
on the island of Santiago (238 335 inhabitants), corresponding
to 54.4 [%] of the population of Cape Verde. Praia’s city, whose
capital city, is located in Santiago island. In the last forty years,
the city of Praia has been experiencing an extremely rapid growth
[6]. This has led to increasing needs to travel from one point to
another, mainly from municipalities to the city and within the city,
for work and to provide and receive various supporting services
and supplies. These necessities generate an increase in movement
of means of transport.
Santiago island has a National Road with an extension of
389,705.00 (m) [6]. The first fast road in the country, called circular
of the Praia (Circular da Praia), has a length of 17 kilometers, built
in November 2007 [DGTR].

Fig. 1. Circular of the Praia [own study]

The network of the city’s transport system consists of nine
lines connecting the center with surroundings areas essentially in
radially [DGTR]. The country has good coverage of land routes,
although many localities in rough terrain areas remain isolated.
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In Cape Verde, exist 58,340 vehicles, where 57.5 [% ] of these
vehicles are in Santiago Island, and most operate into the city of
Praia. Taking into the consideration that the city is very small, if
there are more vehicles than the capacity of the road, will create
a disorder in the city, thus creating a need for traffic control [7].
The city of Praia has an urban transport system of passengers,
regulated by the legal framework Decree Law No 30/2014 of 24 July
2014. Which regulates the transportation in vehicles, the conditions
of access and activities of public transport. The public urban
transport service of passenger is made through the concession of
the Municipal chamber.
The small dimension of Praia City in Cape Verde, combined
with the rapid growth and increased urbanization, lead to the traffic
congestion and pollution, raising a variety of technical, social,
economic and organizational problems, tend to compromise the
economic and environmental sustainability of the city. There is an
urgent need for the organization and management of means of
transport.
This paper propose a methodology, using the concept of smart
cyber society. This concept will be focusing in the transport mobility.
Providing users with dynamic and multi-modal information for
traffic and transport efficiency, as well as for assuring sustainable,
reliable and safe public transportation [8].

Fig. 2. Smart City Example [9]

An smart city should be able to optimize the use and exploitation
of both tangible (e.g. transport infrastruc-tures) and intangible
assets (e.g. human capital, intellectual capital of companies, and
organizational capital in public administration bodies).
This work propose a methodology divided in two parts: virtual
communication platform and architecture for smart cyber society.
The asset Layer as shown below, composes the virtual communications
platform. The layer is composed of the real world entities that are
subject to monitoring or controlling with the help of sensors or some
other means. Assets provide a role of a bridge between the digital
world and the physical world.
A smart cyber society is a virtual environment composed of
networked to various societies and transportation system located
in a large geographic area. These societies are powered by web
application server, which is used for integration of various capillary
devices (wearable devices, electric appliances, social networking,
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and so on). Architecturally, the proposal for the smart cyber society
is composed of two domains, such as cyber society domain, and
cyber mobile domain as shown below in the Figure 3. The greater
the number of devices can access smart city services, greater is the
effects of these services. Smart services are accessible over multiple
device platforms including IOS & Android apps, mobile webs and
other specific devices [10].

The Figure 4 bellow, show the Flowchart of the Smart Cyber
Society communication [11].

Fig. 4. Flowchart of the smart cyber society communication [12]

Fig. 3. Architecture for smart cyber society [own study]

Cyber mobile is, under an infrastructure (including vehicles,
ambulance, GPS, roadside units and the web station), with the
effective integration of information technology, control technology,
sensor technology, and GPS system technology. Moreover, it can
applied to roads infrastructure to achieve the real-time monitoring
system accurately, and with the highly effective transportation
system. The cyber mobile domain is based on the cyber transport
network (CTS), in which all the vehicles are connected to the
roadside units. The roadside units are connected to the GPS system
and web station. Such technique helps the vehicle to broadcast
its physical location. Hence, cyber society domain can easily get
various information about the vehicle, such as arrival time, current
location, accident, and other. If there is an accident on the road, the
desired information is passed on to cyber society domain where the
police station, fire brigade and ambulance react accordingly.
The CTS has the following characteristics. Application
Advancements (AA): the resource facility technique of web computing
leads the application service, to facilitate the integration of various
services of the mobility resource. Inter operation (IO): it supports
the interoperation of the cyber mobile domain with the cyber society
domain. Dynamic Resource Distribution (DRD): through resource
distribution, calculating the speed of the vehicle, current location
with the help of GPS, updating record of vehicle in the web station,
sharing the information with the domains. Fast Response (FR):
various services, such as web, roadside unit and vehicle to vehicle
communication (V2V), vehicle to infrastructure communication
(V2I), and infrastructure to infrastructure communication (I2I) are
integrated to facilitate the flexible and quickly respond to the event [11].
The core attribute of the smart cyber society is the cyber
society domain, which is composed of various societies, such as
hospital (for healthcare system), police and fire brigade station
(for security and fire). This domain is capable of receiving service
calls from mobile domain by being connected to the gateway (i.e.,
web server), and reports them to proper authorities, through a
reliable communication channel. All the societies in this domain
are connected to their actuator and web servers and this able to
provide value-added services for a variety of society applications.
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A smart city ultimate goal is to create sustainable value for
citizens, employees, shareholders and other stake-holders.
In Santiago island the public bodies, work independently from
each other. For developing the smart cyber cities, for an reliable
transport control, it is very important to study and analyze some
important dimensions as partnership formation, that includes the
examination of the city various types of private-public partnership
for service development. The ICT infrastructure for supporting
smart city initiatives and creating higher network effects with
complementary multiple devices.
Nowadays, in Cape Verde is easy to access the internet, and is
very popular the use of smart phones and web of things, this show
that the city started to invest in the use of technology’s, what facilitate
the conditions to start to develop the concept of the smart cyber city.
According to the 2015 report of the International Telecommunication
Union (ITU), Cape Verde occupies the 4th position in the field of
Information and Communication Technologies in Africa with 4.62
points, behind only the Mauritius Islands (5:41), Seychelles (4.96) and
South Africa (4.90) [12].
Besides ambulance, police vehicles and fire brigade vehicle, in
Praia city, operate two private companies of urban transport of
passenger (Bus, Sol Atlántico and Moura Company), the public
transport system with driver (Taxi, there is no taxi company), and
Hilux/ Hiace (individual owner) make the transportation between
cities and municipalities, however, some of these operates within
the city as illegal. through the study of selected problems in the
control of urban transport in Praia city [8] it was possible conclude
that the transport system does not have a good organization
and management, the transport system control is far from been
reliable.
The first step towards implementation of Cyber City would be
the management of these means of transport by creation of central
public transport management, responsible for the monitoring, and
controlling the public transportation with the help of the sensors,
GPS and others means. This central will be also the responsible for
providing a bridge between digital world and physical word. This
central will be the asset layer. The asset layer must be connected to
the various societies, such as hospital, police, fire brigade station
and automobile maintenance workshop, to support and guaranty
the safety of the transport and the population. As an example in
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case of accident this base have the possibility to know where the
vehicle is and send support for them in time, the support can be
an ambulance, fire truck or maintenance services. The proposed
management system lead to the creation of a smart cyber society.
The solution proposed in this work is already in use in some
developed countries, this work aims to conduct a technological
transfer, what means that the study of the actual situation, the
populations need and the existing infrastructure is very important.

3. Conclusion
Smart initiatives do not only entail technology changes, but also
investments in human capital and changes in urban living practices
and conditions, for this is important the study in order to understand
the local population mentality and impact of the implementation of
the proposed solution. According to the study made by Lopes Maria
Fatima on the quality of services of urban transport in Praia city [4],
was possible to reach some conclusions, one of them is, passengers
consider the three dimensions, reliability, safety and availability,
are one of the most important factors in assessing the quality of
service provided by the companies. For this is very important the
development of a smart concept that can manage this variables
ensuring an efficient transport solution. The facility to access to
internet, the use of smart phone and web of things show that the
city started to invest in the use of technology’s, what facilitate the
conditions to start to develop the concept of the smart cyber city.
The analyze of important dimensions as partnership and ICT
infrastructure for supporting smart service development is also an
important factor for an reliable transport control, and to develop
strategies for imple-mentation.
For the future, it is required the study to the mapping for the
installation of the proposed technology given the existence
infrastructure, after establishing agreements and develop the
necessary tools. In the study for building a cyber city is very important
to consider the cyber security. For this is proposed the cyber security
risk assessment for the future.

Bibliography
[1] UN-OHRLLS.: Smal Island Developing States, One United
Nations Plaza, 1, 2–28, 2011.
[2] LAZAROIU, G.C., ROSCIA, M.: Definition methodology for
the smart cities model, Energy, 47, 326-332, 2012.
[3] ELMAGHRA, A.S., LOSAVIO, M.M.: Cyber Security Challenges
in Smart Cities: safety, security in smart cities, Elsevier, Cairo
University, 2014.
[4] LEE, J.H., at al.: Towards an effective frame work for building
smart cities: Lessons from Seoul and San Francisco, Elsevier,
2014.
[5] LEE, J.H., HANCOCK, M.: Toward a Framework for
Smart Cities: A Comparison of Seoul, San Francisco and
Amsterdam, Smart Green Cities conference: Innovations for
smart green cities: what’s working, what’s not, what’s next,
June 26–27, Stanford Business School, Palo Alto, U.S.A, 2012.
[6] LOPES MARIA, F.L.S.S.: Avaliação da Qualidade do
Transporte Coletivo Urbano na Cidade da Praia e a Satisfação
dos Utentes, 7-97, 2009.
[7] TAVARES, C.M., SZPYTKO, J.: Selected problem of control
the urban transport system, Cape Verde case study, LogistykaNauka, 2015.
[8] NEIROTTI et al.: Current Trends in Smart City initiatives,
Cities, 25-36, 2014.
[9] PIRO, G., et al.: Information centric services in Smart Cities,
The Journal of Systems and Software, 88, 169–188, 2014.
[10] MASHUR, R.F., JEFFREY, C.B.: Transportation Infrastructure,
Security utilizing, Intelligent Transportation Systems, John
Wiley & Sons, 2009.
[11] AHMAD, A., et al.: Smart cyber society: Integration of capillary
devices with high usability based on cyber-physical system,
Future Generation, Computer Systems,2-24, 2015.
[12] International Telecommunication Union: Measuring the
information society report, Geneva, Switzerland, 2015.

Acknowledgment
Financially supported by the Polish Ministry of Science and
Higher Education.

24

© Copyright by PSTT , All rights reserved. 2017

ArchivesM.of
PÓLKOWSKI, P. STĄPÓR, D. LASKOWSKI

Transport System
Telematics

Volume 10
Issue 3
September 2017

The use of modern ICT solutions in
freight transport telematics
M. PÓLKOWSKIa, P. STĄPÓRb, D. LASKOWSKIb
TRANSBIT COMPANY, ul. Łukasza Drewny 80, Warszawa 02-968, Poland
b
MILITARY UNIVERSITY OF TECHNOLOGY, ul. Kaliskiego 2, Warszawa 00-908, Poland
EMAIL: marcin.polkowski@transbit.com.pl

a

ABSTRACT

Along with the evolution of our civilization is increasing demand for faster and cheaper transport, both from the
point of view of trade and normal movement of people. In the case of trade most often we are dealing with the
transport of the freight traffic, where the goods are not carrying by one type of transport. In this type of carriage time
between transhipments on exchange stations plays an important role. The correct use of modern ICT (information
and communication technologies), both wired and wireless for control loads, vehicles and carriers can significantly
reduce total transport time and costs. Additional monitoring of the status of land units’ drivers allows increasing the
security and the reliability to wirelessly check the content and status of the load increases the reliability of the correct
transport. Therefore, this article presents the use of modern wireless technologies (LTE-A, 802.11ac) and backbones
of public networks (1…100 GbE) on the exchange stations.
KEYWORDS: transport telematics, modern technologies, reliability and security

1. Introduction
Network environment includes commonly operated information
and communication technologies (ICT) which are part of a transport
telematics. ICT, has no universal definition but authors propose, is
an integration of telecommunications (smart phones, tablets) and
information networks (computers, routers, servers, printers) using
different subsystems of cabling and wireless signal distribution. It
constitutes a framework for a platform generally used for provision
of various multimedia services. Increase in computing power of
processors implemented in network stations stimulates the increase
in a set of different points of access to generally accessible wide area
network resources.
At the same time, the network environment ICT opens for
evolutionary changes in the process of telecommunication services
performance. Today, the representative of the modern society
uses in its everyday life more and more technical “innovations”
such as technology advanced phones, pockets, smartphones and
tablets. As part of the network operator service package, they
offer numerous services. Except for the possibility of access to
web sides, e-mail and transfer of files, the telephone services ICT
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covering image and sound transfer gain increasingly more interest.
Thus, there is an economically justified need to asses (evaluate) the
functionality of the environment that provides media services that
are the result of numerous network properties. Progress introduces
a society addicted to highly distributed systems ICT that operate
in the unrestricted network environment. Important features
characterize modern technical facilities constructed systemic,
are among others [1]: the complexity of the architecture and
the hardware and software as a participant in a system defined
relationship and variety of functions and tasks and relatively
large expenditures (financial, time, etc.) adsorbed at the design
stage. These characteristics forcing a specific approach to the
design process, methods of research and the organization of the
operating system objects. Particularly noteworthy here the issue of
measurement and criteria for suitability as object and the system
and the relativity of the concept of “state of fitness.” The provision
of safety, reliability and quality of network services in relation to
the network and application layer with control mechanisms. Each
network, has limited parameters: average delay, bandwidth and
capacity network [Fig. 1.].
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Fig. 1. Network parameters [own study]

The number of events that may cause network performance
changes such as excessive demand for services, overloads, edge and
backbone elements, and damage and destructor behaviour [Fig. 2].

Fig. 2. Network Performance [own study]

Considering the conclusions drawn from both the experience related to
operation of real network environments and the analysis of published
scientific materials (presented in the form of different elaborations
made available on the web sides) and information contained in
standardization documents (standards, recommendations, directives
etc.) [2]. It is very important to ensure appropriate quality at the
network level (reliability, security and quality of service), as it allows
prediction of the size of available bandwidth and level of losses in
the network layer. However, it does not reflect user requirements
relating to various quality level of service performance [6-9].
Thus, in the case of audio and video, it is important to take into
consideration the quality level in the application layer is defined
by recommendation ITU-T G.1010 [7] which determines service
availability, probability of locking, connection and disconnection
time. These features define the capabilities of real-time ICT services.
Adequate to the evaluation of network techniques and technologies,
the demand of users for effective networks grows over time. So
ever service provider and network owner introduces new network
solutions in modern society ICT. Let us assume, that Telematics
Enterprise Architecture (TEA) will use modern solutions in the
form of [Fig. 3.]:
• wireless technologies (LTE-A, IEEE 802.11ac/ad standards) with
fixed microwave communication systems based on quadrature
amplitude modulation (QAM) and orthogonal frequencydivision multiplexing (OFDM) [12],
• backbones of public networks (1…100 GbE, IEEE 802.3bj
standards) with different optical and electrical interfaces [13],
• advanced signalling techniques used to mitigate multipath in
licensed or unlicensed spectrum,
• Point-to-Point (P2P) or multipoint (P2MP) connections type
with Bring Your Own Device technology (BYOD) and Cloud
computing (CC),
• Ethernet Operations, Administration and Maintenance (EOAM)
are the protocols for troubleshooting local (LANs) and wide
(WANs) area network [14].

Therefore, the authors decided to analyse the valuable features
of several future information and communication technologies
important for transport telematics. Also, proposed modifying
the queuing methods for handling data stream. Expert method
(IT staff: administrator, service technician, etc.) was used to
evaluate the effects of proposed solutions. The research was aimed
at measuring system efficiency as a comprehensive assessment
based on three areas: safety [2], reliability [3,4] and quality [5] of
network services. This article is a continuation of work from these
research areas.

2. Network with future
mechanism
Functionality of services may be presented from different
perspectives. One of them is focused on practical use and depends
on such components as availability, accessibility and continuity.
Additionally, the functionality of services may be affected by
several other properties such as intuitive use, quick operation etc.
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Fig. 3. Telematics Enterprise Architecture [own study]

The next changes are:
1. A modified traditional data queuing method: data stream is
routed to the decision tree. Classification of data has been
developed in relation to the importance of the service. The
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traffic prioritization algorithm has been changed (the rules
for traffic prioritization have been changed). Thus, delays have
been minimized with increasing priority [Fig. 4.].

Fig. 4. Data queuing method [own study]

2. Application of dynamic protocol selection corresponding to
the number of data (AMR G.723 protocol) and video (MPEG4,
H.264, RTP protocol) with control (H.245, SIP, RTP, H.223
protocol). An example of a telephone service is shown on
figures [Fig. 5].

Fig. 5. Video protocol [own study]

3. Modifying Ethernet Operations, Administration and Maintenance
(EOAM) software in the Default Gateway. Gateways are negotiating
network parameters with the use of traffic policies. Support is
provided by the ORC. During negotiation, parameters such as
routing metric, throughput, delay, and the number of concurrent
services are set [Fig. 6].

3. Measures and criteria for the
state of Telematics Enterprise
Architecture
An important feature of the Telematics Enterprise Architecture
with Information and Communication Technologies (TEA ICT) is
that its properties are not a simple sum of the properties of its elements,
but defined by the properties of the elements and coupling between
components during operation of the algorithm, considering external
circumstances (environmental influences). These coupling and
interactions affect the overall properties of the system that determine
its operating status. A model of such an object and its relationships
with the environment are, in terms of electrically-effects module,
presented in [11]. Users of such a system as TEA ICT generally assess
its condition in the context of:
• integrity and readiness of structural elements of the TEA ICT;
• the reliability and robustness of system components (devices
and software);
• the impact of natural random events - e.g. the interference
of communication radio waves, floods, earthquakes, wind,
lightning and power failure;
• deliberate or involuntary negative impact of the human factor
on the TEA ICT.
In this aspect, the TEA ICT is a fully operational or operational
only to a certain extent to carry out the required functions. Based
on the conclusions and suggestions contained in [15], you can take
the following measurable indicators characterizing the state of a
system including a telecommunication network:
1. Potentiality required E TEA ICT p-wym(t) is determined by the number
of services that start and/or continuation of accomplishment
is require by users TEA ICT - at a specific time or in a certain
elementary unit of time.
2. Potentiality disposed E TEA ICT p-dys(t) is determined by the
number of services possible to start and/or continuation of
accomplishment TEA ICT - at a specific time or in a certain
elementary unit of time. In general, the potentiality disposed
is a functional of the following arguments:
(1)

where:
Wi – properties internal data communications network;
Ps – boost control;
Os – favourable impact of the environment;
On – the unfavourable impact of the environment;
Szs – feedback on the impact of network operator.

Fig. 6. EOAM software in the Default Gateway [own study]

Using the literature [15] we get:
3. The criterion for the classification of up states and fault states:
The TEA ICT is capable of suitability only in those moments,
in which the potentiality disposed is’ smaller than the required
potentiality.
This can be written as follows [11,15]:
(2)
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and
(3)

where:
t – time, the current moment;
ETEA ICT – state of TEA ICT;
EZ(t) – up state;
EN(t) – fault state.

The suitability of TEA ICT in terms of utility one can say
when you have a value of potentiality required (expressed e.g. the
number of requests for services in a elementary unit of time), and
permissible - from the point of view of the user - the value of delay
in the execution of the service requested.

4. Mathematical formula:
(4)

where:
PPS(t) - the probability of the up state of the functional of the
operator; in other words: the probability of generating the operator
correct beats of control at time t;
Pir(t,ei) - the probability of up state TEA ICT components ei
occurring at time t in traffic (with parameters a-intensity single
stream and l-number service stations):
• for node (Plr):
(5)

(6)

• for transmission line (Pmr):
(7)

(8)

where:
Pbl – the probability of a blockage in the l-node;
Pbm – the probability of a blockage in the m-th link;
Psm – the probability of loss in the m-th link of the error signal1;
Kg – non-stationary readiness ratio:
(9)

where:
λi – the failure intensity of the i-th network element;
µi – the repair intensity of the i-th network element;
- the probability the state of fitness of TEA
ICT components occurring at the time t the interaction of n-th
exposure (n-th failure process initiation factor) of the π-type set
of exposures; in other words: the probability “survival” of network
components occurring at exposures:

1
The value of this probability is determined based on technical parameters
of the signaling network (system).
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(10)

4. Methods for maintaining and/
or restoring of up state
The most important information for both the customer and
the service provider network is the information about the up state
of TEA ICT to provide network services. Supervision of the state
of TEA ICT carried out by the tester (analyzer), allow precise
monitoring selected elements (PC, router, switch, server. i.e.). It
follows need for methods and tools for supervision TEA ICT [15]
for so early detection of a state of emergency to allow for effective
implementation of mechanisms to maintain and/or restore the up
state of system:
• shielding subsystem (SSS) - i.e. set of activities and measures
to prevent activation of the triggers failure processes leading
to fault conditions (shielding subsystem deactivates triggers
failure processes);
• intervention subsystem (ISS) - i.e. set of measures and activation
measures intervention factors which inhibiting failure processes
(subsystem intervention stops or at least inhibits the failure
process);
• emergency subsystem (ESS) - i.e. a combination of activities
and means of activating emergency factors limiting the
impact of extensive damage (subsystem emergency weakens
and reduces the consequences of failure).
To perform the functions listed above can be accept the
following methods to increase the potentiality of dispose system
(Fig. 7), reflecting the selected properties of these subsystems:
• method Single Passive Distribution Booking (SPDB); it is the
introduction of one element backup for the selected component
of core TEA ICT;
• method Double Passive Distribution Booking (DPDB); it is the
introduction of two element backups for the selected component
of core TEA ICT;
• method Increase Readiness Ratio (IRR); it is to introduce a
component of core TEA ICT characterized by lower intensity
of damage and shorter restoring up state.
The implemented tests include accurate capture - in millisecond
intervals - all events affecting such basic network parameters like
bandwidth, transmission delay, the number of transmitted frames,
and the number of collisions and the availability of network hosts.
After extracting, analyzing and classifying problems tester-analyzer
shows (in the form of a graphic or text) collected and systematized
information based on which may explain the cause of unfitness
TEA ICT and recommend a set of therapeutic activities. In most
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currently available products on the market, this process is done
automatically in real time.

Fig. 7. TEA ICT containing elements of the method SPDB and DPDB
[own study]

5. Simulation research of TEA ICT
To verify the hypothesis that potentially measures and criteria
(2 and 3) assess the state allowing relatively easy supervision of
changes of the up state of TEA ICT and inferences regarding the
level of suitability and impact of actions taken therapeutic tests
were carried out simulation of actual data communications network.
The simulation model object a diagnostic test has been prepared in
such a way that ﬁrst these elements play of the implementation of
network services that are necessary to determine.
The general architecture of TEA ICT is shown below. The
user accesses the services in the cloud computing locally: a wired
connection by using standard 1…100 GbE and radio by LTE-A
and 802.11ac/ad standard; remotely via the Internet, including the
mobile Internet. The connections between the scattered clouds are
tunneled and encrypted IPsec. Cloud computing is supported by
Apache CloudStack open source software that dynamically adapts
to the changing conditions of use of cloud computing resources,
providing the best conditions for running the service. CloudStack
also allows combining multiple clouds with each other. The
research methodology includes:
1. Develop a mathematical model of the network topology data
communications.
2. Gather a set of information about both the technical parameters
of all network elements as well as on indicators of reliability
(failure rate) and the susceptibility of the repair (the intensity
of repair) and information about the operating conditions of
all network components.
3. Selection of the simulation computer program for the calculation
of the potential-potentiality indicators describing the up state of
TEA ICT.
4. The calculation of selected indicators of reliability and
maintainability of components TEA ICT.
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5. Adoption of the criterion of unfitness TEA ICT.
6. The choice of method of reserving structural segments.
7. Conducting research test-bed and develop the results.
These elements of the research program have enabled it to
draw inferences about the state of the suitability of the network
using the characteristics of potential-potentiality by determining
the values of the following values:
• likelihood that services (e-mail, browsing the web, download
files ftp);
• potentiality of dispose and required for network services;
• the potential of dispose and required for network services;
• allowable and acceptable value of time delay carry out service
on the network;
• temporary suitability of the network;
• load selected network components.
The nominal volume of network traffic in a test-bed TEA ICT
(Fig. 7.) was established based on measurements on the real network.
The basis for these measurements was the recommendations and
standards of the ITU -T (International Telecommunication Union Telecommunication) and the recommendations of the IETF (Internet
Engineering Task Force). The study also covered the local cases of fault
of the structural network consisting of fault of a specific node and
links (transport resource). This is an important aspect of the study
because it was obtained in this way, information about the state of
the network in case of unplanned and at the same time reducing the
potentiality of the network. The figure (Fig. 8.) indicated the most
sensitive points of the whole structure (“the network bottleneck”).
These data were obtained because of work-introduction of and
presented them for the first time in [16]. And in this article, will be
used for further consideration aim to continue the analysis of the
suitability of complex technical objects, i.e. TEA ICT. Tests were also
carried out in the real environment test. This made it possible to check
the efficiency and environmental safety test bed. The effectiveness of
TEA ICT tested using a traffic generator LanForge ICE and Spirent
Test Center C1, thereby simulating an increasing number of users in a
moment of time, and the program IxChariot used to test applications
under real conditions. Safety data was analyzed using Wireshark
network traffic analyzer.

Fig. 8. Example of test services in the test-bed [own study]
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6. Analysis of the results
simulation research
According to the assumptions, reported by users demand
for services are described in the corresponding mathematical
distributions (for e-mail - normal distribution N(4E + 5; 3,5E +
5), web browsing (WWW) - uniform distribution Unif(4E + 5;
3 , 5E + 5), downloads FTP - uniform distribution Unif(1E + 5;
3,5E + 6) database - the normal distribution N(5E + 3; 7E + 5)).
Potentiality required for a service (indicating the forecasted
demand for this type of service) was expressed in the number of
requisitions, which is a random variable with a predefined schedule.
The simulation results showed that the use of the proposed method
(SPDB, DPDB, IRR) increasing the potentiality of disposed
increases the number realizable service. The result is a reduction in
the number of lost requests for services in relation to the nominal
capacity of the network. Selected simulation results show graphs
(Fig. 9-11). Based on the analysis of the received waveform can be
concluded how often and to what extent there is a lack of immediate
implementation services. It should be noted in this aspect that the
refusal to join the immediate implementation of the services and/
or its implementation in the wrong time to the user’s needs is unfit
TEA ICT (periodic or permanent).

Fig. 11. The potential of dispose for the service to download files
FTP between 11.00 am and 1.00 pm [own study]

The main conclusion from the presented graphs is that the
resources of current TEA ICT oscillate at the border realizability
of services desired by users of times. The use of the simplest
methods SPDB allows for growth potentiality of dispose network,
respectively: 10% for e-mail; 15% for Web browsing (WWW); 13%
for downloading files (FTP). In turn, the most expensive solution,
which method DPDB, ensures the highest potentialities of dispose which is synonymous with the highest throughput TEA ICT Table 1).
Table 1. The increase in the value of potentiality of dispose network
[own study]
Probability
No.

Service

E-mail

WWW

FTP

[%]

[%]

[%]

1.

IRR

11

20

16

2.

SPDB

10

15

13

3.

DPDB

15

26

19

4.

Failure

-36

-17

-19

5. Conclusion
Fig. 9. The trajectories of potentiality of dispose for service Web
browsing (WWW) [own study]

Fig. 10. Graphic interpretation of criterion interval (from 10.00 am
to 2.00 pm) the up state of the network for e-mail services
[own study]
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Knowledge of the shape and position of the trajectory of
potentiality, designated for the daily life of the network, can
significantly affect the process management operating TEA ICT.
Total impact is possible mainly thanks to the results of the synthesis
of these trajectories in the process of formulating prognostic
applications and operating decisions. These applications can
be divided into two sets of correlated. The first set may include
requests shall be addressed to the supplier of services (on e.g. the
management of network resources, the required properties of the
operator, the desired effect under certain conditions, investments
and financial resources) and the second set of conclusions
identifying user satisfaction-customer (due to e.g. the number
of available network services required and acceptable until the
completion of the requested service, billing for services rendered).
Summarizing the results of the simulation can be drawn the
following conclusions:
1. Network load during the day assumes variable values depend,
among others, the number of users, their working hours and
© Copyright by PSTT , All rights reserved. 2017
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the possible use of the potentialities of dispose network. This
leads to periodic fault network in the mind of the number of
users who, because of congestion or environmental exposures
occurring cannot fulfill their needs in a timely manner.
2. The delay in the delivery of services subject to similar
fluctuations as network load, and is different for different
services (for e-mail and FTP has a level acceptable during the
whole day, and for services web browsing are periods of time in
which to implement this service is not possible).
3. Preventing unfavorable relation between potentiality and the
desired Disposing is possible at least two ways. First, it is possible
to establish priorities in access to services ordered by a specific
user. This way you can prevent - at least partially - denials of
immediate commencement of, or untimely delivery of services
of considerable importance from the point of view of decisionmaker system. Second, can enter the supervises-therapeutic
system, upon detection of an unfavorable relationship between
potentiality of dispose and the potentiality required result in
a temporary increase of potentiality of dispose. This can be
done by periodically attaching reserve com-shapes network
(method SPDB or DPDB).
The proposed methods of increasing the potentiality of dispose,
thus, the probability realization of the demand for services, have a
positive impact on the satisfaction of users. These methods allow
for more efficient use of network resources currently operated and
handle more users in less time. In your opinion, it is equivalent to
increasing the reliability of TEA ICT.
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ABSTRACT

The essence of operation of all the ITSs is to make decisions on the basis of the obtained and available information.
The relevance of taken decisions depends on the quality of available information, its accuracy and up-to-dateness.
It is important to pay attention to the fact that requirements for up-to-dateness of information as well as the
consequences of delays in their transfer or in connection with their loss are different depending on the subsystem.
The paper presented the issues related to the analysis of the ITS telecommunications environment. The selected
aspects of prevention from risks, which may be an important factor affecting the security of the transport system
functioning, will be analysed. Moreover, the analysis of methods for the secure data transmission will be also carried
out. The transmission security methods will be selected within the framework of VPN virtual tunnel technologies.
The mechanisms, the implementation of which will allow to increase the security and availability of information
transmission in ITSs, were offered.
KEYWORDS: information, transmission, security, intelligent transport systems

1. Introduction
ITSs (Intelligent Transport Systems) are defined as systems
designed to improve transport activities through the reduction of
operating costs, the increase of the level of security, and optimisation
of using the existing road infrastructure by moving vehicles. Based
on the assumption, these systems should use telecommunications
and IT technologies, and also the automation and measurement
devices, which in conjunction with advanced control methods,
affect the road transport improvement.
The ITS has an impact on the improvement of travelling
conditions in the multimodal range – dealing with public and private
means of road, sea and air transport. The use of ITS is an affordable
and easier method for improving the transport conditions than the
communication infrastructure expansion in its current form [1], [2].
Each subsystem of ITS has specific requirements for communication
channels, which must be chosen adequately to the needs of a given
subsystem, its topology, users, and taking into account the costs of
the construction and operation of the system.
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A key element of ITSs includes the information sent via various
means of communication. This basic functionality has been a serious
problem until today because of the diversity, validity, and impact,
as well as the way of obtaining and distributing information. The
lack of sufficient communication can be a source of many alarming
phenomena, which are manifested through the lack of information
about the traffic situation, the loss of synchronisation of multimodal
transport means, disturbances in the smooth traffic management and
many others. The use of telecommunications and IT devices makes
it possible that ITSs are, in fact, ICT systems. Hence, the issue on
the information security of ITSs becomes significant. In the paper,
the selected problems related to the security and confidentiality of
information transmission between ITS elements and the provision
of protecting access to the IT systems’ resources and their stored data,
the aspects of this problem affecting the communication system
architecture (additional devices for ensuring the data flow security
are required) will be signalled. The methods for secure transmission
in ITSs are, in fact, secure transmission methods commonly
used in systems, which require the confidentiality and security of
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information transmission between the data source and its recipient
[3], [4], [5], [6]. The ITSs in this area are characterised by emphasis
on specific aspects of such transmission. Therefore, it is secure
transmission with the use of solutions commonly known among
specialists, and at the same time, a group of solutions specialised in
terms of application in conditions and adapted to the requirements
of application in intelligent transport systems.

2. ITS communication
architecture
2.1. European Framework Architecture of
Intelligent Transport Systems
The European Framework Architecture was created on the basis of
recommendations of the high-level specialists of telematics. FREME
is high-level architecture. This means that it is a set of the most popular
and the main functions and facilities within the defined division. At
the design stage of architecture with the use of the data flow diagrams,
their choice is possible. Referring to the creation schema of ITS
architecture recommended in case of FRAME, downstream systems
are obtained when the aspects specific to given implementation are
defined. It is possible because FRAME assumes a flexible basis, which
can be used in order to implement own requirements on a national
or regional scale.
The range of functions, which can be provided by FRAME
in its original version, is usually more comprehensive than the
requirements, which are needed for a specific entity – it is a selected
set of the user’s needs. There are also the situations, where the original
architecture does not have a certain set of functions. Then, FRAME
allows to add items to its own additional needs. However, the needs
result in functions, and some of them, included within FRAME,
will be selected as a final set of functions, and the remaining ones
will be separately defined by stakeholders and added to the final
collection. By combining the aspect of needs and defined functions,
the complex ITS national system architecture is created.
ITS European
Frame
Architecture

Entity’s aspirations

1. Functional Architecture – describes the processes in a given
system.
2. Physical Architecture – illustrates the location of processes in
a given environment. Its form is closely associated with specific requirements and restrictions for given implementation;
3. Communication Architecture – defines the connection between
locations and functions, and it is closely linked with the characteristic requirements and restrictions for given implementation.

2.2. Sample communication architecture of
ITS subsystem
According to FRAME, the communication architecture
defines and describes the measures that support the exchange of
information between various parts of the system. This exchange is
carried out with the use of physical data flows, which are described
in the Physical Architecture. By dealing with a communication
perspective, it is possible to meet two complementary aspects: the
requirement to provide information from one point to another in
a manner that is suitable for given application taking into account
the costs, possibilities of changing information, its size and delays;
as well as the requirement of using languages, interfaces and
protocols which allow for the proper understanding of receiver
modules. In accordance with FRAME, the data flows (and related
operations) between subsystems, and also between subsystems
and terminators will be used in defining the communication
perspective. In this part of the paper, the main information flows,
which determine the communication architecture of the highway
emergency communication subsystem (Fig. 2), will be presented
in detail [9].
Emergency
services

Traffic Management
System
Dispatcher

DB

Recording
of incidents

Driver
Telephony
and emergency
information
subsystem
Emergency
phones

Fig. 2. Diagram of the information flow in the highway emergency
communication subsystem [9]

Users’ needs

Set of the user’s
needs

Additional needs

Architektura
Funkcjonalna

The final set of
functions

Additional functions

Physical, logical and communication
architecture

Fig. 1. Process of formation of ITS Architecture [own study based on 8]

The architecture of such a defined system consists of three
perspectives:
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The highway emergency communication subsystem plays roles
related to the provision of telephone communication to any place
within the equipped highway’s section. At a distance of a few hundred
metres from each other, the emergency phones (terminators of this
subsystem), which connect a driver directly with an operator with
VolP (Voice over Internet Protocol) technology that uses a dedicated
optic fibre only for this application, are located on both sides of the
road. At the operator’s side, there are IP phones and the workstation
of the emergency subsystem available, where it is possible to check
the technical condition of each device and the battery capacity, and
to call to a chosen emergency phone. All the calls are saved in the
database of the recorders of incidents in the .wav or mp3 format
depending on the call duration. The software recorder built into
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the telephony server records and keeps the recordings for 60 days
from the date of the recording creation. It is possible to play the
recordings at any time. The subsystem enables to communicate with
emergency services.
The direct links between terminators can be implemented outside
the system’s infrastructure using mobile telephony or other media
available by the driver/passenger. In the central system’s GUI
(highway traffic management system), technical data related to
the condition of each VoIP phone within a given area is displayed.
All the complex operations, configurations and the option of
calling are possible thanks to a dedicated operator station. Along
with the built-in modem supporting 2G and 3G mobile networks,
the subsystem makes it possible to quickly direct via phone with
emergency services. In the highway emergency communication
subsystem, they are used as transmission media, xWDM optic fibre
transmission and 5e category twisted-pair and Datex II, XML, TCP/
IP, and VoIP protocols.

3. Identification of information
hazards in ITSs
A key element of ITSs includes the information sent via
various means of communication. The use of telecommunications
and information technology devices makes that ITSs are, in fact,
ICT systems (mostly based on IP protocol), which are vulnerable
to the same threats [3, 4, 5, 11, 12, 13].
The information security of ITSs can be threatened by a variety
of threats evolving in time, and it is affected by many factors, so
different criteria of their classification are used. The following
fundamental division of threats is most often adopted:
• hardware and software,
• intentional and unintentional,
• external and internal.
The hardware threats are physically caused by the hardware
(e.g. equipment failure), however, the software threats are caused
by the computer software (e.g. programme error).
Any threat can be defined as intentional or unintentional
(accidental). If a threat was automatically caused as a result of
e.g. hardware failure, software error or unintentionally as a result
of e.g. human error, distraction, insufficient knowledge, etc. we
deal with an unintentional (accidental) threat.
The intentional threats are carried out by people, and they
constitute conscious interference in hardware and/or software,
aimed at destruction, interception or modification of the computer
system. It is possible to counteract such threats only through the
greatest hindering in the access to the system by unauthorised
people, monitoring of the conduct of people authorised to use the
system, and increasing awareness of the computer security among
users (e.g. training).
Regardless of a type of the threat, it can include an internal
threat, which is caused by the users authorised to use the system,
or external one. External threats cannot be generally expected, and
it it not possible to be properly prepared for them while internal
threats are usually unexpected, and therefore, they are particularly
dangerous. Therefore, the supervision over authorised users (e.g.
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keeping records of operations carried out by them) is so important.
Threats can cause various effects and lead, inter alia, to:
• interruption - partial or complete destruction of the IT system’s
access to information or its incapacity for use, e.g. by physical
destruction of a part of the computer, network or the entire
system, and the drive damage. It is an attack resulting in the
breakdown of the user’s connection with the ITS service (e.g. call
centre, web site demonstrating the status of road conditions). It
can be e.g. accidental or intentional physical damage to a specific
network element (e.g. server, cable).
• interception, that is the achievement of the access to resources
by unauthorised people, e.g. by stealing the documents,
playback of packets in order to intercept data in the network,
or illegal copying of files or programmes. This type of threat
is dangerous only because of the fact that the attacker obtains
the access to confidential data, however, in comparison to
other types of threats, does not interfere with their content or
data transfer itself,
• modification, that is the achievement of the access to resources
by an unauthorised person and introduction of changes to them,
e.g. changes in the file with data, changes in the programme in
order to activate a different type of operation, modification of
messages sent to the network, which involves the modification
of data sent by the user to the system by changing the files, and
entering other false data.
• forgery – is an attack that involves the falsification of sent data. In
this case, the intruder enters false information. The modification
and falsification are the most dangerous types of attacks due
to the fact that the intruder can cause dozens, hundreds or
thousands of false notifications of accidents, paralysing the
operators’ work in CZR, provide false data concerning courses of
public transport vehicle, and also indicate incorrect information
on variable message signs.
The solutions and protocols used for the network construction
should be publicly available and open. The connection using a stack of
TCP/IP protocols for transmission in public networks or in networks,
which are not fully controlled by the user, poses a serious risk. Such a
situation takes place especially when the communication partners are
connected with each other via the public Internet, as in case of GPRS.
After connecting the network or computer system with the external
network, there are threats related to [5, 14, 15, 16]:
• the possibility of uncontrolled use of any intranetwork services
and resources by third parties,
• the possibility of the third parties’ uncontrolled use of services,
which principally should be made available only to selected
external partners,
• the possibility to manipulate the data flow between the
subsystems and partners by third parties
• and the possibility of the third parties’ interception of confidential
data (e.g. passwords etc.) exchanged between devices included in
the ITS subsystems, and between the ITS and partners that use
data provided by ITS subsystems.
The protection of information transmission is evident in the
design process of a new ITS than meets the requirements in terms
of information security. All the internal and external elements,
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which comprise each subsystem, should be subjected to the
inspection of the data security status and its transmission.
The system’s contact points are one of critical points due to the
fact that they need to connect two LAN networks, usually separated
from each other, with the use of the network part, which is widely
available, e.g. connection of the highway and national road traffic
management system with the urban traffic management system.
Both systems operate independently and change information on the
transmitted traffic from the city or to the city. They also implement
the connection between the personnel of both Systems. Currently,
these systems can be connected with the use of VPN (Eng. Virtual
Private Network) virtual tunnels with appropriately configured
ports on firewalls of both local networks. In this area, only the
appropriate transmission encryption, the use of efficient network
devices and suitable policy of IT networks can stop most potential
intruders, who would like to take advantage of the joint part of the
network in order to affect the system from the outside.
Another weak area is HMI (Human – Machine Interface)
interface. The threats arising at the point of the human interaction
with a machine, in most cases, can be illustrated in the relationship
of the personnel – operated device by presenting, e.g. operator of
the traffic management system, who inserts an external hard drive
unconsciously infected with malicious software. Good quality and
regularly updated antivirus programmes as well as other software
and hardware security of computers used by employees (e.g.
blocking USB ports, the use of filtering according to identification
addresses of devices available in the system, etc.) are possible
to protect from the majority of unexpected failures, damaged
registers, configuration files and databases.
Of course, it is impossible to clearly present all the areas, which
result in a risk to integrity and reliability of the transmission. The
first step that should be taken is a selection of right people, who will
be a design team of ITS architecture created according to FRAME
methodology. Only well designed and constructed architecture
has a chance to be secure. FRAME assumes that everyone can join
the design team, in any case, the membership should be supported
by expertise. It will allow to prevent from errors or delays in
defining the areas of the designed system. The same applies to the
aspect, which is missed in most guides within FRAME, related
to the existence of negative stakeholders – people who can cause
some inconsistencies of functionality or the system’s construction
in achieving the goals.
Therefore, at every stage, beginning with the earliest one –
defining the system’s functionality, it is important to carry out the
verification of undertaken arrangements or actions, the tests of
action mechanisms of systems as well as quality and transmission
tightness.
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4. Analysis of information secure
transmission mechanisms in
ITSs
4.1. Mechanisms to ensure the information
transmission security
From the perspective of ensuring the continuity of the
information transmission network’s operation in ITSs, the
possibility of the transmission implementation with the use of
bypass roads becomes an important issue. The system should enable
the implementation of connections with a specific level of securing
operational correctness and reliability. One of the methods includes
the planning of bypass roads. In any case, it is crucial to strive for
the implementation of a redundant network. However, the costs
related to the provision of full redundancy can be significant.
Therefore, the analysis of needs and costs for each of the ITS
subsystems is required. When the collected information has a
little impact on the current operation of the system or does not
cause a life threat, a method for the local backup of data and its
storage until the time of restoring the connectivity can be adopted.
In a place, where the systems related to the security operate, it is
crucial to strive for such configuration of the network that it will be
resistant to failure of individual connections, individual interfaces
or devices. Such a failure does not result in the disconnection of
other devices or nodes. Therefore, the communication network’s
operation in the topology of rings is also preferred.
By taking into account the fact that the topology of separated
ITS communication networks will be initially tied in with the
course of highways, then, the flat ring topology that is not resistant
to the cable’s cuts, will be virtually used. Therefore, it is possible to
additionally connect with the public data transmission network,
that is the Internet network, at the ends of the highway sections
operated by such a network. Such connections can be used as an
additional independent way of transferring key data in the event
of a failure. In general, in any case, it is important to carry out the
analysis of the failure results and to prepare actions in order to
minimise the impact of the failure on the system operation. The
bypass roads do not have to provide a full bit rate that is identical
as in the effective system – it should result from the validity of
provided information and the analysis of costs. The most desirable
ones include the system’s automatic switching to the by-pass road.
This requires the use of appropriate devices, tools and protocols
[3, 12].
In connection with the threats listed in Chapter 3, it is possible
to take the appropriate security measures:
• creation of secure transmission channels,
• control of collected and transmitted data and limitation of the
access only to specified and necessary data for partners,
• mutual authentication of partners,
• securing the integrity and confidentiality of data.
Due to the fact that the above-mentioned security measures
must be used not only in the communication subsystem (transport
layer), but also in the application layer, only some aspects of this
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problem, which have an impact on the communication system
architecture (additional devices required to provide the data flow
security) will be signalled in this document.
The flow of data between networks and computer systems can be
controlled or restricted using the firewall on the connections between
individual networks and subnets, or computer systems. The firewall
programmes can be configured in a way that third parties do not have
access to intranetwork services and resources, and external partners
have access only to the services provided for them.
In order to authenticate the partners and ensure the integrity
and confidentiality of data, it is necessary to use advanced security.
For this purpose, it is possible to use the following technologies
[13, 14, 15, 16, 17, 18, 19]:
• IPSec / Virtual Private Network (VPN)
• SecureShell (SSH)
• Secure Socket Layer (SSL) / Transport Layer Security(TLS)
• PPTP (Point to Point Tunneling Protocol);
• L2TP (Layer 2 Tunneling Protocol)
The mentioned technologies should be used when transferring
data through public networks or networks that are not under the
control of administration of national roads and highways. These
technologies interfere with different layers in the data flow in a
similar manner and can ensure mutual authentication as well as
the integrity and confidentiality of data with proper configuration.
A set of IPSec/Virtual Private Network (VPN) protocols
A set of IPSec protocols makes it possible to connect two physically
connected networks or a network and a computer system, in a secure
manner, with the use of a public network and without affecting the
action of the application operating in these networks. In general,
both parties use VPN routers, which after the mutual authentication,
encode the whole data flow between these two networks.
Due to the fact that IPSec functions in the network layer, which
as a result, allows for the data flow between connected networks,
the firewall programme is most often installed in order to limit and
control the data flow between these networks or computer systems.
It is crucial to remember that the security measures provided by
IPSec include only the data flow between two connected networks
through the channel created in the public network, and the data
flow within the networks, which are connected with the channel, is
not subject to security. The IPSec configuration itself is associated
with great expenditure and cause problems, in particular, when
the products of different manufacturers are used, and also during
the use of the Internet through Network Adress Translation (NAT)
[16, 17, 21].
IPSec can be applied in host-host, host-gateway or gatewaygateway connections. The first type requires either a transport mode
or a tunnel mode, while the other two connection types require the
tunnel mode. Thanks to the authentication and encryption of IP
packets, IPSec allows to entirely secure the data transmission based
on a stack of TCP/IP protocols [16, 17].
Secure Shell (SSH) Protocol
SSH (Secure Shell) is a network protocol created for being used in
the security of connections in the computer systems of a client-server
type. It secures login sessions and remote control of workstations at
a distance. In this case, the cryptographic algorithms, which secure
connections, data transmission and authentication of the server and

36

the client, are used. The principle of the SSH protocol’s operation is
based on RSA cryptographic technology and is as follows: each
of the computers, on which the SSH software is installed, has a pair
of keys: the so-called private key available only for the computer
administrator (and of course, the system software that supports SSH
protocol), and the public key available for all network users. These
keys are constructed in a way that information encrypted with the
private key can be deciphered only with the public key, and vice versa,
the information encrypted with the public key can be deciphered
using only the private key. Therefore, keys are interrelated, but any
of them can be recovered on the basis of knowledge of the other. The
SSH connection is initiated by the programme - SSH client. The client
connects with the server and receives the own public key from it. This
key is compared with the one preserved in the internal database of
the client, from previous connections. In case of detecting the keys’
inconsistency, a special warning, which allows to break down the
connection, is displayed. Then, the client passes his/her public key to
the server, generates a random 256-bit number, encrypts it using his/
her private key and the server’s public key. The server after receiving a
number coded in this manner will decode it using its private key and
the client’s public key. As a result, the obtained number is random,
and moreover, known only to the client and the server. It is used as
a key for encoding during further communication. SSH allows to
protect the network from attacks of the following types [3, 5, 12]:
• IP spoofing,
• IP source routing,
• DNS spoofing,
• interception of the users’ passwords sent through the network
in the explicit form,
• based on tapping and falsifying the authorisation at the level
of X-Windows protocol.
Many remote services, which use TCP/IP protocol, can be
protected with the use of SHH. Among others: applications of the
client-server users, database systems and services such as HTTP,
TELNET, POP, and SMTP. By using SSH, it is crucial to remember
that transferring the connection to a different host, on which the
terminal session is not open, will be coded only to the host, on
which the terminal session currently takes place. The connection
from this host to a target host will not be coded. Therefore,
the target host should be always in a secure network or should
constitute a host where the terminal session is.
SSL (Secure Socket Layer)/TLS(Transport Layer Security) VPN
SSL (Secure Socket Layer) is a secure transport protocol, which
is commonly used to ensure the confidentiality and security of
transactions, e.g. in banking or e-commerce. The SSL and VPN
networks are often called “clientless” networks, because most web
browsers support SSL/TLS protocol, and they are used as the client’s
software. This is an opposite of the IPSec-based solution, where
the client’s software provided by the producer must be installed
on each computer that uses remote access. TLS (Transport Layer
Security) is a protocol of the transport layer developed by IETF and
recommended to be used in SSL and VPN networks. The solution
of SSL VPN normally means remote access to the network via SSL
VPN gateway, but it can also include the applications supporting
SSL, e.g. of e-mail clients (MS Outlook, Eudora) [21].
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SSL or TLS that is also used, are protocols which operate in
connection modes with the use of TCP protocol. A simplified
diagram of the creation of SSL session is illustrated in Figure 3.18. In
common with IPSec, there is an initial phase, before the connection,
in which several parameters are negotiated and verified:
• server authentication by the client using digital certificates,
• optional authentication of the client by the server with the use
of digital certificates (or other methods),
• secure generation of session keys used for encrypting and
checking the integrity of data.
There are two ways of the remote access implementation with
the use of SSL protocol. In the first case, the individual servers, using
SSL software, individually apprenticeship the tunnels compiled
by remote users. An alternative to this approach is VPN gateway,
which on the one hand, is the interface that apprenticeships VPN
tunnels of remote users, communicating with the internal server
in its natural format.
The connection to SSH server proceeds in several stages:
• server authentication (authenticity is confirmed by two public
keys, which change periodically);
• establishing a secure connection (256-bit session key is created
and encrypted with received public keys);
• authentication of the client using a given connection (client’s
identification files and/or his/her RSA public keys or password
are used);
• client’s login on the server (after successful authentication, the
client is logged on the server).
SSH-2 which constitutes a more modern version (which will be
considered in case of evaluation) can tunnel any TCP sessions through
single encrypting of Secure Shell connection. More importantly,
tunnelling makes it possible to secure the communication tunnel
for other applications and protocols not affecting their operation
and modification of the applications. It is frequently used in
the transmission of data packages in the network that applies
different protocols in relation to transmitter and receiver networks
(virtual channels). SSH-2 supports some of the most powerful
encryption algorithms. The data integrity is ensured thanks to
HMAC (Hash Message Authentication Codes), and the whole is
supported by the X.509 standard, that is architecture of the public
key. The SSH-2 protocol consists of three elements. The transport
layer protocol, which is responsible for the server’s authentication,
confidentiality and integrity. The authentication protocol of users
that authenticates the client to the server and the connection
protocol separating the encrypted tunnel for a few logical channels.
PPTP (Point-to-Point Tunnelling Protocol)
PPTP is an extension of PPP (point-to-point Protocol) standard.
By working in the data link layer, it is used for authentication
and securing point-to-point connection of a dial-up type in IP
networks. PPTP encapsulates and encrypts data with the use of
standard methods before their tunnelling. The so-called PPTP
control connection creates, configures, and maintains the tunnel,
through which data is transmitted. The PPTP operation essentially
involves the encryption of PPP data and the provision of PPP, GRE
(Generic Routing Encapsulation), and IP headers and data links.
Due to the use of GRE protocol, PTP operates only in IP networks.
Authentication is based on the protocols resulting from the use of
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PPP, that is: EAP (Extensible Authentication Protocol), MSCHAP
(Microsoft Challenge Handshake Authentication Protocol), CHAP
(Challenge Handshake Authentication Protocol), SPAP (Shiva
Password Authentication Protocol) PAP (Password Authentication
Protocol). However, for the purposes of encryption, MPPE
(Microsoft Point-to-Point Encryption), which uses MSCHAP
(in 1 and 2 versions) and EAP-TLS, is applied. The encryption is
carried out with the use of 40, 56 or 128 bit keys. PPTP is used only
in IP networks, because it requires the network transport layer to
be based on IP. At the same time, it is possible to compile only
one tunnel between the VPN server and the client. PPTP does not
support the header’s compression mechanisms.
Layer 2 Tunnelling Protocol (L2TP / L2TP and IPSec)
L2TP () is a further extension of PPP protocol. L2TP was
created as a result of connection of two protocols, PTPP and L2F
(Layer 2 Forwarding), and it inherits their best properties. The same
as the previous one, L2TP allows for the communication through
Dial-up connection. However, this time, its advantage includes
the possibility of implementation in networks operating in the IP
protocol and in ATM Asynchronous Transfer Mode), X.25 and
Frame Relay networks [22].
The sketch of the protocol operation presented in the above
figure, from the L2TP technical side, can be understood as
connection through a modem and a network of the computer
with terminal equipment of a given LAC network (L2TP Access
concentrator). Behind LAC, there is a LNS network controller
(L2TP Network Server), which transmits data directly to the
Internet network. L2TP supports the compiled tunnel and sends
data with the use of the same message format. UDP (User Datagram
Protocol), which uses 1701 source and destination ports, is applied in
this case. As in PPTP, the subsequent but different headers are given
to the PPP encrypted data package. L2TP is not an independent
protocol. For the purposes of the proper security, it is necessary
to use the IPSec protocol. In order to carry out the authentication,
the local certificates of computers from the certification authority
CA are used. However, two protocols are available: PAP (Password
Authentication Protocol) which provides the identity control with
the use of a password sent in the explicit form (however, it is a safe
process because L2TPwith IPSec encrypt the entire session), and
MS CHAP, that is the identity control using a call-response method
and separation of encryption keys at the user’s level from encryption
keys at the computer level. The authentication itself is a process of
authentication of computers, and then the users. L2TP also makes
it possible to encrypt data with the use of HMAC (Hash Message
Authentication Code), and MD5 (Message Digest), which use 28bit keys. However, the encryption is carried out using 3DES (Data
Encryption Standard version 3) algorithms. Unlike PPTP, L2TP
allows to compress the headers, and therefore, it uses the bandwidth
more efficiently, and also allows to create multiple tunnels between
endpoints, which creates obvious manoeuvrability of the availability
of many tunnels with different levels of QoS (Quality of Service)
services, and security levels.
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4.2. Evaluation of mechanisms for secure
transmission

complex and reliable, on the basis of experience resulting from the
existing methods, will be developed and implemented.

In the face of the continuous technical progress and the
increasing number of the technology securing the transmission
within the framework of VPN tunnels, it is necessary to determine
such technology that enables the most efficient cryptographic
techniques and access to the link, and it will be sufficiently flexible
to be developed at relatively minimal resources in the future. In
the assessment of the described mechanisms for ensuring secure
transmission in ITSs, several aspects were taken into account. These
are the costs of equipment or services, update and modernisation of
the security system, access to updates, the necessity of maintenance
and frequency of the system operation monitoring, and the scope
of their application. The possibility of monitoring, identification
of events and detection of the system’s gaps was also included. The
types of cryptographic techniques, as well as the availability of
algorithms, their expansion capabilities, operational speed, and the
available sizes of cryptographic keys and authentication techniques
were also taken into account. The level of the system’s complexity
and the possibility of its configuration, the time needed by the
administrator for necessary changes and updates, and the required
level of technical expertise were taken into consideration.
As a result of the analysis carried out with the use of an expert
method, it can be observed that IPSec is a very popular protocol
within the scope of application mainly of the IP network. The ease
of configuration, and hence, also the functions of monitoring, and
the availability of many good cryptographic methods, place it on
the high third place according to the analysis. The second place
occupied by the SSH protocol, which supports strong security and
authentication algorithms, is a widely used and popular method
of transmission in terms of configuration of devices and in the
environments of Linux and Unix operating systems. The TLS and
SSL methods, though not much above than SSH, are located at
the first place according to the above analysis. Despite the wide
use and several versions of these protocols, the percentage share
of newer versions is not as widely used as it could be expected.
The advantage within this field is the fact that the opportunities to
improve newer versions of SSL and TLS are so flexible that the cost
of the version update and adaptation to specific applications will
be smaller. However, SSL and TLS constitute a strong security field
widely used in IP networks as HTTPS applied, inter alia, in bank
applications as a reliable method [22].
Thus, the technologies recommended for the development
in terms of VPN tunnels include SSH and SSL/TLS. However,
by broadening knowledge on each of three leading technologies
presented in this analysis, it should be stated that it is impossible
to clearly predict one proper technology in relation to a task
planned for this analysis. However, this process significantly
explained a range of the problem, which would be face by the team
trying to improve each of given methods. Each of the variants has
the capabilities of the version development, expansion of use and
specialisation in a narrower spectrum of useful application. It
all depends on the direction, in which the security technologies
develop, because other new technologies, which will be more

3. Conclusion
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The information security of ITSs is essential to ensure the
operational continuity of ITS services. The paper presented the
issues related to an analysis of ITS telecommunication environment.
The selected aspects of prevention from risks, which may be an
important factor affecting the security of the transport system
functioning, were analysed.
The requirements, which are currently imposed to the methods
of secure information transmission, can be briefly included in the
scope of an analysis of several solution variants in VPN networks.
Among them, the most important ones include, of course, technical
aspects of security, which are cryptography and authentication. There
are many transmission security methods within the framework of
VPN tunnels. Unfortunately, it is not possible to find the best solution
in terms of security among the currently available technologies. It
occurs due to the fact that the best operating security system is the
one which is individually selected and configured to the application,
network architecture, infrastructure of hardware and users, who are
supposed to use this network.
Taking into account that in the day of rapid development of
ITC technologies and progress in this area, it is only possible to
predict development trends at the macro level. There is a need to
systematise the directions of development and specialist research
in terms of securing information sent in networks and access
to information contained in databases related to the intelligent
transport operation. .
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ABSTRACT

In the era of dynamic development of ICT and its increasingly common use in every aspect of life, automated fare
collection systems in the public transport became a standard in large cities throughout the world. The systems
implemented worldwide, including Poland, differ in assumptions and technologies used. A part of the solutions
already implemented is based on the so-called Check-In and Check-Out model, which raises a lot of social fears. The
aim of the paper is to present premises that are decisive for the implementation of e-ticket systems in urban public
transport, which are based on the registration of the entry to and exit from a vehicle.
KEYWORDS: Automated Fare Collection System, E-tickets, smart card, urban transport, public transport, CICO

1. Introduction
Some 200 years ago the population of cities constituted a mere
3% of total population, whereas nowadays over half of the population
(54%) lives in towns and cities. In the member states of the European
Union, city dwellers account for some 75% of the citizens, and by 2050
that number is forecasted to increase to about 84% [1]. The increasing
number of inhabitants in cities, coupled with the expectations
concerning good conditions for living and moving about in cities, is
a challenge for urban transport, as transport is one of the factors that
enable the development of towns and cities.
The quantitative development of transport in cities is limited not
only by the urban space available, and the throughput of transport
network, but also by the possibilities of financing investments using
public funds. Hence the substantial role of information concerning
demand for transport services, which becomes the basis for making
decisions concerning the strife for most efficient use of resources
already possessed. This information is available due to information
and communication technologies (ICT), which are implemented
ever more commonly also in urban public transport, mainly in the
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form of automated fare collection systems. Those systems are the
source of large amounts of data concerning mobility, transactions
made, as well as transport-related behaviour of city inhabitants. A
part of the solutions implemented all over the world is based on the
obligation to register the entry and leaving the vehicle. The paper
presents examples of such systems and - with the use of case studies
of two systems already implemented and being operational – the
prerequisites that are decisive for their implementation have been
discussed, along with the problems related to their social acceptance.

2. Electronic ticket systems
based on CICO
Modern electronic ticket technologies enable automatic payment
of the fare directly on board of the vehicle, most often by means of
electronic money. The carrier most frequently used is a contactless
electronic card, functioning in the form of a prepaid city card. It is also
ever more common to implement systems in which it is possible to
pay the fare on board the vehicle, by means of a bank card, as well as by
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means of mobile devices, in the form of electronic payments from the
bank account, using the Near Field Communication (NFC) technology,
or via special applications that generate QR codes, corresponding to
various types of tickets. The popularity of contactless electronic cards
in the systems of electronic payments for urban transport services
results from a relatively wide functionality of that solution, as:
• they may be used as instrument (carrier) of electronic money
and function as bank cards,
• they may be the carrier of tickets valid for not just one
organizer of public transport but many [2],
• smart cards can also be used for encoding individual entitlement
for reduced fares, even in respect to several organizers of public
transport,
• they may be bearer cards or personalized ones, that is valid for
a specific user, in both cases each card has its unique number,
• they may be carriers of periodic/season tickets as well as single
tickets, and may function in the systems for dynamic settlement
of travel costs,
• they may be used as city cards and may enable payments for
other municipal services, such as parking or paying the charges
levied by city institutions [3].
It is possible to distinguish two leading types of solutions
implemented for automated fare collection in vehicles: systems
which require registration merely of getting on board a vehicle,
as well as those which require the registration of bother getting
on and off the vehicle. In electronic ticket systems which demand
only that the passenger registers the fact of getting on board the
vehicle, the passenger is charged the fare (buys a single ticket),
paying the amount determined beforehand. Single tickets may be
purchased directly in the vehicle, e.g. by means of approaching/
inserting the card to the reading device, or may be purchased and
encoded on the card earlier, while its activation takes place in the
vehicle. The ticket price may vary due to the means of transport
selected, time of day for travelling, or day of the week. An example
of such a solution may be the Ventra system, implemented in 2013
in Chicago, where the price of a single ticket depends only on the
mode of transport and the number of changes of transport means
in a definite time period [4].
The second type of systems – ever more frequently implemented
worldwide – is represented by solutions based on the obligation of
registering the fact of getting on and off the vehicle, in which the
cost of travel is calculated in a dynamic way. Various methods of
identification of entering the vehicle and leaving it are used. The
technology most frequently utilized worldwide is the so-called
Check-in/Check-out (also named CICO, Tap-In/Tap-Out, or
Touch-In/Touch-Out), which requires the passenger to physically
register the fact of entering the vehicle and of leaving it, via passing
the contactless electronic card or mobile device, e.g. a smartphone
in front of the reader located near the door of the vehicle. Solutions
are also possible, which enable automatic detection of a card in the
vehicle, which do not require the passenger to take any additional
action (Walk-in/Walk-out or Be-in/Be-out) [3].
Systems for dynamic settlement of travel cost, often called the
”pay as you go” systems, are systems which demand registration of
entering and leaving the vehicle, in order to calculate the fare for
the distance actually covered, travel time, number of stops travelled
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– depending on the fare applied by the transport organizer. The system
then calculates the fare due and charges the passenger account. Most
often the passenger is motivated to register the moment of leaving
the vehicle if at registration of getting on the vehicle the maximum
fare is charged for the travel, e.g. to the end of the line, and the
passenger gets a refund if the travel was shorter than that. Table 1
contains examples of systems implemented worldwide, which are
based on dynamic settlement of travel cost in the CICO mode.
Automated fare collection systems enable the introduction of a
more flexible pricing policy concerning urban transport services.
For example, in Greater London, on the lines where the transport
organizer is Transport for London (TfL) the zone dependent fare
is in place (London is divided into 9 zones), whereas fares differ
depending on the means of transport the passenger uses, there are
also price differences depending on the day of the week and time of
day (peak hours and off-peak hours). On the railway lines served
by regional service providers for National Rail outside London the
distance-dependent fares are in place, yet in the Greater London
area the fare has been unified with the TfL system, where zone
dependent fares are paid. A substantial advantage of that system
lies in the fact that a passenger who uses urban public transport
several times a day will never pay a total fare price that would
exceed the price of a day (24-hour) ticket [5].
Table 1. Examples of electronic fare collection systems based on
dynamic settlement of trip cost in the CICO mode [own
study based on [5,6,7,8,9]]
Oyster Card

Octopus
Card

T-Money

EZ Link

ŚKUP

Singapore

29 cities
making up

City
London (UK)

Hong Kong
(CN)

Seoul (KR)

KZK GOP (PL)

Year of implementation
2003

2007

2004

public
transport
possibility to
pay fares in
vehicles with
bank cards

public
transport
institutions of
culture and
recreation
(cinemas,
theatres,
swimming
pools),
retail (shops,
supermarkets
etc.),
access to
buildings,
confirmation
of attendance
at schools, at
work,
taxi,
tourist card,
payments for
parking,
vending
machines

2002

2015

public
transport,
institutions of
culture and
recreations
(cinemas,
theatres,
swimming
pools),
retail
(shops and
restaurants)
confirmation
of attendance
at schools, at
work
taxi,
payments for
parking,
vending
machines,
private buses,
electronic
road pricing,
vehicle
entry permit
payments,

public
transport,
institutions of
culture and
recreation
(cinemas,
theatres,
swimming
pools),
payments for
parking,
payments
for public
services in
town hall
institutions,
libraries,
electronic
signature

Scope of available services
public
transport,
institutions of
culture and
recreation
(cinemas,
theatres,
swimming
pools),
retail
(shops and
restaurants),
taxi,
payments for
parking,
vending
machines
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Applied fare system
Fares based
on zones and
differentiated
depending
on day of the
week, time
of day, and
means of
transport

Fares based
on distances
travelled for
all means of
transport

Fares based
on distances
travelled for
all means of
transport

Fares based
on distances
travelled for
all means of
transport

Fares based
on distances
and on zone
and travel
time

Hong Kong, Seoul, and Singapore are examples of cities, in
which the passenger pays for all modes of transport in accordance
with the distance actually travelled. One tariff system applies, yet the
prices in specific distance ranges depend on the means of transport
[6, 7, 8].
An interesting example is also the Silesian Card of Public Services
(ŚKUP) system, implemented by the Municipal Transport Union
of the Upper Silesian Industrial District (KZK GOP) in Katowice,
Poland – the biggest organizer of urban public transport in Poland.
It is a union of 29 municipalities located in the central part of the
province of Silesia, which jointly organize local public transport. There
are two types of fares for using the transport organized by KZK GOP.
In the system of dynamic costing, distance based fares are charged,
yet the passengers may also use single tickets in zone and time based
fare, where the fare depends on the number of zones travelled or the
time the travel took (transfers allowed). In case of single tickets in the
zone and time based fare, it is mandatory to check out upon leaving
the vehicle only in case the passenger intends to transfer to another
vehicle, as allowed for short term validity tickets – which are valid for
one, two, or three or more adjacent municipalities – or for a specific
time of 15 minutes, 30 minutes, or 60 minutes after first validation
of the ticket. In such a case, the passenger who wants to transfer to
another vehicle during the validity of a single ticket, should check
out upon leaving one vehicle and check in upon entering another
one. In case of periodic/season tickets the passenger is obliged only
to check in, while check out is not obligatory. However, passengers
who regularly check out upon leaving the vehicle may get a discount
when purchasing the next ticket. The data collected by KZK GOP
show that some 30% of all season tickets are sold with a discount
resulting from regular check out [10].

3. The use of data from CICO
system - the case study of
Oyster Card in London
Dynamic pricing of fares based on the check and check out
registration system allows the organizer of public transport to gain
detailed knowledge concerning traffic flow. That is particularly
important from the perspective of managing the public transport offer,
in particular the identification of the number of passengers travelling
in the vehicles on specific sections of routes, identification of revenues
generated on individual lines, sections of those lines, attributing them
to respective municipalities, and – in case of integrated tickets – the
settlements between various organizers, service providers, and other
entities functioning in the public transport system.
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Oyster is a system of automated collection of fares, based on
contactless electronic cards, implemented by the organizer of
public transport in the Greater London area, which is Transport
for London (TfL). Oyster card is a carrier of season tickets, it also
enables payment for single travels under the system of dynamic
fares, based on the check and check out registration. Check-in
and check-out registration is mandatory, both in case of single
fares and season tickets. The CICO system comprises all means
and modes of transport within the Greater London area, thus
the Underground, DLR (Docklands Light Railway), London
Overground, TfL Rail, and National Rail lines. Buses and trams
make an exception, as the system of dynamic costing does not
function there. In those vehicles, it is obligatory to register only the
check in, while the single fare is collected “beforehand” after you
check in on board the vehicle. In the Oyster system it is possible to
make payments on board the vehicle not only by means of Oyster
cards themselves, but also by means of contactless bank cards [5].
Systems of automated collection of fares, such as Oyster, are
the source of a large amount of varied data concerning mobility,
transactions made, and transport-related behaviour of users.
An integral part of such a system is the IT infrastructure in the
vehicles, such as on-board computers, GPS devices for location
purposes, which are the source of data concerning movement of
vehicles. TfL also obtains current information about traffic in the
city, from the city monitoring system, as well as directly from the
users. The tfl.gov.uk portal has some 12 million users a month,
with TfL having some 2.9 million social media followers, who
participate actively in the exchange of information concerning
the current situation in the city (in 2014 TfL received merely 290
emails from users) [11].
Large sets of data obtained from electronic ticket systems are
used in the process of managing public urban transport. Tfl uses
such information first of all for the needs of current management
of transport offer, thus for adjusting the network of connections
to the needs of passengers, optimization of lines and frequency of
services, optimizing the time needed for transfer between vehicles,
adjusting the capacity of vehicles, or introducing changes resulting
from the construction works or repairs in the city. It is worth
adding that the Oyster system is also used for communication
with specific passengers. An example here may be the closing of
Putney Bridge in 2014, due to urgent need to make repairs. Data
from the Oyster system enabled to identify some 40,000 users who
made 111,000 bus trips a week that crossed the bridge. Thanks
to the thorough knowledge concerning the nature of those trips
it was possible to create a convenient alternative offer for those
passengers, about which the passengers were informed via emails
sent to them [11].
The data concerning the demand for services is also used for the
purpose of long term planning of the transport offer, thus for the
construction of traffic models and forecasts for the purpose of urban
development and extending the public transport network. Since
2005, TfL has been cooperating in that respect with Massachusetts
Institute of Technology (MIT). Moreover, the information from the
Oyster system is made publicly available to all users registered in the
open data programme. At present, 8500 developers are registered in
the programme, and open data feeds nearly 500 travel apps in the
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UK. It is worth adding that the applications are used by about 42%
of all inhabitants of London [5], [11]. Via the applications, available
by means of smartphones for example, they obtain the information
adjusted to their needs, e.g. concerning changes in timetables, traffic
congestion in the city, or crowds in specific means of transport.

4. Safety of personal data and
protection of users’ privacy –
case study of the Silesian Card
of Public Services (ŚKUP)
The collection of data concerning the registered check-in and
check-out in urban transport vehicles raises concerns related mainly
to protection of privacy and personal data. The interest in personal
data security is something natural, particularly in the context of ever
more frequent use of information technologies in all spheres of life
and – as consequence – collecting and processing of personal data
on unprecedented scale. It can be noted that concerns pertaining to
observing privacy are common for all technologies, which connect
the device or card with a specific user, and allow to gather data
about the behaviour of that user (cell phones, banking systems –
credit or debit cards, or cards used in the health care system, public
transport, etc.). Modern systems of electronic payments based on
smart cards, such as the Silesian Card of Public Services (ŚKUP)
system, meet the highest safety standards determined by banking
systems [12,13].
It is important to take into account the fact that protection of
personal data is very strictly regulated in the European and Polish
legislation. In the ŚKUP project the personal data is processed in a
way that guarantees compliance with the requirements of the Act of
Law of August 29, 1997 on protection of personal data, and executor
orders to that Act, which is supervised by respective institutions,
among them the Inspector General for Personal Data Protection [14].
The contractor for the ŚKUP system is a consortium made up of
Asseco Poland S.A. and mBank S.A., the latter being a commercial
bank. Personal data of personalized card users is collected in
the process of card ordering, and is processed for the purpose of
concluding the Agreement for card use and the execution of that
agreement. ŚKUP cards are issued by mBank, which has been
entrusted by KZK GOP with the task of processing personal data for
that purpose. mBank, in turn, entrusted the processing of personal
data to DanubePay, which is the acquirer for the ŚKUP system
and manages the process of card personalization. It is in the IT
system of the acquirer that personal data is gathered and processed.
When submitting the application for a personalized card, be it via
the Customer Portal or in customer service points, a form is filled,
which is automatically transferred by the ŚKUP IT system to the
acquirer system and is not stored directly in the ŚKUP system.
The processing of data in ŚKUP project is carried out mainly in
banking systems, and the level of data safety is maintained at the
level applicable in banking institutions [15].
In order to study the flow of passengers and settlements with
municipalities, KZK GOP uses the data concerning tickets purchased,
as well as registration of check-in and check-out events in urban
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transport vehicles. The data concerns the volume and amounts of
transactions and registered types of tickets/fares. For the purpose
of settlement of subsidies, KZK GOP – via the appropriate module
serving the purpose of report generation – also obtains information
about fare reductions and municipalities of residence, for the
passengers using public urban transport. The knowledge concerning
the municipality of residence of the passengers is very substantial from
the point of view of mobility analyses and building of traffic models,
which are used in the process of transport offer management. In such
a vast and complex area where urban transport services are provided,
which is the area of 29 municipalities belonging to KZK GOP, this is of
great importance, as there are municipalities which generate mobility,
there are also municipalities which absorb a substantial portion of the
passenger traffic, such as the city of Katowice – the biggest city in the
area which receives a substantial portion of passengers from other
cities and towns of the Silesian conurbation, on everyday basis [15].
The exact data concerning the flow of passengers and revenues
from tickets/fares on specific lines may also serve the purpose
of expanding the level of detail in mutual settlements between
operators/service providers or municipalities, which jointly
organize public transport in the specified area. The scope of data
used in such a case depends on the assumed model of financing.
In case of the ŚKUP project, one of its main assumptions was to
base the settlements on data obtained from the system. The new
model of financing urban transport in KZK GOP assumes using
the data from check-in and check-out registration for the purpose
of calculating bus line profitability. To calculate the revenues from
tickets for a specific line, it is necessary to connect the information
about (season and single) ticket price/fare with the total number
of kilometers travelled during the ticket validity, broken down into
lines and areas of specific municipalities [16].
However, for the purpose of studying the flow of passengers,
in the ŚKUP system the information concerning fare reduction
or municipality of residence is not connected with other personal
data of card users, e.g. name and surname, or detailed address of
residence. The card number is the sole identifier (that applies both
to personalized cards and to bearer cards). In the ŚKUP system, no
information is provided about the user of such a card, thus there are
no possibilities of connecting the card usage data with personal data
of the user, as personal data is not saved in the ŚKUP IT system.
Also the card readers in vehicles are able to read the card number
and the encoded authorization for reduced fare or for traveling free
of charge, yet do not read information about the card user, nor do
they save such information in the system. So, in such cases there
is no personal data processing. KZK GOP, as the administrator of
ŚKUP system, as well as other entities participating in the project
execution, have no access to the acquirer system. The database
containing personal data at the acquirer level, and the database
containing information about flows of passengers are separate and
function independently. In relation to that, KZK GOP does not
connect such information in the process of studying passenger
flows and management of urban public transport.
This does not mean, however, that KZK GOP has no access to
individual data of card users whatsoever. Only and solely at the
request of the passenger, and only after the passenger provides
her/his card number and resident identification number (PESEL)
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can the properly trained staff that handles complaints have access
to the history of trips made and personal data of the passenger. It
is necessary for processing the complaints related, for example, to
incorrect fare charged on board the vehicle, or technical problems
with the functioning of ticket validation machines, etc. Having the
insight into the history of trips made by a given passenger allows
to identify the error in a specific vehicle and return the money
incorrectly collected to the passenger.
It is worth stressing that such procedures are similar to those we
encounter e.g. in case of banking systems. When making cashless
transactions with the use of bank cards, the bank IT systems also
collect information about the type and structure of expenditures
made. Thanks to it, electronic making systems ever more often
offer their clients the statistics of purchases made, while in case of
erroneous settlement of transactions, on the customer’s request the
bank identifies transactions, checks their correctness and makes
suitable corrections.

5. Social acceptance for CICO
system – public opinion
surveys preceding the
implementation of Silesian
Card of Public Services (ŚKUP)
system
At the stage of developing the KZK GOP fare for transport of
passengers and luggage in urban transport system, which was to be
binding after the implementation of ŚKUP project, a literature survey
was conducted, consisting of a review of experiences of other cities
worldwide, concerning the implementation of automated fare
collection systems in urban transport, as well as opinion surveys.
In September 2012 a passenger opinion survey concerning the new
fare of KZK GOP and ŚKUP system was commissioned from an
independent opinion poll survey agency, TNS Polska S.A., experienced
in that field. The contract with them concerned the organization
and execution by TNS Polska S.A. of a quality survey, employing the
Focus Group Interviews (FGI) method, and preparation of a report
from the survey, as well as analysis of the results obtained. The survey
was conducted in accordance with the methodology and highest
research standards.
Focus Group Interviews (FGI) are a quality research method
consisting of a discussion with survey participants, conducted by
the moderator. A focused interview follows a defined scenario of the
survey, and is most often focused around pre-determined topics.
The survey takes about 1.5 to 2 hours, and is not only watched
but also recorded, so that a detailed analysis of all statements of
survey participants is possible. The greatest advantage of such a
survey method is the possibility of receiving detailed information
from survey participants, their opinions, ideas, and judgments
concerning a specified topic. The discussion creates conditions to
substantiate the opinions expressed by survey participants and – if
need be – developing it by introducing additional topics [17, 18].
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The aim of the survey conducted by TNS Polska S.A. and
commissioned by KZK GOP was to find out the opinion of passengers
and to identify the needs concerning the new fares system. The
survey was conducted on 18th and 24th of October, 2012 in two age
groups: age range 19-30 years, and over 30 years of age. The survey
participants had to meet certain criteria, among them the following:
living in the area of KZK GOP member communities, using public
transport provided by KZK GOP, as well as specific requirements
concerning professional activity, so that the survey groups reflected
the passenger structure as much as possible [19].
A substantial part of focused interviews was devoted to the
obligation to check in and check out. It results from the surveys
conducted that this requirement was not a problem for the passengers
interviewed. They only expressed their concern related to the
behaviour of passengers in cases when vehicles are crowded with
passengers. In the discussion, there were also opinions expressing
concern regarding the running conditions of all devices. It is worth
noting that even passengers from the second group, of older age, did
not oppose the introduction of check-in and check-out obligation,
even in case of passengers entitled to travel free of charge.
However, the most significant thing was that the survey subjects
fully supported the collecting of data concerning registered checkin/check-out incidents, and processing it for the purpose of adjusting
the transport offer to the needs of passengers, indicating even that it
is a factor that encourages the use of ŚKUP cards. The respondents
noted several advantages related to collecting individual data about
trips, which enabled to control one’s expenditures. Despite the
concerns related to the organization of the check-in/check-out
registration system in vehicles, the respondents pointed out that the
system may be much faster and passenger friendly than the system
based on validation of paper tickets [19].
In summary it can be stated that – in the opinion of respondents
– the advantages related with gathering data about passenger flow
from the check-in/check-out registration system exceed by far the
possible disadvantages that result, first of all, from the required
change of habits. In the opinion of passengers, the very process of
checking in and checking out is not onerous, and in many cases
it may even be more friendly than the validation of paper tickets.

6. Conclusion
A portion of the electronic systems of fare collection in urban
transport, implemented worldwide, is based upon the check-in/
check-out registration model, the so-called CICO. The CICO model
is applicable mainly in the systems based on dynamic costing of trips
made, still the obligation to check in when boarding the vehicle and
to check out when leaving it may also apply to season tickets encoded
on the cards.
The electronic ticket systems based on the CICO model are
ever more frequently implemented in big urban conurbations, in
which there are many providers of services, as well as many means
of transport or – as in case of KZK GOP – the case is that several
organizers co-operate for integrated system of urban transport.
The analysis of literature concerning that issue, and the solutions
implemented worldwide show that this technology creates
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unprecedented possibilities, that have not existed before, for the
transport organizer to obtain accurate data concerning the quality
of services provided, and demand for services. The exact knowledge
about transactions made, that is the kind, and number of tickets
purchased, with purchase time included, allow for more flexible and
innovative development of prices for services. Moreover, the data
concerning the flow of passengers is used in the process of current
and strategic management of the transport offer, the aim of which
is, first of all, a more attractive public transport, thus its enhanced
competitiveness in comparison with other forms of mobility,
particularly in comparison with private cars, and – in consequence
– the increased efficient of services provided.
Despite the fact that automated fare collection systems based
upon the CICO model may be the source of many economic and
social advantages, the possibility of collecting exact data concerning
demand causes certain social concerns regarding the safety of
personal data and protection of privacy. The problem, which often
creates a barrier preventing the implementation of such systems,
is the need to change the existing habits that passengers have,
and the assurance that obtaining information about check-in and
check-out registration in urban transport vehicles does not breach
the right to privacy, while the collected data is safe and used in
compliance with the law. The factors which significantly influences
the social acceptance of that solution include proper functioning
of ticket validation devices in vehicles or at stations/stops, their
sufficient number, as well as swift performance of all actions. It is
also important to provide easily accessible and legible information
concerning the advantages resulting from the changes introduced.
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ABSTRACT

This paper presents a probabilistic model in managing intelligent internal transport based on decision making risk.
The term reliability of an internal transport denotes failure-free operating time of internal transport as compared to
the entire time particular transport is supposed to operate correctly. This paper illustrates a model of risk evaluation
in internal transport operation based on probability that the system will reliably function within particular time, in a
particular environment for specific purposes. Building probabilistic models used to calculate the risk of production
planning is based on a reliable analysis of all possible aspects of producing a particular economic good. Modelling
evaluates strengths and weaknesses of an enterprise which would like to complete a transport task, plans a transport
processes based on the most important goals originating from the transport process.
KEYWORDS: Intelligent transport system, recognition Bayes

1. Introduction
Internal transport is an important aspect of a production
enterprise which often poses a problem for numerous industrial
plants. It is especially vital when time as well as production costs
are considered.
Thanks to optimization of internal transport and internal
roads we may count on lowering manufacturing costs.
Transport in factories may play a significant role in the
production mechanism. Depending on the type and the nature of
a particular enterprise, transport costs may be ranked highly in the
hierarchy of costs incurred by a company. Well organized internal
transport involves not only decreasing costs but also time and
denotes the quality of production.
The literature is familiar with soft methods of supporting transport
systems management, forecasting sales and analysing various transport
problems [4,5,6]. This paper shows two methods, the first one supports
the selection of intelligent transport systems depending on various
decision criteria. The other model focuses on choosing the shortest
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route in internal transport between numerous destination points
minimizing an overall length of the route.

2. Theoretical basis of transport
Internal transport ,or in other words in-house transport, belongs
to handling which takes place within a plant whose borders divide
the transport.
It is a company activity directly related to production logistics
which refers to short distance transportation depending on the size
of a particular production enterprise.
In-house transport is also defined as internal transport,
handling or industrial and refers to one type of movements.
Production transport consists in moving cargo connected to
production processes. It comprises inter-divisional transport or
movement between e.g. warehouses as well as departmental transport
e.g. transportation in a production hall.
Warehouse transports involves transporting cargo and putting
it in warehouses and storerooms.
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Inter- divisional transport is one of elements of production
transport and comprises transport between departments, warehouses
or orchard fields.
Divisional transport takes place in a work station.
Intelligent transport consists of a transport system being able
to organize and control itself unaided directly by an operator.

Fig. 1. Division of transport [own study]

In order to have the best transport organization, we should
remember about a few important principles such as a short transport
way maximizing the use of transportation means at the lowest wear
and tear.
Thanks to optimization of internal transport, transportation
means may be used in a better way, work time of operators and
warehousemen may be better organized. Optimization is also related
to reduction of transport costs which is vital to entrepreneurs. It also
eases transport shortages and simplifies its organization.
Ways of optimizing transport:
1. Creating a one-flow stream of materials avoiding turning back
and crossroads. It should flow straight, along a circle or in S,
U or Z shape.
2. Decreasing the number of transport operations and removing
those unnecessary
3. Decreasing the distance between transshipment place will result in shortening transport routes leading to less time and lower transport costs. We can make better use of the production
space.
4. Application of a continuous material flow and elimination of
transshipment operations. Each transshipment break is tied
up to production delays resulting in stoppages or additional
transport operations.
5. Making use of physics in internal transport systems to relieve
workers e.g. sliding, dropping materials provided they do not
break.
6. A full use of space in buildings will improve work efficiency.
7. Appropriate maintenance of transport devices and transport
routes.
8. Securing safety where transport operations may pose a threat
to employees.
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2. Probabilistic model
A random experience shall refer to an experiment, a physical
phenomenon whose course of action depends on a coincidence
and fulfilment of the two conditions:
1. Set Ωδ of all possible results is at most countable.
2. It is possible to define a priori and estimate a posteriori the
probability of a result that the experiment will end with.
A random experiment shall be marked with δ.
The outcome of a random experiment must consist of at least
two elements. When it comes to a set which is at most countable
we then talk about a grainy random experiment. Out of them
we can differentiate experiments which occur in stages. We will
call them multi-stage. There may be experiments with random
number of stages. They shall be called random experiments with a
random number of stages.
Probability space (Ω, ρ) shall be referred to as a probabilistic
model or in other words a model of random experiment δ if Ω is a set
of all outcomes of experiment δ which is possible. Whereas function ρ
shall assing a probability with which experiment δ may end.
Transport optimization is a key element in companies and
there are numerous methods of creating the best solution for
companies and production plants. For these purposes probability
may be used by calculating which route and method will be the
best solution for a particular enterprise.
For event A and a series of events B1, B2, …, Bn meeting the
conditions as follows:
1.
2.
3.
the total probability may be calculated using a total probability
theorem expressed by the formula [2]
For each probability distribution there is function F:R → [0,1]
referred to as a cumulative distribution function. In case of a discrete
distribution this function fulfils the following five conditions:
1.
2.
3. F is a non-decreasing function
4. F is a left-continuous function
5. F is a piece-wise constant function [2]
Letter d stands for a discrete probability distribution. We deal
with a discrete probability distribution when the following three
conditions are met:
1. There is a sub-set of set R,X = {rn,n ∈ Ng}
2. There is a series of numbers pn ∈ (0,1), n∈N0 which adds up
to one
3. The function d:R → {pn,n ∈ N0}, takie że d(rn)=pn, for each, n
∈N0, where N0≤N [2]
4.
If N0 is finite, such a distribution is called a finite probability
distribution.
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A two-point distribution is the simplest example of a discrete
distribution:
A cumulative distribution function of a discrete distribution is
expressed by the following formula:
(1)

A cumulative distribution function of a two-point distribution
assumed the following form:
(2)

We deal with a continuous probability distribution when
there is a cumulative distribution function: F:R → [0,1] meeting
the conditions as follows:
1.
2.
3. F is a non-decreasing function.
4. F is left-hand continuous[2].
Before defining a normal distribution we need to define a
density function of probability distribution.
“a random variable of a continuous nature shall have a derivative
of a cumulative distribution function called a density probability
function written as follows: fx=F’x.”[2]
Normal distribution N(0,1) is characterised by density represented
by Gaussian curve expressed by the formula:
(3)

A cumulative distribution function of random variable X
which has a normal distribution N(0,1) is marked with Φ. The
cumulative distribution function of such random variable is not
an elementary function i.e. its value must be read in the table of
normal distribution.
Bayer classifier is one the basic classifiers enabling us to
establish a probability density function a-posteriori on the basis of
a-priori probability.
We may assume that the data refers to the probability of
belonging to classes representing a particular means of transport
or a transshipment system of internal transport respectively
P(C_1), P(C_2),..., P(C_n) examples of a certain classification.
So based on a certain value x an appropriate means of transport
is selected for providing internal transport. Let us also assume
density of probability distributions of observation vector x
occurring in particular classes of examples p(x|C1), p(x|C2),...,
p(x|Cn). This way we have achieved a-priori probability. We use
the same denomination as in case conditional probability however
we substitute the symbol of probability with a small letter “p”.
Using Bayes’ theorem we may establish density of a-posteriori
probability distribution of class k occurring in relation to
observation vector x. In the equation of transport management we
will consider random value x being a parameter deciding about
using a particular means of transport:
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(4)

p(x) in the denominator denotes distribution density of values
of the observation vector and it is a sum of density after all classes.
It may be illustrated by means of the following formula:
(5)

The most important property of a-posteriori probability is
illustrated by the fact that all classes (means of transport) add up
to one in the entire field of changeability of the observation vector.
The last step is to assign a class (means of transport) to each
classified observation vector p(xi) so that this assignment is a
function assigning a maximum value of a-posteriori probability:
(6)

Bayes’ classifier in optimal in terms of minimizing a generalization
error on condition that the used probability and density of probability
distribution are true. It is confirmed by density of values distribution
of the observation vector, namely the sum of density after all classes
mentioned before. It results from the error classification function:
(7)

Similarly to classical Bayes’ classifier, this one is also based on
Bayes’ theorem but it may be used for solving problems related
to numerous input possibilities. Moreover this method is much
easier and often works better than other classification methods.
This classifier is called „naïve” because of the assumption made
before solving the problem. Namely, a mutual independence of
independent variables is assumed [1]. Establishing an a-posteriori
value of probability by means of this classifier is quicker and easier.
In order to establish values of a-posteriori probability Cj out of set
C={c1,c2,...,cn}we use Bayes’ theorem:
(8)

As we already know p(x1,x2,...,xn) is a-posteriori probability of
belonging to a class in other words p(xi) .
Then using our assumption of mutual independence of
independent variables we may describe it by means of the product:
(9)

X is a new case we consider. This case is called a chance. Using
the same assumption we may describe our Chance in the form of
the product:
(10)

By means of Bayes’ theorem the choice of transport means is
assigned to class which has the highest a-posteriori probability.
The designed probabilistic model allows us to select the best
transportation means on the basis of a criterion e.g. distance x.
It is time to choose the most favourable transport route. Let us
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take time ta,b and distance oa,b (a = 0,…,B; b = 0,1,2…,B) to all
points in an enterprise ( a production hall or a warehouse). Let us
assume that a transportation order is marked as zamb expressed
by distance. We provided a load of transport means v expressed
by the distance of the route. Thanks to the above assumptions we
will determine:
• number of trips
• products carried on each trip
• duration of trips
• destination points
• a route of each transportation means
The problem of reducing the transport time to a minimum
needs solving as it constitutes a criterion for optimizing the problem.
Firstly we must define a stage of the decision process and functions
of generating subsequent stages. The stage of the decision making
is as follows:

The procedure of generating permissible stages must take up
the form:
(15)

Function F is defined as follows:
• for i ≠ b we receive:
(16)

• for i=b we receive:

(17)

(11)

The first column of the matrix (11) is defined as follows:

Cb,1 = tr

(12)

where: tr - routes (trips) of a transport means determined by
algorithm (10) (tr=1,2,...,TR) whereas the number of TR routes
(trips) is unknown.
The second column of the matrix (11) is defined as follows:

Cb,2 = st

where:
TRd-1 – number of a current (last) route,
STd-1 – number of the last destination point on TRd-1 point.
Numbers TRd-1 and STd-1 may be easily established for stage
d-1
B . Moreover, when generating stages of transport we define the
following parameters:
card = b
d
k tr = kd-1tr +tsam,b

(13)
(18)

where st – sequence number (consecutive) of b-th point of
a delivery on the tr-th route whereas st=1,2,...Sttr and Strtr is the
number of delivery points on tr-th route.
Assuming that each line corresponds to a b-th delivery
point, b=1…B we may assume that in the first column we put
down the number of trip tr which delivered a product to a b-th
delivery point, in the other column we put down a subsequent stth delivery point on tr-th route. The initial state of G0 is a matrix
with zero elements, the final state GN is unknown – it is a matrix
with all positive elements. The final stage illustrates a permissible
(optimal) solution to an internal transport issue. The trajectory is
subject to an appropriately defined procedure of generating stages.
Initial stage C0 is a matrix of zero elements. The final stage CB
is unknown – it is a matrix with all positive elements. It represents
a permissible solution. The algorithm must consider:
• a current location of a transport means d-1, on each trip a truck
starts from location 0 and it goes back to 0 at the end. .
• the number of metres covered ed-1 on tr-th route whereas at
the beginning of each route ed-1=0;
• the number of products kd-1 delivered to destination points on
the tr-th route whereas at the beginning of each route ed-1=0
and at the end of each route the following condition must be
met
(14)
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3. Conclusion
The paper discussed methods of planning a selection of
internal transport means as well as planning routes. In case of
selection of an appropriate means of transport Bayes’ classifier
was used. The selection of an optimal route was made by means
of a heuristic method of a-posteriori probability. Contemporary
transport systems are mostly attendance-free. The elaborated
methods may be used in software systems for work automation,
management of the use and maintenance of means of transport.
Automated floor transportation in the internal materials flow and
in the production integrated with the automated system of tacking
more often replaces old servicing systems. The methods elaborated
may be used in optional controlling by means of tracking system
to secure flexible routing i.e. automated fork-lifts make it possible
to collect and put away pallets, baskets or other containers.
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