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ABSTRACT
The article presents the essence of security management in railway transport and to identify the priorities of Poland’s 
transportation system.  The main problem of paper was formulated as follows: How is the Safety  Management 
System of Rail Transport functioning, taking into account national and international legal regulations and existing 
threats? In the solving of mentioned problem, the following research methods were applied: analogy, definition, 
analysis, synthesis, induction, deduction, modeling and diagnostic survey with expert research sample. The research 
was carried out with emploees of company PKP PLK S.A. A systemic approach underlies the Safety Management 
System (SMS) functioning now in Poland. To guarantee the proper conduct of transport, each railway transportation 
enterprise and each administrator of infrastructure is required to create a system based on effective risk management. 
Adequately prepared SMS procedures should assure the implementation of risk control means and the monitoring of 
the effectiveness of the applied solutions in order to warrant the due level of safety. Presently, digital transformation 
is of major importance to the development of railway transport. New management systems will be based on 
technologies utilizing the Internet, automatization, robotization, and new tools, such as big data. 

KEYWORDS: safety, railway transport, system, risk management, digital transformation, big data

1. Introduction 

The contemporary security environment is characterized by the 
unpredictability of occurring phenomena. International terrorism, 
organized crime, a migration crisis and natural disasters are only 
part of the problems that the world is facing today. New threats, 
crossing geographical barriers, are increasingly detrimental to 
transport infrastructure, thus weakening the national security 
system. They require modernization of troops, updating legal and 
doctrinal regulations, and reorganizing existing security systems. 
Ensuring security is treated as the main objective of each country’s 
policy and requires undertaking complex and long-term actions.

The rapid development of other modes of transport has meant 
that over the last years, rail transport has had to constantly face the 
problem of competitiveness. The development and modernization 
of the road network is a serious threat, and at the same time a 
challenge for today’s Polish railways, which in order to keep up with 

the ongoing changes must allocate more and more funds for the 
restructuring of the existing infrastructure. The railway transport 
system currently in operation in Poland requires a completely 
different view and application of other management models. 

It is necessary to use the system approach based on forecasting 
and planning models that enable multi-criteria forecasting of 
causes and effects of undertaken activities. In addition to the 
systemic approach, it seems indispensable to orientate the safety 
management system to a process approach. Its goal is to implement 
the assumptions, while minimizing costs and maximizing safety. 
The use of a system-oriented and process-oriented approach is 
considered a means to develop and improve railway safety.
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2. Rail transport in Poland 

2.1 Legal conditions

The process of creating documents that condition the use of 
railway infrastructure, management, modernization and maintenance 
lasted for many years and resulted in the creation of a large group of 
legal regulations that are still being updated.

The right of railway transport, valid in the territory of the 
Republic, can be divided into national and international legal 
regulations. 

The main national act, strictly related to rail transport, is the 
Act of 23 March 2003 on railway transport (Journal of Laws of 2003 
No. 86 item 789). It regulates the matter of creating, maintaining, 
managing and operating railway infrastructure and organizing 
railway traffic through the implementation of passenger and 
freight transport [1]. In addition to the Act on railway transport, 
the national legal acts concerning the issues of railway transport 
include:

• Act of December 16, 2010 on public collective transport 
(Journal of Laws of 2011 No. 5 item 13),

• Act of December 16, 2005 on financing land transport 
infrastructure (Journal of Laws of 2005 No. 267, item 2251),

• Act of 19 August 2011 on the transport of dangerous goods 
(Journal of Laws of 2011 No. 227 item 1367),

• Act of December 16, 2005 on financing land transport 
infrastructure (Journal of Laws of 2005 No. 267, item 2251), 

• Act of 16 December 2005 on the Railway Fund (Journal of 
Laws of 2005 No. 12, item 61).

The second group of documents constituting the rail transport law 
are international legal regulations. In Europe, they are conditioned 
by a number of conventions, regulations and directives whose aim 
is to create a unitary legal system in the area of transporting people, 
goods and the principles of using infrastructure in rail international 
traffic. The basic legal act is the Convention on International Rail 
Transport (COTIF) established in 1980 in Bern, establishing the 
Intergovernmental Organization for International Carriage by Rail 
(OTIF). In addition to the COTIF Convention, international law 
regulating the issues of rail transport, among others, creates:

• Directive 2004/49 / EC of the European Parliament and of the 
Council of 29 April 2004 on safety on the Community’s railways,

• Directive 2008/57 / EC of the European Parliament and of the 
Council of 17 June 2008 on the interoperability of the rail system 
within the Community,

• Directive 2008/68 / EC of the European Parliament and of 
the Council of 24 September 2008 on the inland transport of 
dangerous goods,

• Directive of the European Parliament and of the Council (EU) 
2016/797 of 11 May 2016 on the interoperability of the rail 
system in the European Union.

Regarding safety management in rail transport, this issue 
is regulated by the provisions of Directive 2004/49 / EC of the 

European Parliament and of the European Council on the safety 
of the Community’s railways. According to this document, 
railway market entities should be subject to the same, precisely 
described requirements. Pursuant to art. 9 of the Directive, 
each railway undertaking and infrastructure manager is obliged 
to apply safety procedures and assess the risk of the transport 
process by implementing the Safety Management System. This 
system must comply with national and international safety 
regulations and is to ensure supervision over all types of risks 
related to the operation of railway undertakings [3].

2.2 Entities responsible for the safety of rail 
transport

Railway safety is conditioned by numerous factors. A number of 
entities supervise its proper level, among which the President of the 
Office of Rail Transport exercises the decisive role. It performs the 
function of the national security authority and carries out a series 
of tasks whose aim is to ensure uniform conditions for the safe 
operation of rail transport. Responsible for the inspections carried 
out in the scope of the introduced safety management systems 
and for the supervision of the entire railway market in Poland. 
In addition, it is the competent authority in the matters of railway 
traffic organization, railway transport licensing and technical 
supervision over railway infrastructure [6].

In addition to the President of UTK, the leading role in ensuring 
the safety of the railway sector is exercised by PKP Polskie Linie 
Kolejowe S.A. Its priority goal is constant investment activity as well 
as modernization and development of railway infrastructure. In 
order to increase the safety level on the railway, the Company is also 
a contractor of many railway traffic safety improvement programs, 
and also runs a series of campaigns aimed at reducing the number of 
accidents occurring within rail and road crossings. PKP PLK S.A. it 
also conducts extensive cooperation with other railway infrastructure 
administrators and international organizations. As a member 
- CER, EIM, ERA and UIC, the Company’s specialists participate 
in international congresses, trainings and conferences affecting the 
aspect of railway safety. Thanks to participation in these meetings, 
they improve their skills and qualifications, gain knowledge, exchange 
experiences and acquire practice in a given field [16].

The Railway Protection Guard (SOK) plays a key role in ensuring 
railway safety. It is a specialized, uniformed formation, created and 
functioning on the basis of the Act on railway transport. The main 
task of the Railway Security Guard is to monitor the observance 
of order standards in vehicles and on railway areas and to protect 
human life. In the area of   safety, SOK officers are entitled to [1]:

• securing the railway space against entry of unauthorized 
persons,

• taking order activities,
• identification of persons staying in the railway area,
• imposing a fine for offenses committed,
• controlling means of transport located in the railway area.

Among the institutions responsible for railway transport safety, 
we can also distinguish control and supervisory entities, including: 
Railway Transport Office, the Supreme Audit Chamber, Minister 
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of Infrastructure, National Railway Accidents Investigation 
Commission, Advisor on the safety of dangerous goods transport.

Th ese bodies have the task of controlling the activities of railway 
market entities, overseeing the implemented safety management 
systems, checking the technical condition of railway infrastructure, 
testing serious railway accidents and incidents and monitoring 
organized transport. Th e inspections carried out according to the 
highest standards are to indicate defective and defective elements 
of the railway sector, the repair of which will allow to maintain the 
highest possible level of railway safety.

In addition to the indicated bodies, the following groups of 
entities are involved in the process of ensuring railway safety [4]:

• railway carriers,
• railway infrastructure managers,
• siding users,
• rolling stock manufacturers,
• entities responsible for maintaining the railway infrastructure,
• maintenance workshops. 

Th e task of the above institutions is to apply safety procedures, 
develop internal legal acts regarding the use of railway infrastructure, 
and also to assess the risks associated with the transport process 
PKP transport potential. In recent years, a downward trend in the 
use of railway infrastructure for transporting people and goods has 
been a noticeable phenomenon. Th e year 2017 was for rail transport, 
a breakthrough year, and is considered the best period in the last 
15 years, both in terms of transported passengers and transported 
loads. Th is was caused by the increased demand for transport 
resulting from the dynamic development of mining sectors and the 
greater interest of Poles in traveling by rail.

In the past year, passenger carriers transported nearly 304 
million passengers, which is nearly 3.8% more than in 2016. In this 
case, operational work was carried out at the level of 162.3 million 
train kilometers. In comparison to the previous year, this value 
increased by 1.4%, which indicates that passenger trains traveled 
about 2.3 million km more. As for the transport work carried out, it 
was higher by nearly 6% than in 2016 and amounted to 20.3 billion 
passenger-kilometers. Th is situation is the result of rolling stock 
investment and quality changes among transport companies. New, 
comfortable trains, faster travel times as well as refurbished stations 
are only a part of the activities that contributed to encouraging the 
choice of rail transport as a means of communication [7].

Fig. 1. The number of transported passengers in 2008 - 2017 [7]

According to data published by the Offi  ce of Rail Transport, 
at the end of 2017, 35 active carriers had active licenses for rail 
passenger transport, of which only 15 companies carried out 

regular passenger transport on a standard-gauge infrastructure. In 
comparison to the previous year, the number of licensed carriers 
decreased by 4, or nearly 10%. Th e largest share on the passenger 
transport market is held by: Przewozy Regionalne - 26, 31%, 
Koleje Mazowieckie - 20.44% and PKP Intercity - 14.11%, which 
service over 60% of all travelers [7].

As far as freight transport is concerned, here too there has 
been a dynamic development. As underlined by UTK, in 2017 
there was an increase in transport and operational work, and the 
mass of transported goods was the highest in the last 5 years. Th e 
carriers transported a total of 239.9 million tonnes, or 7.9% more 
than in 2016 (222.2 million tonnes). Th e transport performance 
amounted to 54.8 billion tonnes and was higher than in 2016 by 
4.2 billion tonnes, or 8.3%. Freight carriers performed operation 
work in the amount of 80 million train-kilometers - by 8.2% more 
than a year earlier. According to UTK, positive changes in the 
transport of goods are a consequence of undertaken investments, 
and also result from greater demand and general revival of many 
branches of the economy [7].

Fig. 2. Masa przewiezionych ładunków na kolei w latach 2010 - 2017 [7]

In 2017, active licenses were granted to 91 rail operators, of 
which 69 were in fact transporters. Compared to the previous 
year, the number of licensed carriers decreased by 3. Undoubtedly, 
unchanged for years, the PKP Cargo company remains the leader 
on the freight market, which in 2017 transported over 106.1 
million tonnes of cargo (44.24% of all transported goods ). In the 
case of other carriers, DB Cargo Polska had the largest share of the 
transported weight - 17.88% and Lotos Kolej - 5.56% [7].

3. Safety Management System 

3.1 Safety management in rail transport

Since 2010, each railway undertaking and infrastructure manager 
has been tasked with implementing the Safety Management System. 
Th is obligation stems from the provisions of the European Parliament 
and European Council Directive on the safety of the Community’s 
railways of 2004 and is intended to increase the level of railway safety. 

In domestic law, this directive was refl ected in the provisions of 
the Act on railway transport and in the Ordinance of the Minister 
of Transport of March 19, 2007 on the safety management system 
in rail transport. By virtue of these documents, under the term 
“safety management system” we mean “organization and measures 
adopted by the infrastructure manager or railway undertaking 
to ensure safe management of its operation” [3]. Th is system 
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must meet the requirements of Annex III of the Directive of the 
European Parliament and of the European Council adapted to 
the specificity and size of the activities carried out, and it should 
perform a detailed analysis of existing and likely risks.

In addition to SMS, an important issue in ensuring safety is 
the use of identical indicators by certified railway undertakings. 
The coefficients developed allow assessment and comparison of 
rail transport safety in individual European countries, as well as 
monitoring the development of the railway sector. These factors 
include [12]:

• common safety requirements (CST) - minimum levels of safety 
that should be achieved by different parts of the railway system,

• common safety indicators (CSIs) - including statistical 
information on railway accidents and incidents, accident effects, 
technical safety of railway infrastructure and safety management,

• common safety assessment methods (CSMs) - established to 
describe how to assess the level of safety, meet safety requirements 
and compliance with other safety requirements.

Railway safety management system introduced by rail market 
entities should meet common safety requirements (CST), be 
consistent with national and international safety regulations and 
should use common safety assessment methods (CSM). The 
scope of the SMS must cover all levels affecting rail transport and 
requires technical, organizational and operational analysis of the 
railway infrastructure in order to indicate the critical points of the 
system. In relation to the indicated areas, in the development of 
SMS, issues related to human resources management (including 
skills and competences of personnel) as well as issues related 
to incidents and railway accidents management (including 
procedures that determine the work of state accident investigation 
commissions) must be taken into account. [9].

The process of creating safety management systems includes 
three stages of operations: hazard analysis, threat assessment and risk 
minimization. The first two stages together form risk assessment, 
while the entire process is called risk management.

When building an SMS, the main safety objectives, hardware and 
technical requirements and requirements for employees of the railway 
sector must be indicated. Safety management systems developed and 
implemented should contain the following elements [13]:

• programs to improve safety indicating the main objectives of 
the system, as well as parameters for obtaining a certain level 
of safety,

• descriptions of procedures that have been implemented or will 
be implemented in order to achieve the adopted assumptions 
in the programs to improve safety,

• procedures for achieving technical standards related to the 
maintenance of railway infrastructure,

• descriptions of methods for risk assessment and risk supervision,
• personnel training programs related to rail traffic, extraordinary 

transport, dangerous goods transport and maintenance and 
maintenance of railway vehicles and equipment,

• procedures for reporting and documenting incidents and 
accidents,

• periodic audits of safety management systems carried out within 
the institution. 

Elements of safety management systems implemented should 
be documented and should indicate the stages of supervision and 
control over the implementation of SMS at each management level. 
Moreover, all infrastructure managers and railway undertakings 
are obliged to submit an annual safety report for the previous 
year. This report should be submitted by 30 June at the latest and 
should include an assessment of the rail transport performance 
taking into account the development of national safety indicators, 
the results of audits carried out and system failures and failures 
affecting the rail sector [3]. 

3.2 Risk management in rail transport

Risk, as defined, is understood as the probability of a desired 
situation or not in connection with its consequences. It is calculated 
as the product of the probability of achieving or unintended goals 
and the size of losses / profits. The basic tool is the risk map, which 
serves its evaluation.

If the risk is unacceptable, we call this condition a threat that could 
lead to an accident [17]. Accidents in the railway sector include: train 
derailment, train collisions, accidents taking place at level crossings, 
rolling stock fires, accidents caused by moving rolling stock (eg 
accidents occurring when crossing the tracks in an unlawful place), 
accidents related to the transport of dangerous goods.

Safety is the overriding need of both individuals and social 
groups. According to the adopted law, it is identified with the lack 
of threats. In order to achieve it, it is necessary to manage safety 
including safety monitoring, preceded by risk management. Under 
the concept of risk management, we understand the planned use 
of procedures, methods and policies in the area of   risk analysis 
to achieve its acceptable level. In practice, risk management is 
identified with the processes of diagnosis and risk management in 
order to create conditions conducive to the further development 
of the system [8].

Risk management in rail transport is responsible for shaping its 
level of safety. Risk forecasting, in turn, is considered to be safety 
management to anticipate the risks that may exist. Identifying 
risks requires an in-depth analysis of available information and 
an assessment of whether the risk falls within the acceptable risk 
range or not. Put simply, calculate whether a given situation will 
be a threat or not to the system [9]. 

The risk in rail transport is monitored by tracking hazards and 
monitoring the occurring and possible disturbances in the system. 
Effective risk management makes it possible to determine the safety 
measures necessary to minimize the frequency and impact of crisis 
situations and is a major challenge for rail sector entities. Requires 
qualified personnel based on relevant legal regulations. Controlling 
the risk and monitoring the effectiveness of the actions taken 
enables the creation of an integrated management system necessary 
to guarantee an adequate level of safety.

Infrastructure managers and railway undertakings are obliged to 
keep hazard registers in the form of databases containing information 
about identified threats, their sources and related safety measures. 
These registers should take into account both situations that occur 
rarely (causing catastrophic consequences), as well as threats that 
often occur, the consequences of which are not so serious (eg passing 
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the train’s composition beyond the “STOP” signaling device). The 
registers must be updated and the risks monitored. For this purpose, 
infrastructure managers and railway undertakings shall develop 
plans, procedures and strategies for monitoring processes as well as 
technical, operational and organizational risk control measures. The 
consequence of risk monitoring is the creation of action plans whose 
effectiveness and efficiency is assessed. The risk monitoring process is 
controlled by the National Safety Authority, ie the Railway Transport 
Office [8].

3.3 New technologies in rail transport 

Today, the railway is undergoing digital transformation. Under 
the concept of digitalization we understand the adaptation and 
growth processes of the use of computer and digital technologies by 
individuals, society, enterprises, sectors of the economy and entire 
countries in order to achieve better business results [10].

Technological development has reached all branches of transport, 
including rail transport. The use of modern information technologies, 
based on the collection and analysis of data, as well as the anticipation 
of threats, contributes to an increase in the safety level of the railway 
sector. As a result of the new solutions, the operating costs of the 
infrastructure are reduced and the reliability of the transport services 
offered is increased.

Information and teleinformation technologies have been used in 
railway transport since the 1970s. Their applications can be found in all 
areas of the railway sector: production, rail traffic control, infrastructure 
and rolling stock management, as well as the organization of the 
transport process. These activities are aimed at increasing the level 
of safety and increasing international competitiveness of Polish state 
railways. Currently, among the key technologies supporting digital 
transformation, we distinguish: Internet of Things, Big Data Analytics 
analysis, artificial intelligence, cloud computing, automation and 
robotization ) [10].

Digital transformations affect three areas of rail transport: 
relations with clients, operational processes and organizational model 
of the organization. They enable shaping relations with passengers 
by understanding their needs and introducing many applications 
that enrich the form of self-service. In addition, they streamline the 
internal processes of the organization and strengthen the mechanisms 
for monitoring the performance of the railway infrastructure. 

The potential for using digital solutions in rail transport 
turns out to be unlimited. The most important is the use of new 
technologies in the field of passenger service and the operation 
and maintenance of vehicles and equipment. The introduction of 
information systems and online sales services are only part of the 
activities aimed at modernizing Polish railways. Ensuring safe and 
punctual transport is a vision that can be realized thanks to the 
ubiquitous use of the Internet, constant analysis of infrastructure 
and rolling stock, and intelligent prediction using big data tools. 

4. The future of PKP – results of 
own research

The future of the railway depends to a large extent on how 
quickly PKP will adapt to the changes associated with the digital 
revolution. Modernization of the railway sector should bring positive 
effects to passengers, infrastructure managers, railway undertakings 
and rolling stock manufacturers. 

On the grounds of the pilot studies conducted among the 
employees of PKP PLK S.A, several main directions of the development 
of the Polish rail sector can be distinguished. In order to talk about 
the technological development of railway transport, first of all, the 
technical condition of the infrastructure (significantly hindering 
the implementation of modern technologies), raising professional 
qualifications of employees and the purchase of modern equipment 
and replacement of existing equipment should be ensured. 

Poland has one of the longest railway networks in Europe 
(just behind France and Germany), but its condition does not 
meet the expectations of passengers and has a negative impact on 
travel comfort. Employees themselves also negatively assess the 
technical condition of railway infrastructure in Poland. The research 
conducted among employees of the PKP PLK SA company shows 
that over 83% of respondents assess the technical condition of the 
railway infrastructure, sufficiently, badly or very badly.

Table 1. Assessment of the technical condition of railway 

infrastructure in Poland [own study]

How do you assess the condition of railway infrastructure in Poland?

Note: Particpation%
Very good 0%

Good 16,6 %
Enough 41,6 %

Bad 33,3 %
Very bad 8,5 %

The study showed that only 16.6% of respondents assess the 
condition of railway infrastructure as good, as many as 41, 6% - 
as sufficient, 33.3% - as bad, and 8.8% - as very bad. As you can 
see from the results presented, none of the respondents assess the 
infrastructure status as very good.

Of all persons participating in the survey - 27.3% think that 
rolling stock needs modernization. A significant part of respondents 
- 22.7% say that railway crossings require reconstruction. In turn, 
18.2% of respondents modernizing the Polish railway would focus 
on the modernization of railway lines and stations. As for the last 
element, the place of loading / reloading, its modernization would 
be subject to 13.6% of the surveyed.

Table 2. Elements of railway infrastructure requiring modernization 

[own study]

Which elements of the railway infrastructure do you think need 
modernization?

Elements: Participation%
Technical condition of rolling stock 27,3 %

Technical condition of railway tracks 18,2 %
Technical condition of railway crossings 22,7 %

Train stations 18,2 %
Loading / handling locations 13,6 %
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Modernization, restructuring and expansion of the Polish rail 
network is the most important challenge facing railway market entities. 
It requires appropriate legal regulations and rich investment programs 
related to the financing of infrastructure and rolling stock [5].

Currently, Polish railways are a party to many investment programs 
that aim to reduce transport costs. The effect is to modernize over 3800 
km of tracks and increase the speed of trains to 200 km / h on over 
500 km of the railway network. As a result, the railway will gain better 
travels, higher service comfort at stations, increased train speeds and 
more efficient and safer transport of loads. An additional advantage 
will be greater competition with road transport on the domestic 
market and strengthening the position of the Polish rail market on 
the international arena. In connection with the establishment of the 
Central Communication Port in the Baranów commune, Poland is 
also to receive nearly 1,300 km of new railway lines that will allow the 
launch of over a dozen new routes ensuring access to the proposed port 
from almost every part of the country [11].

Regarding the density of railway networks (calculated as 100 
km²), the average value of operated railway lines for the entire 
territory of Poland is 6.1 km / 100 km². For individual regions, this 
coefficient varies from 3.6 to 15.8 km / 100 km² [14].

The density of railway networks in the territory of Poland is 
unevenly distributed and decreases from north to south-east. This 
phenomenon leads to serious disturbances in the functioning of 
rail transport and signals the diversity of transport. The problem of 
uneven network deployment is related mainly to financial problems 
of individual regions, as well as due to terrain, industrialization and 
population of individual areas. A major challenge for the railway 
sector is to minimize the disproportions of the Polish rail network 
by expanding the railway infrastructure.

The next challenge for rail transport is the aspect of raising the 
professional qualifications of the staff and supporting the education 
of future employees. Among the surveyed group, as many as 
66.6% of respondents believe that the employer should increase 
the frequency of training, 20.9% - claims that the current number 
is sufficient, and 12.5% of respondents - declared that he has no 
opinion. For this purpose, PKP should invest in training, modern 
equipment and scholarships for students of railway departments. 
Conducting recurring classes will allow you to maintain high safety 
standards, by checking knowledge of applicable regulations and 
consolidating and practicing the right reactions and algorithms.

Table 3. Evaluation of the frequency of courses and trainings 

organized by the employer [own study]

Do you think that the organization of courses and trainings in the field 
of tasks on the railway is sufficient?

Note: Participation %
Yes 20,9%
No 66,6 %

I have no opinion 12,5 %

Another issue raised in the study was the technical condition 
of the devices used. A significant part of the respondents - as many 
as 41.7% evaluate it as satisfactory, 33.3% respondents as good, 
while 25% - as bad. The problem is particularly noticeable in small 
towns, where the equipment used on railway control rooms is 
outdated and heavily exploited. Today, the railway should focus its 

activities on the replacement of existing equipment and purchase 
of new equipment.

Table 4. Evaluation of the technical condition of the devices used 

[own study]

How do you assess the technical condition of devices?

Note: Participation %ł
Very good 0%

Good 33,3%
Enough 41,7%

Bad 25 %
Very bad 0%

Technological development of railway transport also concerns the 
provision of digital services for travelers. In recent years, the greatest 
progress has been made in the field of communication with the client. 
The railway websites have been expanded and modernized, and 
many mobile applications have been created containing precise data 
on the train traffic, possible delays or disruptions on railway routes. 
In the future, intelligent systems will be created to analyze travel 
scenarios using various means of transport, booking and purchasing 
tickets, including access to places, congestion level, changes in traffic 
organization, or unplanned events [2]. 

Regarding the digital transformation of railways, PKP primarily 
needs to integrate computer support systems for commercial and 
operational processes with industrial automation and the environment. 
The data collected should be translated into new services via cloud 
(cloud computing). The introduction of automatic traffic monitoring 
systems may result in higher efficiency and punctuality of rail transport 
by optimizing the parameters of driving and stopping trains [10]. 

Another way to use digitalisation is to constantly monitor the 
consumption of infrastructure and rolling stock via electronic systems. 
Sending information about the current wear status of individual devices 
increases the life of the rolling stock up to 99%, thus enabling the 
detection of potential failures in advance. The result of these activities 
will be increased system reliability and greater efficiency of the rolling 
stock used. 

5. Conclusion

Rail transport is used for both passenger and freight transport 
and is a key element of the national economy. In the size of transports 
carried out, it loses only with transport by car. It is an important 
element of the national security system and is responsible for 
the proper functioning of the state. Its development strengthens 
international infrastructure connections, facilitates and accelerates 
trade, and raises the position of the state in the international arena.

The year 2017 turned out to be a breakthrough moment for 
Polish railways. Investments related to the modernization of rolling 
stock and railway lines have contributed to the increase in the 
number of transport operations. The activities undertaken by UTK 
and railway infrastructure managers led to a dynamic increase in 
the volume of transported goods and the number of passengers. 
Positive changes were also noted in intermodal transport on the 
domestic and international market.
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The development of the transport industry entails the need to 
undertake undertakings aimed at ensuring an appropriate level of 
safety. For the transport of people and cargoes not to be identified 
with the simultaneous increase in hazards and the likelihood of 
accidents, it is essential to enforce existing legal provisions in 
railway practice.

The current legal regulations impose on the railway sector 
the obligation to create a Safety Management System based on 
effective and effective risk management. This system is to meet the 
requirements described in Directive 2004/49/EC of the Parliament 
and the European Council. It is to provide supervision over all 
types of risks related to the activities of the infrastructure manager 
or railway undertaking, including the maintenance and supply services 
provided to them. Properly prepared SMS procedures should ensure 
the implementation of risk control measures and monitor the 
effectiveness of the solutions used, in order to ensure a proper level of 
safety of the conducted activity.

Contemporary technological progress and the all-embracing 
digital transformation also affected rail transport. The new 
management systems are to be based on technological solutions using 
the Internet, automation and robotization, as well as new tools, such 
as big data, or the analytics of large data sets. The use of digitalization 
in rail transport will allow to meet the expectations of customers, and 
will also improve the efficiency of manufacturing, maintenance and 
operation of infrastructure and rolling stock. Digital transformation 
creates great opportunities for the development of rail transport. It 
must be remembered, however, that constant adaptation to changes 
and technological progress is both an opportunity and a threat to 
the railway industry. With the technological development and 
implementation of new railway sector safety management systems, 
new, previously unknown threats will emerge. A major challenge 
for Polish railways is the transition from electromechanical to 
electronic devices, and consequently the time for digital devices. The 
use of new traffic control tools using the Internet requires, above all, 
a change in the thinking philosophy of railway entities and ensuring 
safety in cyberspace.
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ABSTRACT
Today’s market and customer expectations are changing so fast that numerous solutions and logistic concepts are 
becoming obsolete or require radical changes. These changes largely result from digital transformation, which creates 
a new business reality, generating access to digital tools and services in any place, at any time and scope. Owing to 
digital transformation it is possible to apply technology which ensures visibility throughout the supply chain, real-
time response, implementation of modern E2E concepts, and primarily solutions that will allow to effectively meet 
the expectations of the modern customer. In this respect, it could be useful to consider the place of telematics in 
meeting these requirements and expectations. The assumed increase in effectiveness of activities, real-time data 
exchange and automation of many processes without the broad implementation of telematics considerations seems 
impossible. Thus, the question arises not only about the role and importance of telematics, but also about the scope 
and areas of implantation of telematics solutions into the functioning of modern supply chain referred to as “Real-
Time-End-to-End-Visibility”. The article attempts to identify and comprehensively approach the factors determining 
the emergence of such solutions. The objective of the study is also to indicate trends and directions of changes in the 
implementation of the latest telematics solutions on the example of selected companies in Lower Silesia. 

KEYWORDS: digital transformation, AI, IoT, development of telematics, E2E, Visibility

1. Introduction 

Contemporary economy becomes an economy of flows and 
dynamic development of the network of connections. Thanks 
to such an organization, it is possible to react faster to changes, 
including quick adjustment of the production scale to market 
requirements and permanent reduction of costs by both large 
and medium-sized companies. The economy is becoming more 
and more flexible and quickly reacting to changing market niches 
under the influence of ever faster innovation streams. What is new 
in logistics appears in response to two phenomena: increasing 
complexity and abstruseness of tasks and increasing pressure on 
process flexibility.

That is why today, on the market of logistic services, 
information and the time of its acquisition and processing become 
the key elements of running a business, including any other sector 
of the economy. Thanks to the still growing technical capability 
in the area of acquisition, processing and data collection in 
combination with dynamically developing 5G technology, the use 
of which allows sending information packages of unprecedented 
size to a virtually unlimited number of recipients. It should be 
remembered that 5G technology is not fully developed yet, and 
it must be stressed that in many places, both in Poland and in the 
world, 4G technology has not yet been implemented. This means 
that many users still do not have access to the super-fast internet, 
both in the fixed line and mobile technologies with fourth-
generation parameters.
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Bearing in mind the dynamic development of digitalisation and 
the ever-growing popularity of mobile devices, which are eagerly 
used by individual users and all kinds of corporations, for which 
public administration tries to keep up, even creating the right law 
stimulating the development of the necessary thematic and ICT 
infrastructure. The development of the indicated infrastructure 
is now necessary because smartphone and tablet users acquire, 
consume and send more and more data. Just as the amount of 
data sent via the Internet is growing, the number of users is also 
growing. According to Internet Live Stats, the first billion internet 
users were exceeded in 2005, eleven years later, i.e. in 2016 in the 
world this result was at the level of 3.4 billion users. This means 
that at that time about 46% of the world’s population had access 
to the network, sending about 200 billion messages every day by 
e-mail, searching for 3.4 billion Google passwords, generating 
internet traffic of 2.2 billion GB. Over one billion websites existed 
at that time [1].

The importance of the development of telematic and digital 
solutions and the importance of this area for the functioning of the 
country is also noticed by the Polish government, which indicates 
that ICT is the most promising direction for the development of the 
state. It also assumes that these solutions will have wider and wider 
application not only in the industry and life of an ordinary citizen 
but also in public administration. Being careful at the same time 
that the tools mentioned above will contribute to the growth of the 
country’s economic development. The Polish government indicates 
that digital development is a discipline that develops extremely 
dynamically. What is extremely important still surprises with its 
range and the way it impacts on everyday social and economic life [2]. 

In the report entitled ‘IoT in the Polish economy, Report of the 
Working Group on Internet of Things’ prepared for the Ministry 
of Digitization in 2019, aptly pointed out that both in the past and 
the present we are unable to precisely determine in which direction 
the digital industry will develop and what solutions technologies 
will be implemented for everyday use. In connection with the 
above, in the government’s activities regarding new technologies, 
it is necessary to adopt new solutions that will be more adapted 
to the changing areas of the digital environment. In practice, this 
means, inter alia, ‘wider use of the so-called an intelligent law, ie 
one that rather than arbitrarily identifying specific techniques or 
actions, rather defines the goals and rules of conduct that can be 
followed despite progressing changes in the environment. This is 
the construction of both the personal data protection law and the 
constitution for business or the national cyber security system[2].

Regardless of government policy, the market functions and also 
creates a series of answers to challenges related to the revolutionary 
development of digital and telematic technologies. The 21st century 
brought about the development of the digital transformation of 
various spheres of human economic activity, which somehow 
forced a number of organizational changes in the logistics industry. 
Particularly noticeable changes have occurred in the operation of 
supply chains, as well as the links between these chains and public 
administration, and entire economies [1]. 

In connection with the above, the purpose of the article is to 
present an analysis of the impact of telematics solutions on the 
functioning of the supply chain. The work is based on: literature 

analysis of the subject and statistical data obtained from enterprises 
offering their services in the TSL industry.

The study uses a method of system analysis of information focused 
on the analysis of secondary sources. The monographic method, 
statistical methods and methods of comparative analysis were used. 
The results of the research were presented using descriptive techniques, 
tabular techniques and graphic techniques.

2. The effect of applying 
telematics tools and systems 
on the functioning of the 
digital supply chain

In the report prepared in 2011 by MIT Center for Digital Business 
and Capgemini, digital transformation was defined as the use of 
digital technologies to dramatically improve the performance or 
achievements of the organization. It means that it affects the three 
basic areas of each organization, i.e. [3]: 

• experience of the organization’s clients and more precisely 
understanding the clients’ needs,

• introduction of many channels of communication with the client 
and clearly marked elements of self-service, defining operational 
processes, i.e. internal processes of the organization and work 
environment, as well as performance monitoring mechanisms,

• operational model of the organization, i.e. what products / 
services the establishment provides and on what markets.

It should be noted that the development of the Internet, digital and 
telematics tools connected with telecommunications technologies is 
now the basic principle of every economy and developed society. In 
countries, enterprises and societies, the ubiquitous communication 
of everything with everything is no longer surprising. Today, the 
network is connected to all government administration, enterprises in 
the supply chains, a single citizen and his coffee maker, refrigerator, 
washing machine and the house in which they are located. This 
situation was named by Canadian scientists Anabel Quan-Haase and 
Barry Wellman as hyperconnectivity while their research on human-
to-people (P2P) and human-to-machine (P2M) interactions in 
organizations and network communities [4].

In the DHL “Logistics Trend Radar” report for 2016, twenty-six 
key trends and challenges for modern logistics were identified. What 
is important, most of them are directly related to the development 
of artificial intelligence. The indicated report provides for the 
development of intelligent supply chains, using systems of self-
learning or self-learning using a computer, and the promotion of the 
batch size one and on-demand delivery options. The on-demand 
delivery option created for exerting a significant influence on logistics 
will enable consumers to deliver their purchases to the place chosen 
by them and the time they have established through the use of flexible 
courier services [5]. 

The implementation of the current process of transformation 
of the economy is primarily a number of changes in management 
forms, a departure from traditional assumptions for those who 
have theirs in cyberspace. This refers to the introduction of 
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increasingly better computers, computer programs whose task is 
to support management. Dynamically developing enterprises, which 
nowadays want to modernize their management systems should 
consider the implementation and use of logistics concepts based 
on available modern digital technologies and technologies as well 
as high-speed data transfer technologies (5G technology). At the 
same time, it should be noted that the assumptions for the new 
generation 5G mobile network will offer data rates from 10 to 100 
Gbps. For comparison, currently developed LTE technologies 
allow access to the Internet with a bandwidth of up to 300 Mbps 
[6]. In addition, mobile network operators ensure that the 5G 
network is characterized by very low latencies, reaching only 
a few milliseconds (or even less), which is a very high standard 
compared to current standards. In addition, the 5G technology is 
to be almost completely resistant to the decrease in performance 
associated with a large number of users using it at the same time. 
All thanks to intelligent bandwidth management [7].

Bearing in mind the rapid development of digital technologies, 
telematics systems and devices as well as 5G technologies, it should 
be emphasized that today’s development of logistics companies and 
their place in the supply chain depends on their adaptation to digital 
reality, which consists of the previously mentioned components and 
a series of other components. Which means that today to survive 
in the market of logistic services, it is not enough to have a super 
product, you need to have the right information and use it skillfully. 
Many entities in the logistics sector state that decisions taken in their 
chains must be carried out on the basis of automaticity, because they 
cannot afford to waste time on reflecting on the decision. The time 
rule is still valid. This situation forces companies in supply chains to 
increasingly broader integration. This integration concerns both the 
flows of raw materials and related information. What is extremely 
important today to achieve an advantage in the market of logistic 
services flows of information between entities are necessary and it is 
important that the time of their transfer is as short as possible, which 
now thanks to the implemented 5G technology becomes not only 
feasible but even necessary. The model of using the 5G network in the 
flow of information in the logistics network is presented below in Fig. 
1. It can be argued that in the future, effective management of flows in 
the logistics network will not be possible without properly prepared 
infrastructure 5G, which will have a lot more functional connections 
than any currently functioning modern logistics network. 

In connection with the above, the current supply chains can 
be called digital. Their development can be presented in a circular 
motion, where the development of one element is a catalyst for 
development for the other. The ongoing digital transformation 
is inextricably linked to the interrelated relationship between 
telematics, artificial intelligence, the internet, and communication. 
Which in turn translates into the processing of digital data, process 
automation, digital access to information of exchange participants 
and the communication that takes place between them practically 
bypassing the time barrier.

Today, the delay associated with the delivery of messages is 
measured in microseconds. This means that in the future a large part 
of the information will be processed only by the computer, because 
the man himself will not be able to process such a large database in 
a short time. It should be noted that biometric telematic systems 

are already being tested, by means of which dangerous people are 
sought, and vehicles on the road decide themselves to take control 
in order to avoid an accident. The above-described dependencies 
affect the need to redesign the structure of supply chains, which 
from traditional to digital. The digital transformation of the supply 
chain is shown in Fig. 2. Its course can be closed in a closed cycle, 
which is infinite, because the development of one element causes 
the growth of another. We are now witnessing the fourth industrial 
revolution, and on the horizon there is already the fifth connected 
with the development of telematics and the digitization of economic 
and social processes.

Fig. 1. Application model of 5G network in the flow of information 

in the logistics network [own study based on 7]

Fig. 2. Factors driving the digital transformation of the supply chain  

[own study based on 9]
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Today, data acquisition is not unusual. Each entity collects data 
about its products, customers and products offered by its partners 
and competitors. The multitude of information gathered in an 
enterprise without their proper processing and use seems to be 
pointless. For example, in a factory that generates about 4 billion 
samples of information per year, and one sample is equivalent to 
one reading from the machine. It will not do much to gather only 
the information in the system. Only their proper analysis results in 
the elimination of downtimes, unnecessary mileages, and this will 
turn into a cost optimization. How important is the synchronization 
of processes is testified by the results of the study of ‘The Digital 
Factory: Game-Changing Technologies That Will Transform 
Manufacturing Industry’ conducted by Pierfrancesco Manenti, 
where 47% of surveyed manufacturers believe that Big Data analytics 
will have a huge impact on their enterprises’ performance and will 
be the core of digital factories of the future, and 49% of respondents 
expect that it will reduce operating costs and contribute to the more 
efficient use of resources [10].

What is extremely important, systems using Big Data have wider 
data processing capabilities than those known for traditional data 
analytics. This is due to the fact that the systems and forms of data 
collection and reporting that were and are used, and were based on 
Excel, or WMS or ERP systems are quite limited in their operation, 
through limited access to small databases, which allow you to delve 
into all the necessary data at a sufficient level, and at the same time 
both the companies themselves and the systems they own do not 
have adequate analytical algorithms. In addition, it should be noted 
that traditional systems are very sensitive to user errors. The biggest 
disadvantage of traditional systems is that in most cases the data 
is not connected in any logical way. It often happens that within 
one organization there are several operational management support 
systems that are in no way related to each other, let alone related to 
external entities. Where modern analytical software, using Big Data 
resources, is distinguished by the speed of generating reports, easily 
adapting them to the individual needs of their users [10]. What in 
connection with the possibility of free access to data and extensive 
possibilities of analysis and visualization, as well as unlimited data 
transfer, now enables online collaboration and guarantees mobility 
both within the organization and with external partners operating 
within the common supply chain.

Fig. 3. Factors determining the development of telematics systems 

[own study]

In recent years, transport and production companies, but also 
service companies have been struggling with growing administrative 
obligations and increasing competition on the market. Therefore, 
the demand for innovative tools supporting and optimizing service 
provision is constantly growing. The telematics systems that influence 
the development of the logistics sector entities and the construction of 
logistic chains are extremely helpful in this. Currently, the development 
of telematics tools is so strong that its impact on logistics is undisputed, 
as well as the impact of logistic processes on the development of 
systems and telematics tools, as shown in Fig. 3.

The links between logistic chains and logistics processes in 
supply chains are very clear. The use of telematics tools has resulted 
in an increase in the security of cargo flow and information transfer. 
In addition, thanks to telematics, it has become possible to shorten 
the duration of most processes, which translated into a reduction of 
costs throughout the entire supply chain.

In connection with the above, one should ask how will the 
supply chains be built in the future and what will be the place of 
telematics systems in creating their structure, and what will be the 
future logistics processes in the near future? Answering the above 
questions is not easy, because in the world of logistics, many ideas for 
building future supply chains break through. It seems indisputable 
that the development of digitization will continue, which will 
lead to a change in the representation of the real world to digital. 
Digitalization will result in the need to accept the digital world as 
a complementary element of the real world. In connection with the 
above, the actual supply chains will have their digital counterparts. 
The most important feature of the future supply chains will be that 
they will be smart. The intelligent supply chain is shown in Fig. 4. 

Fig. 4. Factors determining the development of telematics systems 

[own study based on 2]

The intelligent supply chain will be characterized by the ability to 
learn and they will have the ability to adapt to changing conditions. 
However, in order to be included in it, it will be necessary to connect 
to a common network that will operate on the basis of telematics 
systems, and the information collected therein will be sent at least 
using 5G technology. 

It should be emphasized here that digital chains will not function 
in isolation from reality. Despite its increasing digitization and 
telematisation, they will function in parallel with other subsystems. 
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This is in line with the axis of the concept of the so-called Intelligent 
Cities, based on the digitization of urban space, which aims to create 
cities that are more citizen-friendly, more economical and ecological. 
From the technological point of view, the key element enabling the 
implementation of this idea is the previously mentioned internet of 
things, which is based on the concept of communication between 
devices (M2M - machine to machine) assuming the ability to 
communicate, collect and process data and their exchange through 
these devices through a computer network and on a properly 
prepared infrastructure for data transmission type 5G. 

Fig. 5. An example of a diagram of connecting a smart city with a 

digital supply chain [own study]

The M2M model assumes communication between machines that 
perform specific tasks within the agglomeration. Similarly, devices can 
be communicated as part of a digital supply chain, which is not enough 
to connect a smart city with a digital supply chain. An exemplary 
scheme of such a combination is shown in Fig. 5. In simplified terms, 
this means sensorizing urban space, houses and buildings, and digital 
supply chain components to enable real-time event monitoring and / 
or information exchange between both machines and people. Thanks 
to this, it will be possible to increase the level of access to information 
eg about traffic, the level of occupancy of parking spaces or the needed 
light intensity, but also the level of production needs will be known, 
which will significantly optimize the use of available resources, and 
remove many bottlenecks in infrastructure as well as supply chains. 

For the purpose of this article, research has been carried out in 
production companies in Lower Silesia. The survey was conducted 
at the turn of February and March 2019. A total of 100 entities were 
submitted to the survey using the interview questionnaire. The aim 
of the study was to check whether devices and telematic systems 
are used in the Lower Silesian manufacturing companies and what 
benefits and disadvantages have been brought by the implementation 
of telematics systems in the surveyed enterprises.

Out of 100 surveyed enterprises, more than half use telematic 
systems and devices. Most of the respondents, 57%, said that 
telematics systems are used in their companies (Fig. 5a.). 

Fig. 5a. The degree of employees’ awareness of whether telematics 

systems are used in their enterprise [own study]

Most respondents also believe that the devices and telematics 
systems used in the company have a positive impact on the 
operations of their company. 86% of responses were positive to 
this question (Fig. 5b), with only 9% of respondents reporting 
negative impact of telematics solutions on the functioning of the 
company.

Fig. 5b. Do telematics devices have a positive impact on the 

functioning of the examined subject? [own study]

In the next question, respondents were asked to determine the 
benefits for their company in the implementation of telematics 
systems and devices. On the basis of the collected answers, it can 
be concluded that a certain group of benefits has occurred in each 
company. The most frequently mentioned include (Fig. 6): better 
use of human and material resources 35%, reduction of losses in 
production processes 35%, increase of the company’s flexibility in 
the supply chain 28%, reduction of order processing costs 25%, 
reduction of untimely deliveries 24%, reducing the number of 
complaints by 20%.

The last question dealt with the negative aspects resulting from 
the implementation of telematic devices and systems. It turns out that 
the biggest disadvantages include the high cost of implementing new 
tools and telematics systems. This situation is reported by as many as 
65% of respondents (Fig. 7). The second place was the reluctance of 
employees towards new solutions of 55%, followed by the following: 
downtimes related to the implementation of telematics systems 35%, 
the need to hire highly qualified personnel 25% and failure of devices 
for data transmission 25%.
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Fig. 6. Benefits resulting from the implementation of telematics 

solutions in the enterprise [own study]

Fig. 7. Negative aspects resulting from the implementation of 

telematics solutions in the enterprise [own study]

3. Conclusion

The main factor stimulating the development of knowledge-based 
economy and, hence logistics, is intellectual capital. Knowledge-based 
economy and logistics is characterized by a production structure in 
which goods and services are included in the subject of export and 
consumption, containing a large part of the added value resulting 
from special human skills.

A sign of innovation and modernity in logistics and thus in the 
supply chain are not only solutions based on faster computers and 
5G networks but, above all, man, his knowledge, innovation and 
way of thinking. Nowadays, it is not only about simple modeling of 
each process based on the obtained parameters, but also building 
systems that have the ability to learn and adapt to emerging needs, 
deal with information deficiencies. These systems must be able to 
generate forecasts, demonstrate the ability to react and adapt to 
change. In addition, they must communicate with other systems 
and, above all, meet the same requirements that are put on all ERP 
(Enterprise Resource Planning) systems.

Today’s market and customer expectations are changing so fast 
that many solutions and logistic concepts are becoming obsolete 
or require radical changes. These changes are to a large extent the 
result of digital transformation, which creates a new business reality, 
generating access to digital tools and services in any place, time 
and scope. It is thanks to it that it is possible to use technologies 
that ensure visibility in the entire supply chain, real-time response, 

implementation of modern E2E concepts, and above all any solutions 
that will effectively meet the expectations of the modern client. In 
this context, it is worth considering the place of telematics in meeting 
these requirements and expectations. The assumed increase in the 
effectiveness of activities, real-time data exchange and automation 
of many processes without the broad implementation of telematics 
considerations seems impossible.

Therefore, the question arises not only about the role and 
importance of telematics, but also about the scope and areas of 
implantation of telematics solutions into the functioning of the 
modern supply chain described as ‘Real-Time-End-to-End-
Visibility’.

The aim of the article was an attempt to evaluate the impact of 
selected telematics subsystems on the construction of a modern supply 
chain. It should be noted here that the benefits of using telematics 
systems in logistic chains are huge. On the basis of the literature, it 
can be stated that both European and Polish companies indicated a 
similar range of benefits from the use of telematics systems.

Summing up, on the basis of the conducted research, it can be 
assumed that both the use of telematics systems and devices increases 
the efficiency and effectiveness of using the company’s resources, 
allowing for the optimization of expenses.

The presented research results allowed to formulate general 
conclusions in a very narrow scope of telematics application in the 
economic life of a human being. In the next stage, more in-depth 
research will be carried out and the scope of this research will be 
extended to the possibility of using other telematics tools towards 
a greater degree of their integration.
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ABSTRACT
The ERTMS system is intended to provide an interoperable approach to train control and signalling in the 
European Union. The basis for effective train control at ETCS Level 2 is wireless data transmission via GSM-R. 
This transmission must be protected by cryptographic techniques to ensure its safety. The authors in their article 
present technical solutions and their applications related to cryptographic keys. They present the requirements that 
have been formulated for the cryptographic key management system. They discuss its architecture, functions and 
possibilities of increasing the security of management processes with the use of solutions applied in other branches 
of the economy. In the last point of the article attention is drawn to the threats posted by the complex process of 
managing a set of cryptographic keys, the number of which can be measured by tens of thousands.

KEYWORDS: cybersecurity, cryptographic keys, ERTMS/ETCS

1. Introduction

The ERTMS is a system which main purpose is to ensure the 
interoperability between the rail systems of the EU Member States. 
It consists of two components:

• ERTMS/ETCS - European Train Control System ensuring the 
unified Control-Command and Signalling functions, interfaces 
and performances,

• ERTMS/GSM-R - digital wireless communication system used 
for the transmission of speech and ERTMS/ETCS data.

In terms of technical solutions, the ERTMS is based on computer 
technology and digital telecommunication. The telecommunications 
solutions used in ERTMS largely use widely known standards, 
which apart from unquestionable advantages brings with them 
a number of known cybersecurity problems. These problems are 
multidimensional. They concern transmitted data, control of access 
rights, hardware configuration and working conditions.    

ERTMS/ETCS on-board equipment (ETCS on-board entities) 
and track-side equipment (ETCS track-side entities) exchange 
information using the EURORADIO protocol [9]. ETCS on-board 
entities shall be able to authenticate the ETCS track-side entities 
in order to exchange data with them - confirm that they are who 
they claim to be. Track-side ETCS entities also must be able to 
authenticate on-board ETCS entities (authentication is mutual). 
Moreover, the authenticity and integrity of any data exchanged 
between ETCS on-board entities and ETCS track-side entities are 
verified [6, 7]. 

The EURORADIO protocol provides: 
• identification and authentication of ETCS entities during the 

establishment of the secure communication session,
• authenticate the source and ensure the integrity of each 

transmitted message.

The cryptographic methods that assume the use of 
cryptographic keys are used to perform the above mentioned 
functions. Cryptographic keys are a binary sequence, which is 
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used for processing (securing) the transmitted data. Ensuring 
the confi dentiality of keys is necessary to ensure the security of 
connections carried out with the use of EURORADIO protocol.

Due to the need to use large number of keys as well as their 
cybersecurity, it is necessary to have a systematic approach to 
managing their collection and equipping them with an appropriate 
system to perform this task. 

2. Cryptographic keys

2.1 Keys

A cryptographic key is an information that allows the execution 
of a certain cryptographic operation. A cryptographic key may take 
a binary or text form. Among the cryptographic operations it can 
be distinguished:

• encryption - the process of protecting information against 
unauthorized interpretation, converts plain text into ciphertext,

• decryption - the process opposite to encryption, based on the 
ciphertext, plain text, that can be interpreted, is obtained,

• digital signature - process of transforming information which 
aims to ensure its authenticity,

• digital signature verifi cation - verifi cation of the authenticity 
of information signed with a digital signature.

2.2 Cryptographic algorithms

2.2.1 Symmetric algorithms

Cryptographic symmetric algorithms are those in which the 
same key is used to encrypt and decrypt messages. 

Due to the fact that the same key is used for both operations, 
it is necessary to provide additional technical and organisational 
means ensuring that the key will only be in the possession of the 
participants of the information exchange.

2.2.2 Asymmetric algorithms

Asymmetric algorithms are those in which one can distinguish:
• public key – publicly known,
• private key - by defi nition it is known only to the owner. 
• 

Asymmetric algorithms use complex mathematical operations 
in their operations, therefore encryption and decryption of 
information takes much longer than in symmetric algorithms.

Use of keys in asymmetric algorithms:
• encryption - decryption: a public key is used for encryption 

and a private key for decryption,
• digital signature - digital signature verifi cation: a private key 

is used to generate digital signatures, a public key to verify 
them.

3 Keys in ERTMS/ETCS system

3.1 Types of keys

Th ree levels of cryptographic keys can be distinguished in 
ERTMS/ETCS [9]. Th e use of keys is shown on a Fig.1.

Cryptographic keys in the ERTMS/ETCS system, depending on 
their level, have diff erent functions, however, the primary purpose 
of their use is to ensure the safety of data transmission, carried out 
in the track-train relationship using the wireless communication 
system.

Fig. 1. Use of cryptographic keys in the ERTMS/ETCS system

[own study]

3.2 Level 3 keys

Th e level 3 keys are transport keys, used to secure the transfer 
of the KMAC. Th e use of level 3 keys is necessary in offl  ine type of 
level 2 keys distribution.

KTRANS – keys used for securely transferring level 2 keys 
from KMC to ETCS entities. Th e transfer of the KMAC key is only 
possible if both entities involved in the exchange are equipped with 
the same KTRANS key. KTRANS consists of a pair of keys:

• KTRANS 1 - key used to verify the authenticity and integrity of 
messages transmitted between the KMC and the ETCS entity,

• KTRANS2 – key used to encrypt KMAC keys transferred 
between KMC and KMAC entities,

K-KMC - transport key used to protect communication 
between KMCs. Transfer of the KMAC key is possible only if both 
parties involved in the exchange have the same K-KMC key. Th e 
K-KMC key consists of:

• K-KMC1 - key used for verifi cation of the authenticity and 
integrity of messages transmitted between KMCs,

• K-KMC2 - used to encrypt KMAC keys transferred between 
KMCs. 

KTRANS and K-KMC have the same task - to secure the 
transfer of the KMAC key. Th e factor that diff erentiates them is the 
entities between which the KMAC key exchange takes place.
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Before passing the KMAC key in the KMC message, it is encrypted 
with a 3DES algorithm using the KTRANS2/K-KMC2 key. Th e 
encrypted KMAC key is placed in the K-STRUCT structure and then 
this structure is part of the KMC message, which header contains the 
ETCS identifi ers of the sender and the recipient. On the basis of such 
a complete message (excluding the CBC-MAC fi eld) and using the 
KTRANS1/K-KMC1 key, the CBC-MAC value is calculated, which 
is then attached to the message. Th e message structure constructed 
in this way is transmitted to the ETCS entity or KMC. Aft er receiving 
the message, the CBC-MAC value is calculated (based on the message 
content and KTRANS2/K-KMC2). CBC-MAC is a technique for 
constructing a message authentication code from a block cipher. 
CBC-MAC fi eld (precisely - its value) is used to verify authenticity 
and integrity of received message. Th e message can be considered 
authenticated and with integrity not compromised if the calculated 
CBC-MAC value is consistent with that contained in the message.

3.3 Level 2 key

Authentication keys (KMAC, Kab) - are used when establishing a 
secure connection of the EURORADIO protocol, where it is used for 
mutual identifi cation and authentication of RBC (Radio block Centre) 
and OBU (On-board unit) and for determination of the session key. 
In structure of every ETCS entities these keys are assigned to specifi c 
entities. Two entities sharing a common level 2 key can establish a 
secure communication session with EURORADIO protocol. 

Th e KMAC key has a defi ned validity period defi ned by the 
start and end of validity dates. It is also possible to give an unlimited 
validity of the key.

Fig. 2 Information sequence for establishing a secure EURORADIO 

protocol connection [9]

During the connection establishment two random numbers 
are transmitted. Random numbers RX(X {A,B}) are subdivided 
into left  (RXlRXl) and right (RXrRXr) 32-bit blocs:

Th ree 64-bit keys DES SK , SK  and SK  are calculated according 
to the following formulas:

Where | is a concatenation operator, DES is the encryption 
function of the DES algorithm, and DES-1 is the inverse DES 
encryption, or decryption.

Th e KSMAC session key is a concatenation SK , SK  and SK  :

3.4 K-STRUCT structure

All operations performed on the keys are performed by executing 
in the ETCS entity commands contained in messages from the 
KMC. Th e structures of these messages depend on the way they are 
distributed (offl  ine or online). If it is necessary to include the KMAC 
key in a specifi c message, it is transmitted using the KSTRUCT 
structure, which is a organised set of information that is transmitted 
together with the KMAC key.

Table 1. K-STRUCT structure [own study based on 6]

Field
(at SUBSET-114 

[6])

Field 
(at SUBSET-137 

[7])
Description

K-LENGTH K-LENGTH Key length in octets (24 for KMAC)

KM-ETCS-ID-
EXP K-IDENTIFER Unique KMC identifi er that generated 

the authentication key

SNUM ETCS-ID-EXP
Unique key serial number (with KM-

ETCS-ID-EXP uniquely identifi es a triple 
key)

ENC (KMAC) KMAC Authentication key encrypted with 
KTRANS2

PEER-SUM PEER-NUM
Number of ETCS entities (on-board 
or track-side) in the structure. This 

number shall be equal to or greater 
than 1.

PEER-ETCS-
ID-EXPi

ETCS-ID-EXP 
[PEER-NUM]

ETCS identifi er extended by the 
number of the unit stored in the 
structure (from 1 to the number 

resulting from PEER-SUM)

VALID-
PERIOD VALID-PERIOD Period of validity of the key

3.5 Level 1 keys

Session keys (KSMAC, Ks) - are used to directly protect the 
transmitted data. Th e session key ensures the integrity and authenticity 
of the transmitted data, i.e. it is used to protect the message against 
modifi cation and to ensure that no unauthorized person can pretend 
to be the initiator of the message (masquerade). Session keys shall 
be designated during the authentication of the ETCS entities using 
level 2 keys. Session keys are unique for each communication session 
and may only be used by entities sharing the same authentication key 
(KMAC). KSMAC keys are symmetric keys used in both directions 
of communication.

Th e KSMAC session key fi xed when the connection is established 
shall be used during the procedure of calculating the CBC-MAC 
fi eld value or each message being transmitted. Th is fi eld allows to 
authenticate the message source and verify its integrity.
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When preparing a message to be sent on the basis of a previously 
prepared message and KSMAC key, the value of the CBC-MAC 
field is calculated and added to the message. The prepared message 
is sent to the destination, where on its basis (excluding the CBC-
MAC field) and using the KSMAC key established for a given 
communication session the CBC-MAC value is calculated. If the 
calculated value of the CBC-MAC field is equal to that attached to 
the received message, the message source is considered authenticated 
and the message itself has confirmed integrity.

4. Cryptographic key 
management system 
requirements

4.1 Cryptographic key management system

From the point of view of cybersecurity, the Key Management 
System (KMS) plays an important role. Its correct operation, both 
technical and organisational, is a necessary condition for maintaining 
the confidentiality of all types of cryptographic keys and, as a result, 
for ensuring the security of data transmission between the ETCS on-
board subsystem of trains and the ETCS track-side subsystem. Key 
management is one of the basic parameters formulated in TSI [11]. 
This basic parameter specifies the requirements for the management 
of cryptographic keys for the protection of radio transmission data. 

In 2018 Transport Certification Center at Warsaw University 
of Technology carried out for PKP Polskie Linie Kolejowe S.A. a 
work entitled “Concept of cryptographic key management system 
for ETCS in accordance with requirements specified in baseline 3”. 
As part of the work, the requirements for the cryptographic key 
management system formulated in the Technical Specifications for 
Interoperability of the ERTMS/ETCS system and the requirements 
for similar systems used in other companies and organizations were 
analyzed. On the basis of the analysis, the concept of a cryptographic 
key management system for the railway lines managed by PKP 
Polskie Linie Kolejowe S.A. (KMS PLK) was developed.

The following entities are involved in the cryptographic key 
management process:

• operators of KMS in the head office of the infrastructure 
manager (CZK),

• users of the keys, i.e: 
• railway undertakings,
• the local branch offices of the infrastructure manager, 

• operators of KMS of other infrastructure managers.

The primary task of the cryptographic key management system 
is to provide the technical and organizational means to allow:

• generation,
• distribution,
• replacement (uploading new keys),
• update,
• storage,
• use,
• removal,
• exchange of keys with other KMSs,

in a manner convenient for the user and ensuring secure and effective 
use of the system which is utilizing cryptographic keys. Due to the 
complexity of the structure of ETCS entities, the distribution of keys 
from CZK to ETCS entities is an important activity, which can take 
place fully automatically (online) or in specific cases with human 
intervention (offline). 

In terms of organisation, the KMS consists of:
• cryptographic key management centre - CZK,
• field key distribution centres - KDC,
• ETCS entities.

Most of the above mentioned functionalities of the KMS are 
implemented by the CZK, which uses an IT system consisting of 
the following components:

• KMC - a secure module implementing elementary functionali-
ties of the KMS,

• PKI - public key infrastructure,
• a management module of the KMS - coordinating the 

cooperation of the other components,
• KMS database,
• keys database,
• user interface (CZK operator, KDC coordinator) - in the form 

of a web application of the public access channel.

The system is centralized. These components are elements of 
the key management centre.

4.2 KMC

The KMC is the executive unit of the key management system 
(KMS). The functions performed by the KMC should be included: 

• performing key operations:
• generation of keys,
• storage of keys,
• archiving the keys,

• preparing KMC messages on:
• installation of the KTRANS transport key,
• replacement of KMAC authentication keys,
• remove the keys,
• to add an authentication key,
• change the ETCS entities associated with the key,
• update of the key validity period,

• KMC message distribution - online distribution,
• interpretation of notification from ETCS entities,

It should be noted that the KMC is handling a specific set of ETCS 
entities (this set is called the KM domain). A single ETCS entity can 
only be registered in one KM domain. Consequently, a single ETCS 
entity can only receive keys from a single KMC called the Home 
KMC, even if these keys relate to ETCS entities outside the given KM 
domain. In this case, an interface between different KMS is used. 

The KMS should not be identified with the KMC. KMC is only 
an executive unit with a defined range of functionality. In addition to 
the KMC, the KMS also includes other technical and organisational 
means allowing the cryptographic key management process to be 
carried out.
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A number of interfaces have been specifi ed for KMC. Th ey are 
shown in Fig. 3 

Fig. 3. General architecture of kms [7]

Th e KMC can be implemented as a safety hardware module 
(HMS).

4.3 Cybersecurity of technical infrastructure

Th e implementation of CZK’s technical infrastructure requires 
the selection of appropriate elements and their combination with 
the observance of good computer network security practices. Th e 
proposed structure within the mentioned concept is shown in Fig. 4. 
Th e elements that make up the protection against cyber threats are:

• redundancy of the technical infrastructure of CZK, also in the 
geographical sense,

• secure switch for basic and redundant CZK technical 
infrastructure,

• the use of virtual networks to separate network traffi  c with 
diff erent vulnerabilities,

• use of fi rewalls for separate subnetworks.

Fig. 4. Proposed confi guration of KMS implementation in terms of 

hardware [own study]

Room in which the technical infrastructure will be installed 
should also be adequately protected by meeting the following 
conditions:

• appropriate environmental conditions, 
• access control,
• appropriate power supply conditions,
• fi re-fi ghting system,
• lack of water, sewage and gas installations (not applicable to 

fi re-fi ghting system).

5. Key Distribution

5.1 Cyber-security of distribution

Key distribution activities oft en use data transmission over 
subnetworks with varying degrees of confi dentiality. Th erefore, they 
are used to protect them:

• public key infrastructure,
• TLS protocol,
• TLS certifi cates.

Th e following subsections indicate the diff erent needs for 
protection against cyber threats in online and offl  ine distribution.

5.2 Offl  ine key distribution

Th e distribution of cryptographic keys of the ERTMS/ETCS offl  ine 
system is characterised by the fact that at least one, any stage of the 
cryptographic key distribution process requires human intervention. 
Th e main task of offl  ine key distribution is the distribution of level 2 
keys, for which it is necessary to transfer the level 3 key in advance. 

In the offl  ine key management system, the following entities 
should be distinguished:

• KMC,
• ETCS entities, of which

• on-board entities - OBU,
• track-side entities - RBC/RIU.

Th e offl  ine distribution of cryptographic keys between KMCs 
is specifi ed in SUBSET-038 [8] and the distribution between 
KMCs and ETCS entities in SUBSET-114 [6].

In the cryptographic key management system based on the 
distribution of offl  ine cryptographic keys, operations such as:

• generation of keys,
• archiving the keys,
• creating packets (K-STRUCT) containing keys,
• creation of messages initiating the execution of specifi c 

operations on keys on ETCS entities,
are carried out by the KMC. Other functions related to the transfer 
of keys to their users are performed by the KMS staff  (human 
factor), using the available data exchange channels.

KMC messages containing commands for key operation aft er 
passing the keys to the users are executed on ETCS entities. Th e 
key operation is usually performed using a USB memory stick, but 
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it can also be performed in another way, depending only on the 
user. Execution of a key operation results in a notification generated 
by the ETCS entity, which should be delivered to the KMC from 
which the message concerning the execution of a specific key 
operation originated.

Each key operation must be initiated by KMC. 
In the case of KMS based on offline distribution, cryptographic 

keys can be distributed directly from the KMC to ETCS entities or 
with the use KDC.

It should be remembered that the KDC plays the role of an 
intermediary, which is manifested by the fact that::

• the KDC does not have an ETCS ID,
• the message sent by the KMC should indicate directly the 

ETCS entity, even if a DCM is present in the KMS structure,
• notifications from ETCS entities to the KDC should be addressed 

to the KMC and should contain the ETCS entity identifier. 
The KDC sends the notifications to the KMC, keeping the ETCS 
entity information in the message,

• KDC cannot modify the keys sent by KMC.

5.3 Online key distribution

The essence of this solution is to transfer KMAC keys from KMC 
to ETCS entities without human intervention, it means in an automatic 
way. This goal is achieved through the use of a teletransmission 
system and the use of additional mechanisms securing the exchange 
of keys, e.g. public key certificates generated by PKI.

In the key management system using an online interface:
• the KMC is responsible for establishing the connection to the 

track-side ETCS entities,
• in the case of ETCS on-board entities, they are responsible for 

establishing the connection to the KMC. 

The ETCS on-board entities regularly contact their home KMC 
in order to verify that it is not necessary to carry out operations on 
KMAC keys. Communication between KMAC on-board equipment 
and KMC takes place when any of the following conditions [7] 
occurs:

• during activation, when the ERTMS/ETCS on-board equipment 
is successfully started and any tests completed successfully;

• the time elapsed since the last successful home MC session is 
longer than the predefined time configured in the on-board 
equipment. The value of this time period is defined by the 
home KMC and ranges from 1 hour to 1000 hours, with the 
default value being 10 hours;

• ETCS on-board maintenance personnel request an update of 
the key;

• ETCS on-board entities detect an incorrect or defective KMAC 
key.

If the on-board entity is unable to successfully establish a 
communication connection to its home KMC, it will try again every 
10 minutes to reestablish it.

As mentioned earlier, online distribution uses additional 
mechanisms to ensure the security of the transmitted cryptographic 
keys. One of such mechanisms is encryption of transmission by 

means of TLS protocol (ETCS specifications assume the use of TLS 
v1.2 or later). This protocol assumes the use of digital certificates, 
used for authentication of devices that establish communication. 
These certificates must be properly distributed and maintained, 
which is the responsibility of PKI - Public Key Infrastructure.

The teletransmission network used to distribute cryptographic 
keys online may be a GSM-R system or another teletransmission 
network including KMCs and ETCS entities.

5.4 Distribution between KMCs

In cases where it is necessary to transfer cryptographic keys 
for on-board ETCS entities located in another KMC domain, the 
relevant keys are exchanged between the KMCs and installed 
in ETCS entities in accordance with the rules of the respective key 
management system. It is possible to exchange keys between KMCs 
online and offline. A cryptographic key management system that uses 
the exchange of KMC messages between KMCs and between KMCs 
and online ETCS entities is described in SUBSET-137 [7], while 
offline distribution is carried out in accordance with SUBSET-038 [8].

5.5 TLS Protocol

In order to ensure confidentiality, authentication of parties 
involved in communication and integrity of data transmission 
within which KMAC keys are transferred, the TLS protocol [10] 
was applied.

Implementation of key generation functionality and secure 
communication protocols requires the use of random number 
generators showing increased resistance to cryptanalyze attacks. 
Cryptographically protected random or pseudo-random number 
generators are used for the purpose:

• generation of a pair of public key - private key of the TLS 
protocol, 

• pre-generation of the PSK key when the TLS-PSK solution 
is used,

• generation of KMAC keys,
• execution of the TLS handshake procedure.

The TLS Client is the entity establishing (initiating) a connection 
to the TLS server. KMC implements the TLS server and client 
function in online distribution for the following connections:

• KMC - KMC,
• KMC - ETCS on-board entities.

ETCS track-side entities implement a TLS server and on-board 
entities implement a TLS client.

Digital certificates (public key certificates) are used to authenticate 
entities establishing a secure connection within the TLS-PKI protocol.

5.6 Public Key Infrastructure

The implementation of the Public Key Infrastructure (PKI) in 
the KMS enables each ETCS entity to exchange information related 
to public key certificates, necessary for the transfer of cryptographic 
keys through an online interface. 
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ETCS entities communicate with PKI in the following cases:
• an application for a digital certificate or its renewal,
• check if a specific certificate is correct (the certificate can be 

revoked before its expiry date due to loss of confidentiality).

6. Hazards

Hazards related to cybersecurity in the environment of railway 
traffic control systems in general were considered in previous articles 
and papers of the Authors [2, 3]. Cryptographic keys and methods 
of their application are a tool for securing various aspects of data 
transmission. However, due to this role, they may also become 
a target of a cyber-attack. There are many hazards associated with 
this. Some of them are listed below in Table 2.

A factor that significantly increases the threat is the high 
complexity of the key management process combined with a low level 
of awareness of the purpose, necessity and importance of using keys. 
The combination of these factors leads to a preference for different 
types of simplifications in the configuration of the management 
system (e.g. by using the same keys for a very long period of time, 
using the same keys by different actors, etc.), which in turn leads to a 
significant weakening of the security features introduced. An element 
of the risk associated with complexity is the need to automate the 
distribution of keys in the face of their estimated number, which may 
amount to several tens of thousands. Currently, key management 
software providers on the Polish market promote the approach of 
total physical separation of workstations used to generate keys and 
offline distribution. This is a good solution for a number of keys 
not exceeding several hundred, and for larger quantities it will be 
difficult to implement organizationally and expensive. Automatic key 
distribution solutions (online type) will significantly support CZK, 
but they must also be properly secured, as their compromise will allow 
cybercriminals to influence ETCS entities practically throughout the 
domain. 

In order to quantify these threats formulated at a very general 
level, specific threats should be identified by examining the structure, 
functionality and organisational principles of the cryptographic key 
management system. An example of the effect of such action are the 
items of Table 2, which is a part of the work on the study of threats 
within [1].

The presented table has a simplified form of risk management 
process records [5, 4] for railway systems. Apart from the obvious 
unambiguous identification of the threat in the form of a hazard 
identifier, it contains a description of the threat and the method of 
its mitigation. For items identified in this way, the risk level analysis 
is then carried out with the use of numerical indicators. 

When dealing with threats, it should be remembered that this 
is a continuous process. Preliminary and accurate identification of 
threats is a good beginning of efficient threat management. This 
process must be continued by monitoring the identified threats and 
identifying new ones resulting from changes in the cryptographic 
key management system and its environment.

Table 2. Example of threat analysis in the process of reporting a new 

ETCS entity to the KMS domain Source [own study]

Hazard 
identifier Description Mitigation method

D1

Attempt to 
report to the 

domain of 
KMS PLK an 
ETCS entity 
which does 

not belong to 
a reporting 

entity

The procedure for reporting a new ETCS 
entity involves the demonstration of the 

ETCS entity’s nationality.

D2
Compromising 
the transport 

key

On the CZK side, precautions are taken 
to ensure the confidentiality of transport 

keys. Including the use of multiple 
transport keys, each associated with a 

different key user. Users of keys are also 
obliged to keep the keys confidential, 
under the threat of financial penalties. 
If a transport key is compromised, it is 

necessary to replace it in all ETCS entities 
where it has been used.

7. Conclusion

The ERTMS is intended to provide a unified, interoperable 
approach to train control and signalling in the European Union. 
The basis for effective train control at ETCS Level 2 is wireless data 
transmission via GSM-R. This transmission must be protected by 
cryptographic techniques to ensure its safety. 

Due to the need to use large number of keys as well as their 
cybersecurity, it is necessary to have a systematic approach to 
managing their collection and equipping them with an appropriate 
system to perform this task. 

From the point of view of cybersecurity, the Key Management 
System (KMS) plays an important role. Its proper operation is a 
necessary condition for the confidentiality of all types of cryptographic 
keys and consequently for the safety of data transmission between the 
on-board ETCS train subsystem and the track-side ETCS.

The article emphasises the importance of hazard identification 
and indicates some mitigation methods which should be conducted 
in accordance with [5]. 

The article presents technical solutions and their applications 
related to cryptographic keys. The requirements formulated for 
cryptographic key management system are presented. The architecture 
of the KMS, functions performed and protection against cyber threats 
for: data transmission between ETCS entities, distribution of keys 
to their users, distribution of keys between foreign KMS, technical 
infrastructure of CZK were discussed. 

The issues presented in the article concern technical solutions, 
which so far have not been used in solutions designed for railway 
traffic control systems. It is a new area of application which requires 
popularization of knowledge and research on practical problems 
occurring in real conditions.
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ABSTRACT
Currently used, computer railway traffic control systems , communicate via standard digital interfaces: CAN, 
Ethernet or RS485. In order to carry out the proof of security, it is necessary to test the functioning of the 
interfaces under different conditions. The IBIS model (I/O Buffer Information Specification)  was used to simulate 
the transmission of signals through interfaces. The article discusses the applied interface models and simulation 
results in various conditions. The presented results can be used to prove the safety of transmission in computer 
railway traffic control systems.

KEYWORDS: Traffic control system, digital interface, simulation

1 Introduction 

The experience of recent years has confirmed that insufficient 
development of transport infrastructure is one of the most important 
factors that hamper the development of Poland. Transport activities 
are geared towards single short-term objectives and, as a consequence, 
lack a long-term vision for development. The source of these problems 
is, first of all, the deficit of the substantive factor in the decision-
making process [13-15].

 he scientific community has repeatedly expressed its willingness 
to take part in a substantive discussion on transport policy. With real 
intellectual capital, which in addition to specialist knowledge is also 
independent of political factors, we are able to significantly enrich 
this discussion and ensure that the designed strategies and decision-
making processes are based on knowledge and factual elements. Only 
such an independent look will guarantee the development of a policy 
that is oriented towards the achievement of long-term goals and allows 
to eliminate cyclical breakdowns in the functioning of transport. Only 
a modern and creative perception of transport problems will enable a 
dynamic and effective development of this area.

More than ten years of operation of the Polish railways after 
Poland’s accession to the EU led to liberalisation, but it did not 
remove significant problems hampering its sustainable development. 
Ensuring the openness of the railway market in Poland and its 
sustainable development will be possible if railway companies are 
treated systematically and programmes developed over a multi-
annual cycle are implemented. From the legal point of view, Poland 
has implemented a number of acts adapting the railways to the EU 
requirements. The basic problems, which were clearly visible in the 
initial phase, are still unresolved. These include, but are not limited to:

• problems with the independent management of railway 
infrastructure

• efficiency of infrastructure management
• open access to infrastructure for all operators
• financial imbalance in new investments and modernisation of 

the existing railway network
• high underinvestment in passenger traffic
• unreasonable rates of access to railway infrastructure
• unhealthy competition between certain operators
• low level of customer service
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• lack of suffi  cient support from the Ministry of Infrastructure 
and Rail Transport Development

• lack of multiannual investment programmes (long-term 
contracts) agreed between the government, parliament and 
PKP PLK

• lack of consistency in the implementation of existing 
programmes (e.g. ERTMS / GSM-R)

• low quality or lack of strategic state documents concerning 
the development of the transport infrastructure of Poland as 
a whole

Research and didactic process conducted in the Department 
of Control Systems in Transport of UTH in Radom fi t perfectly 
into the presented strategy of activities.

Th e aim of the research work carried out in the ZSSwT was to 
develop an automatic data acquisition system and an expert system 
for applying for the condition of equipment. Th is goal will be achieved 
through the development of methods of analysis of diagnostic data of 
railway traffi  c control devices. 

Th e aim of the project has been achieved through:
• construction of a new research laboratory for traffi  c control 

devices (and integration with the existing laboratories in the 
Faculty),

• construction of an automatic system for collecting data on the 
condition of equipment,

• construction of a reliable model of railway automation 
equipment, 

• collection and preparation of data concerning railway traffi  c 
control systems, 

• preparation of means of simulating typical and emergency 
working conditions of railway traffi  c control systems,  

• preparation of a database for gathering information about 
railway traffi  c control systems, 

• preparation of procedures for determining the characteristics.

Th e expert system use contains basic data on the use processes 
of railway traffi  c control systems and their reliability and renewal 
for six main modules (railway traffi  c control subsystems):

• a general description of the technical, operational and 
economic characteristics,

• linear locking devices,
• setting devices,
• level crossings signaling,
• track-vehicle interaction devices,
• remote control devices.

Th e structure of the expert system developed at the Faculty of 
Transport and Electrical Engineering is shown in Fig. 1.

Th e results obtained on the basis of operational tests and on-
going diagnostics of railway traffi  c control systems can be used not 
only as a basis for improving the construction of technical facilities 
and improving the production process, but also as one of the 
possibilities of obtaining reliable information necessary to control 
the exploitation process, including renewal, proper organization of 
maintenance and repair facilities, or forecasting and determination 
of operating costs. One of the basic objectives of the implemented 

project was the construction of an automatic system for collecting 
data on the condition of equipment. Th is activity required the 
development of diagnostic interfaces, the connection of which does 
not reduce the safety of the diagnosed railway traffi  c control systems 
[2, 3, 7, 9, 11].

Fig. 1. Structure of the expert system [own study]

2. Digital interfaces for 
diagnostics of railway traffi  c 
control systems 

Interfaces are used in railway traffi  c control systems for data 
transmission between modules (in internal networks):

1. ETHERNET
2. RS-485
3. CAN
4. SPI

Fig. 2 and Fig. 3 show examples of solutions used by Bombardier 
and Kombud.

2.1 SZP-1 crossing signalling

Th e SZP-1 - level crossings signaling system is used to secure 
category A, B and C crossings on single and double-track lines, 
both with automatic, semi-automatic and unblocking, where 
train speed does not exceed 160km/h. SZP-1 is a distributed 
structure system, where wired and wireless transmission is used 
for communication [5, 6, 10, 12].

Th e control subsystem analyses information coming from the 
interaction equipment subsystem and controls and controls the 
actuators:

1. traffi  c signals,
2. horns,
3. travel warning discs.

Th e control subsystem may also control equipment within the 
ancillary equipment subsystem. Th rough the interface ISZ realizes 
the connection with station systems and ensures cooperation with 
the devices of remote control of the UZK. Remote control devices 
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are designed for railroad crossings of all categories for which the 
SZP-1 system is designed. Th eir role, depending on the category 
of crossings, is diff erent. In systems of category A, UZK plays a 
diagnostic role and registers events. Due to the dispersion of 
the system and the use of radio transmission (less resistant to 
interferences than wired connections), the following solutions 
have been applied to the controllers’ soft ware:

• no transmission or transmission errors (which is tantamount 
to the fact that incorrect packets are rejected) cause the devices 
directly cooperating with these controllers to go to a safe state.

• no transmission for EST_G (no messages from the dependent 
controllers) causes the orange lights on the TOP warning 
discs to light up.

• lack of transmission for TSR devices (also in standby mode) 
results in closing the horns and switching on the traffi  c signal 
and the bell.

Fig. 2. Structure of the SZP-1 system [6]

2.2 Structure of the SOL-21 system

Th e SOL-21 type track and turnout obsolescence control system 
is a set of devices operating on the basis of a dispersed structure, 
performing all functions of such systems, which consists of a 
counting unit and wheel sensors connected to each other by means 
of appropriate transmission links (Fig. 3). Wheel sensors located 
throughout the entire area of operation of the SOL-21 system are 
connected to the counting unit by means of appropriate transmission 
links, through which data on the number of counted axles and 
additional information necessary for the operation of the system are 
transmitted. Th e counting unit, due to its essential importance in 
the system, can be duplicated by means of an additional counting 
unit acting as a hot reserve. Th e SOL-21 system, connected via the 
Ethernet interface to the railway traffi  c control system, provides 
information on the status of individual sections and receives 
commands to reset the number of axes in sections (only in the 
electronic interface). Data exchange between the wheel sensors and 
the counting unit takes place cyclically, which is called the object 
transmission cycle. Due to the use of two types of transmission:  
CAN and FSK, there are two types of fi eld transmission support. 
For CAN, the transmission is initiated by the counting unit by 
sending a global telegram in each fi eld transmission loop. Th e wheel 
sensors correspond to status telegrams containing information on 
the number of axles counted, sensor malfunctions and diagnostics. 

Th e counting unit receives them, checks them for correctness and 
transmits the data from the telegrams to the axle counting modules.  
For the rest of the cycle time, the counting unit can send telegrams 
with commands to the individual sensors, if the axle counting 
module has prepared such commands on the basis of data from the 
wheel sensors from the previous transmission cycle.

Fig. 3. Structure SOL-21 system [1] 

Fig. 4 shows the connection of the developed diagnostic 
interfaces to railway traffi  c control systems  installed in laboratories 
of the University of Technology and Humanities in Radom [4].

Fig. 4. Connection of diagnostic interfaces in UTH laboratories [own 

study]

2.3 Diagnostic interfaces that do not 
compromise system safety

Ethernet
Ethernet was developed in 1976 by Xerox and then developed 

by the DIX consortium (Dec, Intel, Xerox). Th e idea of network 
is based on the idea of nodes connected to a common medium. 
Individual modules send and receive special messages (frames). 
Th is method of communication is called CSMA/CD (Carrier 
Sense Multiple Access with Collision Detection) [8].

Th e following standards are currently used in ETHERNET 
networks:

1. 10Base-T - uses two pairs (4 wires) of category 3 or 5 UTP cables. 
It transmits the signal in segments with a maximum length of 100 
meters. One pair transmits and the other receives.

2. 100Base-TX - similar to 10BASE-T, but at 100Mbps. It requires 
2 pairs of category 5 twisted-pair cables. Currently, one of the 
most popular twisted-pair network standards.

3. 1000BASE-T - 1 Gbps on cat. 5 or higher twisted pair cable. Since 
category 6 cable can transmit up to 125 Mbps without losses, 
achieving 1000 Mbps requires the use of four pairs of cables and 
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modifi cation of transmission systems to allow for transmission 
of about 250 Mbps per pair of cables in the twisted-pair cable.

Th e fi rst two are used in SRK systems. Th e following functions 
have been implemented in the developed prototype of the 
exploitation data processing module:

1. reading data from systems (UTP protocol),
2. preliminary analysis of the correctness of the data,
3. data encryption,
4. sending processed data (TCP/IP protocol).

Safety of the system to which the interface is connected is ensured 
by physical (hardware) cutting off  the transmitting line (TR+ and 
TR-). Th is solution guarantees that the connected diagnostic module 
will not send data to the system, which could cause its malfunction 
(railway traffi  c control systems respond correctly to transmission 
fades). Th anks to the hardware transmission safety assurance, the 
change of the diagnostic module’s soft ware will not require any safety 
analysis aft er the soft ware change.

RS485
Th e RS-485 standard was introduced in 1983 as an extension 

of the RS-422A standard. Th e RS-485 interface is symmetrical and 
balanced (i.e. a symmetrical and diff erentiated circuit is a two-
wire circuit in which cables and their connected circuits have the 
same impedance to the ground as to other cables). Not only many 
receivers are allowed, but also many transmitters connected to one 
line. Transmitters must be tri-state because only one of them can 
transmit in a given period of time, and the others must be switched 
off . When no data transmission takes place, all transmitters are 
switched off , during transmission one transmitter determines 
the status of the line and all receivers can receive the transmitted 
data. Th e standard allows up to 32 transmitters/receivers to be 
connected to the line, it is possible to connect more devices to 
the line by using appropriate signal regenerators. Limitation of 
the number of devices connected to the transmission line results 
from the permissible load of this line. Fig. 5 shows how to connect 
devices to the RS-485 bus. To diagnose devices connected to the 
RS-485 interface, the SN75107 system was used (the internal 
structure of which is shown in Fig. 6). It is a standard symmetrical 
line receiver.  System parameters, especially propagation times 
and input currents are more advantageous than the parameters 
of systems dedicated for this interface. Connecting the receiver’s 
inputs through resistors with a value of a few kW guarantees safety 
and correct operation of railway traffi  c control systems even in the 
event of receiver damage (the resistors used ensure “isolation” of 
the interface from the bus).

Fig. 5. Connecting transmitters and receivers to the RS-485 network 

[own study]

Fig. 6. Internal diagram of SN75176 circuit [16]

CAN
CAN technology, which owes its popularity mainly to automotive 

applications, is now more and more oft en used in other transport 
systems and industrial plants. Th e CAN bus connects control and 
executive devices, as well as it is used to establish communication 
between sensors, controllers and recording systems. Due to the 
growing popularity of CAN, numerous works are being carried 
out in order to increase the effi  ciency of this bus and facilitate its 
implementation in the industry. 

CAN (Controller Area Network) technology, which Bosch 
developed in the 1980s for in-vehicle communications, is the 
standard for multiplexed serial bus. The original goal was to 
improve the functionality and simplify the complex cabling used to 
transfer data between electronic devices in cars. CAN is based on 
the mechanism of identifying the messages sent according to their 
content and not, unlike other bus systems, according to the address of 
the transmitting or receiving node. In other words, communication 
is publicity, and network nodes receive and process messages based 
on their importance and priority. Th is type of addressing increases 
the fl exibility of the CAN system, allowing for easy addition of new 
devices to existing networks without the need for additional devices 
or soft ware modifi cations. Th e above, as well as other features of 
CAN made it move from the position of a vehicle bus to a technology 
popular in industry and defi ned by the international standard ISO 
11898. As shown earlier, the CAN interface is widely used for the 
connection of railway automation subsystems.

Fig. 7. shows the way developed by the authors to connect the 
diagnostic interface to the CAN bus. Th e proposed solution does 
not reduce the safety of systems connected to the bus.

Fig. 7. Connection of the diagnostic interface to the CAN bus [16]



R. PNIEWSKI, M. KORNASZEWSKI

29Volume 12 • Issue 2 • May 2019

3. IBIS models

IBIS is a behavioral model that describes the electrical 
characteristics of the digital inputs and outputs of a device through 
V/I and V/T data. An IBIS model consists of tabular data made 
up of current and voltage values in the output and input pins, as 
well as the voltage and time relationship at the output pins under 
rising or falling switching conditions. Th is tabulated data represents 
the behavior of the device [17]. IBIS models can be obtained by 
gathering data in simulations, or from bench measurements. If the 
former method is chosen, SPICE can be used to run the simulations 
and collect the V/I and V/T data for each of the input/output 
buff ers. Th is allows process corner data to be included in the 
models. Th en, using one of the SPICE-to-IBIS conversion programs 
available from the IBIS website, the IBIS model can be generated 
from SPICE.  Th e output IBIS model (for the circuit shown in Fig. 7) 
is characterized by the following dc electrical data, ac or switching 
data, and parameters:

1. Pull-Up and Pull-Down Curves
2. Power and GND Clamp Curves
3. Ramp Rate
4. Rising and Falling Waveforms
5. C_Comp
6. Package Parameters

Fig. 8. Three-State Output Buff er [17]

Pull-Up and Pull-Down Curves
Th e pull-up and pull-down data defi ne the drive strength of 

the device. Th ese curves are obtained by characterizing the two 
transistors in the output. Th e pull-up data describes the I/V behavior 
when the output is in a logic high state (PMOS transistor on).

Power and GND Clamp Curves
Th ese curves are generated when the output is in a high 

impedance state.
Ramp Rate and Switching Waveforms 
Th e ramp rate (dV/dt) describes the transition time when the 

output is switching from the current logic state to another logic 
state. It is measured at the 20% and 80% points with a default 
resistive load of 50 W.

C_Comp
Th is is the silicon die capacitance and does not account for 

package capacitance. It is the capacitance seen when looking from 
the pad back into the buff er. C_Comp is a key parameter, especially 
for receiver inputs. C_Comp should have a value for each of the 
diff erent corners, min, typ, and max.

Fig. 9. IBIS model [17]

4. Simulation of models 

Th ere are diff erent EDA vendors providing simulation tools 
for IBIS models, and each tool can play a specifi c role in the 
simulation. A few of these vendors include:

1. Innoveda, Quad (uses XTK models) 
2. Innoveda, Hyperlynx 
3. Mentor Graphic, Interconnectix
4. Cadence
5. Avanti Corporation
6. Altera Corporation
7. Microsim
8. Veribest 
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An interesting possibility is the program that allows you to simulate 
online on the website: https://www.circuitlab.com. A screenshot with a 
diagram of a simple RS485 network is shown in Fig. 10.

Fig. 8. Three-State Output Buffer [own study]

5. Conclusion
The article presents digital interfaces developed by the authors 

for diagnostics of computer railway traffic control systems. General 
information concerning the designed systems is presented, as it is 
expected that the developed solutions will be patented. Detailed 
information on the individual interfaces will be presented in the 
next publications. 
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ABSTRACT
In developing countries, the problem of collecting used batteries is a significant environmental problem, especially 
as: the demand for batteries grows, the system of collection and disposal of used batteries is not appropriate, 
environmental problems are visible. This problem is particularly important in countries with difficult terrain, an 
example is Nepal. The subject of the paper is the method of collection of used lead-acid batteries in Nepal with the use 
of the concept of transport telematics. The scale of the problem in Nepal has been identified, the terrain conditions 
in which the used batteries are left has also been described, a mobile platform was proposed with a communication 
system to identify used batteries in the field, and the method of physical collection of batteries dispersed in the field 
and transport to warehouses was proposed. The technical assumptions of the system for the identification, collection 
and transport of used lead-acid batteries have been also formulated.

KEYWORDS: telematics, recycling used lead-acid batteries, QR codes, battery recycling in Nepal, used 

battery collection system

1. Introduction

Major share of battery consumption in the world is occupied 
by lead acid battery [1]. Lead-acid battery has application in 
electricity back up, charge storage as well as in automobile for 
Starting, Lighting and Ignition (SLI). Large quantity of lead acid 
battery is manufactured globally every year [2]. Improper disposal 
of Used Lead Acid Battery (ULAB) is hazardous to environment 
and health [3]. ULAB can be easily recycled with very high 
recovery rate in Secondary Lead Smelter (SLS) [4].

1.1 Scenario of Nepal in waste battery 
recycling

Lead acid batteries which are used in solar photovoltaic systems, 
automobiles, electric vehicles and power battery backup systems are 
the major sources of ULAB in Nepal. In Nepal the lead-acid battery 

is replaced in every three to five years. In total there is about 24000 
tonnes of ULAB generated each year [5]. ULAB recycling is high 
priority for Nepal. There are some of the challenges that needs to 
be addressed while implementing recycling project. One of the 
challenge is managing ULAB collection system in high Himalayan 
regions. The challenging geography of Nepal imposes huge difficulty 
in transportation of materials [6].

1.2 Effects of waste battery and challenge due 
to geography  

In high Himalayan regions of Nepal distribution of electricity 
through transmission lines is challenging [7]. However they 
generate and use alternative source of electricity at local level such 
as micro hydropower and solar photovoltaic system. To store this 
electrical energy lead-acid batteries are  used in large quantities. 
Collection system of ULAB is difficult to manage in these areas. 
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So the ULABs are discarded by dumping it in any available land 
and water sources at mountain region at Himalaya [8]. Around 
15% of Nepal is covered by high Himalayan mountains [9]. 
The means of transportation in mountainous part of Nepal are 
through truck, airplane and helicopter but they operate in difficult 
conditions such as dangers of landslides, damaged roads, difficult 
navigation, high cost of air transport and lack of infrastructure 
[10]. Planning infrastructure is also difficult due to scattered 
population throughout the mountains [11]. Improper disposal of 
ULAB has damaged the vulnerable ecosystem of Himalayas. It has 
also negatively affected tourism industry of Himalayan regions 
which is a major source of income to Nepal [12]. 

1.3 Need to shift towards circular economy 

Environment is not a sink for a ULAB. There is a strong 
relationship between ecological system and economic growth. A 
holistic view in supply chain of ULAB could lead to creation of new 
competitive business models [13]. Redesign of supply chain could 
lead to long-term economic and environmental sustainability as well 
as innovation. As stated in report from Ellen MacArthur Foundation 
“Circular economy replaces the end-of-life concept with restoration, 
shifts towards the use of renewable energy, eliminates the use of 
toxic chemicals, which impair reuse and return to the biosphere, 
and aims for the elimination of waste through the superior design of 
materials, products, systems and business models” [14] 

Circular economic model leads to maximizing value creation  
when considering over the entire lifecycle. Regarding ULAB it is 
important to consider concept of circular economy. To make ULAB 
recycling process sustainable it needs to be aligned with the practice 
of circular economy.

1.4 Collection system and scope of transport 
telematics 

The effectiveness of ULAB recycling system is highly dependent 
on its collection and distribution especially in country like Nepal. 
Collection and distribution of ULAB is one of the important 
aspect of its recycling system. Transportation cost is usually high 
in mountainous region of Nepal. Also due to unmanaged collection 
system transportation cost of ULAB in mountainous region will 
often exceed the scrap value of the ULAB. So the collection rate in 
these regions are lower. As these area are tourist destinations so the 
flow of materials exist there even though the supply chain system is 
weak [15]. The flow of materials indicates that there is possibility of 
utilizing transport telematics. 

Telematics uses information, telecommunication and informatics. 
It may also includes Global Positioning System (GPS) and navigation 
system. It has wide applications in vehicular technology such as fleet 
tracking, transportation management, road safety, vehicle automation 
and navigation. Investigation on use of transport telematics as a tool 
for supporting collection of ULAB is the subject of research in his 
study.

2. Methodology and Purposed 
Solution 

The research problem is finding efficient method by which 
transport telematics could be utilized as a tool for supporting the 
collection of used lead acid batteries in Nepal at mountainous 
region. From this study cloud connected dynamic Quick Response 
(QR) code system has been purposed as a tool of transport telematic 
to support collection of ULAB in Nepal.

Although population density is low in these areas there is a 
significant movement of people and materials due to tourism. 
There is land and air transportation system. Also with hiking, use 
of porters and use of animals is significant part of transport [16]. 
In such situation tracking and matching system could be beneficial 
for controlling movement of ULAB towards the collection centre. 
The tracking system with loc1ation indication could be attached 
in ULAB. 

The transport telematics needs to be synchronized with analytics 
which are generated by movements of ULAB. Thus any vehicle which 
runs through that specific location could be able to collect ULABs 
based on that analytics. This way tracking of ULAB and matching 
it with vehicle transporting in that area can be done. Nepal is 
one of the least developed country with poor infrastructure [17]. In 
such situation research needs to be done to investigate appropriate 
telematic tool that supports collection of ULAB in Nepal in low cost. 
For this some of the telematic tools are reviewed. In context of Nepal 
the effective solution was seen in use of dynamic Quick Response 
(QR) codes. Not only dynamic QR code used to track the geo-
location but also on each time it is scanned the details of the scan and 
user can be retrieved. This is very useful for generating analytics. The 
system is connected to cloud based platform and integrated with the 
central system of ULAB collection and recycling. The advantage of 
using cloud based platform are cost saving, flexibility in operation, 
better security of data, increase in manageability and quality control, 
ease in collaboration, and  increased efficiency [18].  

3. Results

3.1 Review of existing technology for 
tracking geo-location

There are several technologies available which can be used in 
tracking. Each technology has its limitations in terms of range, cost, 
accuracy and adaptability. For the purpose of tracking, we review 
following Global Positioning System (GPS) enabled/linked systems: 
dynamic QR Codes, passive Radio Frequency Identification (RFID) 
/ Near Field Communication (NFC), active RFID, Bluetooth Low 
Energy (BLE), SMS/Global System for mobile (GSM) Real-Time 
GPS [19]. RFID and NFC is deployed for tracking in short range. It 
cannot provide geospatial data of moving item. Also it is expensive. 
Thus, it is unsuitable for tracing ULAB. Due to limited range of 
NFC it could not be used either. Bluetooth technology is restricted 
to limited range so it will not be useful as well. GPS and geospatial 
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information of item at real time can be traced by using a cellular 
network using GSM. It has high accuracy and high range. But its 
components are relatively heavy, power consuming and expensive. 
So it is not suitable for tracking ULAB [19].

3.2 Use of QR code as a tool for telematics 
system

QR code can be seen as less expensive and eff ective option for 
tracing ULAB to supporting its collection. QR codes is form of 
two-dimensional barcode containing coded information [20]. QR 
codes can be easily scanned with a smartphone to get information 
[20]. QR codes can be used in consumer products, advertisement, 
money transaction, and URL redirection [21]. It may contain 
maps, website and digital resources [22]. 

3.3 Operating principle of dynamic QR code 
for tracking geo-location

Dynamic QR code can be tagged with ULAB. In dynamic QR code 
location history and other necessary information related to ULAB 
can be encoded [23]. When a smartphone scans that dynamic QR 
code it reads previous location history of the ULAB, stores it, transfers 
it to another storage device and then encodes current location into 
that dynamic QR code [24]. Th e scanning confi rms status of ULAB 
at collection point. Now this smartphone sends location history of 
ULAB in real time to cloud connected dynamic supply chain system 
which is in turn connected to central system of ULAB collection and 
recycling. In this way an integrated system with feedback and control 
is achieved.

3.4 Working mechanism of telematics system 
using QR code

When you create a QR Code in your account you can activate 
the GPS tracing function [25]. QR code itself does not have built-
in GPS tracking capability however smartphone has GPS enabled 
system [25]. Dynamic QR codes can also encode process parameters 
and other necessary information to support the recycling process as 
well.  Th e lead acid battery might go to secondary collection system 
or tertiary collection system, however the location and information 
can be easily identifi ed in successive scanning by smartphone and 
processed by cloud connected dynamic system in real time. All the 
data base generated is send to central system which is connected to 
relevant stakeholders. Th is increases accuracy of decision making. 
Furthermore, it can be processed as a big data. Th us generated 
database and IT infrastructure can be easily spread to other 
countries through technology transfer.  

Th e following fi gures demonstrates working of the purposed 
system:

Fig.1. QR code is scanned to retrieve 

previous geo-location where URL was 

encoded [own study]

Fig. 2. Geo location where the QR code has been scanned could 

be transmitted and plotted in map with identifi cation and 

analytics [own study]

Fig. 3. QR code if dynamic allows to change geo-location linked with it 

[own study]

3.5 Advantage of using dynamic QR code

QR codes can be easily generated in low cost. Using QR code 
also saves necessary space. QR codes is maintenance free. Unlike 
other telematics devices QR code does not need to be manufactured 
and neither it needs maintenance.  Th is makes QR code great option 
from sustainability point of view. Applications for generation and 
reading QR code is easily available. In QR code information can be 
encoded as well as decoded. Important information such as safety 
procedures, date of manufacturing, operations procedure, supplier, 
collection point can be encoded into QR code. 

3.6 Scope of using blockchain technology in 
this system

It would be great advantage to incorporate blockchain into this 
system. Blockchains can act as virtual ledgers which are transparent 
and accountable. It is benefi cial to record information in blockchain 
in such a decentralized system. It would be more reliable because it 
is impossible to tamper the information contained in these blocks 
which has been secured by cryptographic hash. Incorporating 
blockchain to manage plastic waste has already been initiated [26]. 
Th is initiation uses concept of plastic bank. Blockchain secured 
digital token is given to people who bring plastic waste to the plastic 
bank. Th is token is used for purchasing necessary items and  food 
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through plastic bank app. Also smartphone could be charged with 
this token. One of the biggest advantage of using blockchain is that 
it facilitates transaction and recycling business. Transparency of 
blockchain allows investors to see movement of their investment. 
Also it helps to increase accountability for a person or company that 
generated waste. Blockchain helps to shift  towards circular economy.

3.7 System for decision support from 
stakeholders

Th e central system is connected with relevant stakeholders 
as illustrated in above fi gure. Th e analytics and database is send 
to relevant stakeholders. With the analytics and database the 
stakeholders helps in decision making and also sends forecast to 
prepare system for future operations.

Fig. 4. Interchange of analytics and database between central 

system and relevant stakeholders [own study]

3.8 Operation procedure of purposed system

Fig. 5. Schematics of system for tracing geo-location and 

information interchange in real time [own study]

In this system dynamic QR code is tagged with lead acid 
battery. Th e geo-location and necessary information is encoded 
and retrieved in dynamic QR code  in several scan points along the 
supply chain. Th is QR code could serve as user manual for lead acid 
battery during its use. As the QR code is dynamic, the same QR 
code can be encoded with its consumption history, geo location 
and other relevant information aft er consumption of the battery. 
Th is will help in collection of used lead acid battery (ULAB) and 
to generate analytics. Th e information and geo-location can be 
retrieved by using smartphone or a reader. Th e geo-location and 
relevant information is send to the database system which can be 

cloud based. New geo-location and information can be encoded 
in dynamic QR code by simply changing the URL tagged into 
it. Analytics can also be generated from it. In this way new geo-
location is tagged on every successive scan which will in turn 
indicate the changing position of the ULAB and the process it has 
undergone. Th e process is connected with Central System which 
provides feedback. In this manner real time data of recycled ULAB 
is send to Process Control System (PCS) and eventually to Central 
System (CS). 

3.9 Circular supply chain integrated with QR 
code based telematics system

Th e ULAB recycling facility is integrated with network of 
supply chain in a closed loop considering reverse logistics into the 
system as illustrated in fi gure below:

Fig. 6. Schematics of ULAB recycling supply chain integrated with 

telematics system

In ULAB recycling supply chain at several points there is 
scanning of dynamic QR code. Th e overall system is well integrated 
into a real time. Th e advantages of being connected and performing 
process in real time are: errors are known instantaneously, effi  ciency 
of service increases due to better forecast and quick decision, 
unnecessary cost is saved due to fl exibility in system to changes [27]. 

3.10 Future works 

Th is system can be divided into subsystem. Th e modular 
design of the system allows transfer of this technology easy. Th is 
system can be replicated to other developing countries as well. 
Most importantly the telematics tools used in this system can 
also be utilized in supply chain of other materials such as food 
and medicine. In countries such as Nepal where there is severe 
diffi  culty in supply of food and essential medicine this tool would 
be highly useful. Th is tool can also be incorporated in health care, 
telemedicine as well as in education. It is a new concept in Nepal 
to implement dynamic QR code as telematics tool for recycling 
used lead-acid batteries so technical infrastructure needs to be 
developed for it. For successful implementation of this project it is 
most important to increase technology awareness. In Nepal use of 
smartphone is widespread among common people but still people 
are not much acquainted with utilizing new technology such as 
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telematics, informatics, cloud computing. Thus it is important to 
provide training and demonstration.

4. Conclusion

The advantage of using dynamic QR code is that the same 
QR code can be used for encoding several locations on successive 
scans without rewriting or reprinting the code [28]. This saves 
time, money and energy. It is significantly inexpensive [22]. It also 
helps to identify the process which the battery has undergone. In 
this manner the information database can be created and managed 
and the process can  be controlled as well. Other advantages of 
dynamic QR code is that it can be activated and deactivated at 
any time [24]. Design of QR code can be customized to match 
with corporate/business identity [28]. QR codes can be created 
and printed in any size [28]. The information in QR code can 
be transferred as text file formats [28]. The analytics such as 
identity of scanner, number of times scanned, date and time of 
scan etc can be generated when QR code is scanned [29]. Also 
notification can be generated each time when QR code is scanned 
[28]. It can be connected to cloud [30]. Safety instructions, date 
of manufacturing, date of installation and other relevant details 
can also be encoded with QR code of lead-acid battery. This helps 
in recycling process, monitoring condition of the battery as well 
as in decision making. Dynamic QR code technology has wide 
application. It is easy to implement and has high accuracy. 

In least developed country such as Nepal there is high priority 
for cost effective system. In Nepal number of mobile phone user is 
34% higher than the its population [31]. Thus use of dynamic QR 
codes as a transport telematic tool seems to be effective, adoptable 
and reliable for Nepal to support collection and recycling of used 
lead-acid  batteries. 
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ABSTRACT
For urban electric buses, it is important to develop a schedule for fast charging of batteries as a function of existing 
operating conditions. The paper presents a model for the optimization of charging process of electric bus batteries 
in the electric vehicle charging station system on their routes, with a determined structure. The place and time of 
battery charging are selected as a function of the existing bus operating conditions, assessment of the battery charge 
level and location in the transport urban infrastructure, using the Monte Carlo simulation approach. The aim of the 
article is to optimize the speed of electric buses with the use of cloud computing aimed at the collision-free use of a 
limited number of charging stations for electric vehicles on their routes and minimizing the total energy demand.

KEYWORDS: cloud system, charging process, electric buses

1. Nomenclature

1.1 Index

i – Index for stops.
t – Index for time.
k, n, m – Sub-indices to denote variation.

1.2 Parameters

di – Distance between stop i and i-1 in the bus route.
μas – Bus average speed on the route.
σas – Bus average speed standard deviation on the route.
μst – Average bus duration time at one stop.
σst – Standard deviation of the average bus duration time at a stop.
vi – Speed between stop i and i-1 on the bus route.
tdi – Duration time at bus stop i.

wp – Net weight of a passenger.
λup – Average number of passengers boarding the bus.
λdown – Average number of passengers leaving the bus.

iup
Np  – Number of passengers boarding at bus stop i.

idownNp  – Number of passengers leaving at bus stop i.
wb0 – Empty bus net weight.
tsi – Time on the street between stop i and i-1 on the bus route.
tri – Time between stop i and i-1 including the duration time 

at bus stop i.
P0 – Bus power consumption.
P1 – Load power infrastructure.
N – Route duration time.

1.3 Variables

t
iwb  – i i t
t
iPb  – i i

t
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2. Introduction

Global warming, decarbonization of the transport sector and 
energy effi  ciency policies to increase the use of public transport are 
objectives set by the EU [1]. Although these strategies are globalized 
and adopted by many countries, for example, China [2]. For these 
reasons, the number of publications about electric buses and their 
application in public transport has increased exponentially in recent 
years.

Th e massive introduction of electric bus fl eets has barriers, but 
there are viable solutions associated with the two main problems 
of this type of technology, batteries types [1] and charging 
technologies [3].

In the paper [4], the authors propose to introduce electric buses 
to reduce levels of CO2 concentration in cities and the problems 
associated with this type of technology. Th e paper ends proposing a 
decision-making model associated with a specifi c type of technology 
[5] that seeks to replace the conception of current electric buses 
and provide a real and viable solution. In addition, they express 
that the new technology [5] could replace the current electric trams 
because this new technology eliminates overhead lines, reducing 
considerably the maintenance costs.

In this paper we continue the work [4] and we explore other 
problems related with this type of system and its operation. We 
propose an objective function with two targets, and we consider 
the interactions between the routes. In addition, we focused the 
discussion of the paper on analyzing the problem associated with 
bus agglomeration at stops, proposing a possible solution for this 
problem (see Fig. 1).

Fig. 1. Conceptual framework [own study]

To solve the bus agglomeration at stops problem, we propose to 
use a bus fl eet speed control based on the cloud, taking as a reference 
the eff ectiveness of this type of control [6]. Th e solution is viable 
because the proposed model allows controlling the speed of buses. 
Th e results of the investigation show that when we control the speed 
of the buses, the charging moments of the electric buses change, 
evidencing the applicability of the model and its compatibility with 
this the conceptual framework.

3. Materials and methods

Th e optimization model objective (1) is to determine an 
infrastructure of charging stations that guarantee to minimize the 
energy t t

iE x  needed by the bus for the passengers transportation, 
as well as to minimize the chargers stations number EN t

ii
x  on the 

route. Th e input is described by a set of charging events t
ix , which 

have a possible starting time its  and a duration itd . Th e charger 
optimization assigns charging events to chargers and matches the 
bus stops. Th e rescheduling of the charging events to minimize 
the energy and the charger’s number is a complex scheduling 
problem. Penalties for shift ing when the bus is not able to reach its 
destination are included.

t
iF x

ENt t t t
i i ii

F x E x x

Th e variables and parameters of public buses operation are 
known for the transportation companies experience operating 
these systems. However, they depend on the route characteristics. 
For this reason, this paper assumes probability distribution laws 
to simulate the variables and parameters of the proposed model, 
knowing that in a real study case, all the variables and parameters 
stated would be known, allowing to obtain the problem solution 
according to the route studied. Th e optimization model objectives 
are described below from the variables and parameters necessary 
for the process simulation.

Th e modeling begins with the initial conditions:
• Stops number in the route and the distance between each stop di.
• Average speed μas of the bus on the route.
• Standard deviation σas of the average bus speed on the route.
• Average duration μst of the bus at stop i.
• Standard deviation σst of the average bus duration at stop i.

Th e parameters above allow us to estimate the bus speed and 
the stop bus duration with probability distribution laws in each 
route section, assuming that they follow a Normal probability 
distribution, which we denote as i as asv N  and 

i st sttd N  respectively.
On the other hand, it is necessary to know:
• Th e net weight wp of the passengers.
• Th e average number of passengers λup that board the bus at stop i.
• Th e average number of passengers λdown leaving the bus at stop i.

Th e parameters above allow us to simulate the weight that the 
bus t

iwb  has at stop i at the instant of time t. Assuming that the 
number passengers boarding and leaving the bus at stop i follows 
a Poisson probability distribution, which we denote 

iup upNp P
and 

idown downNp P  respectively. Knowing these parameters 
can be estimated with the equation (2) the bus weight in each 
route section.

i i

t t t
i up downwb wb wp Np wp Np
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The time it takes to travel the bus tsi between the i and i-1 
in the bus route is determined by the section distance di and the 
simulated speed vi. Therefore, the equation (3) defines the travel 
time in the street. When the street time and the stop time is added, 
we obtain the time of each route section, as shown in equation (4).

i
i

i

d
ts

v

i i itr ts td

The bus weight during each route section i does not change. 
The weight for each section remains constant in time. Therefore, 
the variable t = [tsi-1, tsi] varies in each route section.

If we are in the presence of an electric bus, and that we know 
the weight in each route section, it is possible to estimate the bus 
energy consumption for each condition, because they are directly 
proportional. Equation (5) shows the power consumed by the bus 
in each route section.

t
t t i
i i

wb
Pb Pb P t

wb

Where P0 is the bus power consumption and Δt = t - (t - 1).
The power consumption value is constant but depends on 

weather conditions (consumption of air conditioning, consumption 
of lights, auxiliary devices, among others). This electricity 
consumption is during the route from stop i to stop i+1. Therefore, 
the variable t = [tsi-1, tsi] varies in each route section.

The problem to solve in this investigation is to determine which 
is the best distribution of charging stations at intermediate points 
along the route. The charging points matches with bus stops i and 
the time required for charging is determined by the duration time 
tdi of the bus at the stop to pick up passengers. The investigation 
uses a binary variable x, defined in equation (6) to vary the points 
where the bus receives load.

i it
i

i i

i ts td
x

i ts td

To introduce this condition, the equation (7) is formulated.
t t
i it

i t t
i i

Pb P t x
Pb

Pb x

Where P1 is the load power infrastructure and t
iPb  is power 

consumed by the bus between stop i and i-1 at time instant t.
In this case, the variable t in equation (7) is determined by 

the interval [tsi, tdi]. Therefore, to determine the bus consumption 
along the entire route, equation (8), is proposed, as shown below.

t
t i
i i i

t t t
i i i i i

t t
i i i i

wb
Pb P t ts ts

wb
Pb Pb P t x ts td

Pb x ts td

From the equation (8) it is possible to determine the energy 
consumed by the bus in the whole route by means of equation (9). 
The power is determined by the intermediate load points in the route, 
therefore, an optimization model is proposed that minimizes the 
energy consumed by the bus in the whole route. The optimization 
model varies the variable t

ix  looking for the best combination of 
charging stations on the route.

Ntst t t
i its

E x Pb dt

Nt t t t t t
i n n i i n i i nn

E x t t x Pb t x Pb t

Where N is the time duration of the route and [tn+1, tn] is the 
sampling time.

On the other hand, the number of charging stations on the route is 
proportional to the investment cost. For this reason, it is defined as the 
second objective, minimize the number of charging stations, defined 
in the equation (10). The second objective inclusion establishes the 
compromise between minimizing the number of charging stations 
against minimizing the energy used by the bus through a Pareto 
frontier:

EN
t
i

i
x

Where NE is the number of charging stations on the route, because 
the binary variable t

ix  = 1 when a charging station is required at stop i.
Once the two objectives have been defined, it is described how 

to determine the number of charging stations and their distribution 
in the route based on the proposed model results. The existence 
of random variables induces the need to use the Monte Carlo 
simulation method to estimate the number of charging stations 
expected on the route t

iE x . Table 1 shows the results structure.
A model with probabilistic variables introduces fluctuations in 

the simulation results, but according to the large numbers theory if we 
repeat the process k times the result tends to the simulation process 
average behavior. Table 1 is the main result of this investigation, 
which shows the charging stations distribution necessary for the bus 
to reach the route destination. If the number of ones in each row 
(simulation) of Table 1 are added, the number of charging stations in 
each simulation is obtained, the column resulting average value shows 
us the number of charging stations t

iE x  that the route needs for the 
bus to reach the final destination. The frequency distribution 
for each simulation, showing the stops where the charging stations 
should be located. This result is obtained by adding the number of 
ones in each column of Table 1.

Table 1. Distribution of charging stations [own study]

Number of simulations
Terminal stops

1 2 3 m

1 x11 x12 x13 x1m

2 x21 x22 x23 x2m

3 x31 x32 x33 x3m

k xk1 xk2 xk3 xkm
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In this work, to estimate t
iE x  the Monte Carlo simulation 

method is used. Th e convergence process is fl uctuating in this 
method. However, the error level decreases when the number of 
samples increases, according to the law of large numbers. In this 
method it is not practical to run a simulation with many samples, 
because more calculation time is required. Th erefore, it is necessary 
to balance, the required precision and the calculation time. In this 
work, a stop criterion is used. Th is criterion guarantees that the 
simulation continues, until the t

iE x  has the precision specifi ed 
for the simulation. Th e parameter used as stopping criterion in the 
method is the coeffi  cient of variation.

If t
iE x  is the number of charging stations estimated on the 

route, in the Monte Carlo simulation, the expected value and the 
variance of t

ix  are (11) and (12) respectively.
N

t t
i i k

k
E x x

N

N
t t t
i i k i

k
V x x E x

N

Where t
i kx  is the observed value of t

ix  in the simulation k, and 
N is the total number of simulations.

It is important to note that (11) only estimates the expected 
value of t

ix . However, the uncertainty around t
iE x  is measured 

by the variance (13) and standard deviation (14) of the expected 
value.

t
it

i

V x
V E x

N

t
it t

i i

V x
E x V E x

N

Th e level of simulation precision is expressed by the coeffi  cient 
of variation β defi ned in (15). Th is coeffi  cient is rewritten 
conveniently in (16), where t t

i ix V x .
Th e simulation is controlled with the coeffi  cient of variation 

β, selecting the error tolerance ε in the simulation (17). Th e error 
tolerance ε is the estimate maximum error. In the estimates it is 
typical to use 5% or 0,05.

t
i

t
i

E x

E x

t t
i i

t t
i i

V x x
NE x E x N

t
i

t
i

x

E x N

Th e value of β decreases when the number of simulations N
increases, as shown in (16). Th erefore, the simulation process is 
stopped when β is less than ε.

Th e precision level of the Monte Carlo simulation method 
is related to the number of samples in the simulation and is 
independent of the system dimension. Th is condition is appropriate 
for handling systems with complex functions and large dimensions.

4. Results and discussions

Th e paper proposes several scenarios to verify the model 
applicability. Th e routes used have 22 stops and are shown in 
Fig. 2, one of urban environment with 11 km and one of regional 
environment with 23 km. Scenario 1 shows the proposed model 
solution with the 11 km route for various percentages of bus 
battery capacity, Scenario 2 shows the solution for the 23 km route 
with 100% battery capacity and, the Scenario 3 shows the model 
solution when there is interaction between the routes, and for the 
same scenario and operating conditions, we show how the results 
change when we control the speed of the buses.

Fig. 2. Transport route distribution [own study]

4.1 Scenario 1

Th e research uses data from previous paper [7] and [8]. Fig. 
2 shows the distance by stops in meters of a route with 22 stops 
and 11 km (urban environment) of distance. Th e bus average 
speed on the route is μas = 4,5 m/s and a standard deviation of 
σas = 0,05μas is assumed. Th e bus duration time at the stops is μst
= 20 seconds and a standard deviation of σst = 0,05μst is assumed. 
Th e passengers net weight is wp = 75kg, the average number of 
passengers going up and down on the bus at each stop i is λup = 9 
and λdown = 10 respectively. It is assumed as an initial condition that 
10 passengers ride the bus at the fi rst stop. Th e empty bus weight 
is 8 000 kg.

Th e bus battery has a capacity of 90 kWh. Th e bus auxiliary 
consumption is 4,5 kW, the bus load in lights and equipment for 
passenger tickets is 3,5 kW, the consumption of air conditioning 
is 2 kW and the consumption of electric motors is 90 kW. Th e 
charging infrastructure off ers a power of 500 kW in 20 seconds. 
Fig. 3 shows the bus power consumption in the simulated route 
sections, evidencing that in the sixth stops the bus receives load 
and the fi ft h stop does not receive load, and Fig. 4 shows the 
number of charging stations and their distribution on the route 
according to the percentages of battery capacity for Scenario 1.



J. SZPYTKO, Y. SALGADO

41Volume 12 • Issue 2 • May 2019

Fig. 3. Power behavior [own study]

Fig. 4. Scenario 1 results [own study]

4.2 Scenario 2

In this scenario, a route with 22 stops and distance of 23 km 
is used (regional environment). Fig. 2 shows the distance by stops 
in meters. Th e bus average speed on the route is μas = 6,8 m/s and 
a standard deviation of σas = 0,05μas is assumed. Th e bus duration 
time at the stops is μst = 25 seconds and a standard deviation of σst
= 0,05μst is assumed. Th e passengers net weight is wp = 75 kg, the 
average number of passengers going up and down on the bus at 
each stop i is λup = 11 and λdown = 13 respectively. It is assumed as 

an initial condition that 5 passengers ride the bus at the fi rst stop. 
Th e empty bus weight is 8 000 kg.

Th e bus battery has a capacity of 90 kWh. Th e bus auxiliary 
consumption is 4,5 kW, the bus load in lights and equipment for 
passenger tickets 3,5 kW, the consumption of air conditioning 
is 2 kW and the consumption of electric motors is 90 kW. Th e 
charging infrastructure off ers a power of 500 kW in 20 seconds. 
Fig. 5 shows the number of charging stations and their distribution 
on the route for Scenario 2.

Fig. 5. Scenario 2 results [own study]

Th e probabilistic variables of the model introduce fl uctuations in 
the simulation results, but according to the theory of large numbers 
if we repeat the process k times the result tends to the simulation 
process average behavior. Th e simulation process stability is 
analyzed. To analyze the convergence, the simulation results of 100, 
500 and 1000 process samples and their corresponding errors are 
shown in the Table 2.

Table 2. Simulations results [own study]

Total samples Mean Standard deviation Error

100 6,13043 5,99488 0,117724

500 6,73504 5,98865 0,047461

1000 7,14058 6,13602 0,032714

Th e results show that the process is stabilized when the number 
of simulations is increased and the error (see Equation 17) allows 
to determine when the number of samples is enough, in this case 
when the error is lower than 0,05 is considered acceptable the 
number of samples. Th erefore, the number of charging stations 
is 7 stations.

4.3 Scenario 3

In this scenario, both routes shown in the Fig. 2 are analyzed. 
Table 3 shows the parameters of the routes analyzed. At stops where 
there is interaction between routes, 40 seconds are assumed for the 
passenger’s line load.

Th e Scenario 3 shows how the model results are modifi ed 
when there are interactions in the routes. Th e diff erent routes are 
independent, and the result depends on their characteristics, but 
in the stops where there are interactions it is appropriate to install 
a charging station that provides service to the two routes, reducing 
the investment costs. Th e proposed model is consistent with the 
previous statement. In Scenario 3 it is evident how the interaction 
modifi es the proposal of charging stations distribution (see Fig. 6). 
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Th e solution is achieved by superimposing the simulations at the 
stops where exist interaction.

Th e bus agglomeration at stops can be a problem for this 
system, because each bus needs a relatively short time to battery 
charging at the stop, and as we can see from the previous results, 
the interactions on the routes determine the moment at battery 
charging of the electrical buses. Based on the experience of 
previous papers [6] in the systems with interactions in the routes 
it is frequently to use the bus speed control based on the battery 
State of Charge. Th e model proposed in this paper considers 
the battery State of Charge of the buses and minimizes the bus 
charging points number on the route as evidenced in the previous 
results. Fig.s 7 and 8 show how when we control the speed of the 
buses the results are modifi ed for the same scenario.

Fig. 6. Scenario 3 results [own study]

Table 3. Routes parameters [own study]

Parameter Route 1 Route 2

Distance 23 km 11 km

Bus average speed (μas) 6,8 m/s 4,5 m/s

Standard deviation (σas) 0,05μas

Bus duration time at the stops (μst) 25 seconds 20 seconds

Standard deviation (σst) 0,05μst

Passengers net weight (wp) 75 kg

Passengers average number (up) 11 9

Passengers average number (down) 13 10

Empty bus weight 8 000 kg

Bus battery capacity 90 kWh 67,5 kWh

Bus auxiliary consumption 4,5 kW

Bus load in lights and equipment 3,5 kW

Consumption of air conditioning 2 kW

Consumption of electric motors 90 kW

Charging infrastructure 500 kW in 20 seconds

Fig. 7. Speed behavior of the electrical bus in the route [own study]

Fig. 8. Bus charging distribution [own study]

Fig. 8 shows how the bus battery charging moment change 
when speed control is performed, for example, the bus in urban 
environment needs 5 fast charges on the route. When the speed 
control is not carried out, the bus charging the battery at stops 
8, 19, 20, 21 and 22; when speed control is performed, the bus 
charging the battery at stops 18, 19, 20, 21 and 22.

5. Conclusion

Th e investigation results show the distribution of the charging 
stations necessary for the bus to reach the route destination. Th e 
proposed optimization model allows estimating the best charging 
infrastructure distribution of a bus in a route. Th e paper shows 
how the interaction between the routes defi nes the fi nal problem 
solution. Th e results of the investigation show that when we 
control the speed of the buses, the charging moments of the electric 
buses change, evidencing the applicability of the model and its 
compatibility with this the conceptual framework, therefore, with 
this model we can avoid the bus agglomeration at stops problem. 
Th e results support the decision-making process.
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ABSTRACT
The article presents selected problems of selecting ITS system components that meet the needs of users of urban 
transport systems. An algorithm that enables solving problems of selecting ITS services is presented. The article 
contains examples from selected cities of the urban agglomeration.
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1. Introduction

Contemporary trends in the planning and development of 
urbanized areas are heading smart cities. Despite the rapid pace of 
development of ICT technology constituting the basis of solutions 
in the field of intelligent transport systems, the main barrier to 
urban development towards smart cities is the problems arising 
from transport congestion occurring in urban transport systems. 
The complexity of functioning of urbanized areas and urban 
transport systems in connection with the transport needs of their 
users result in the necessity to develop dedicated system solutions 
shaping transport accessibility of urban space and the mobility of 
its users. In the further part of this paper selected issues concerning 
such dedicated system solutions of ITS in the form of functional 
and operational ITS configuration are presented.

2. ITS functional and operational 
configuration

The ITS functional and operational configuration defined at 
the ITS design level is the appropriate ITS architecture in which 
a specific set of ITS services has been implemented. The ITS 
architecture (Fig. 1) [2, 14] includes logical and physical aspects 

of ITS, including ITS services, which should satisfy the aspirations 
of ITS stakeholders (Fig. 2), in particular aspirations of ITS users 
in the urban area. Because ITS services can be implemented by 
various transport telematics systems, the ITS functional and 
operational configuration can be present in various technical and 
organizational variants, which comprise ITS service packages 
[16]. In addition, defining several ITS configuration variants is 
associated with the need to implement ITS subsystems in stages, 
including for organizational and financial reasons. In such cases, 
subsequent technical and organizational variants of the ITS 
configuration are associated with the subsequent stages of the ITS 
implementation.

The development of the ITS systems concept for urban 
agglomeration areas [6-8] takes into account technical and 
organizational variants of the ITS functional configuration. The 
subsystems that make up the ITS configuration include:

• Zonal Traffic Control System,
• Drivers Information System,
• Passengers Information System,
• Video Surveillance and Monitoring of Public Space System,
• Surveillance and Enforcement of Traffic Rules System,
• Public Transport Management System.
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Th e functional-operational attributes of the ITS confi guration 
include among others:

• main goals,
• specifi c goals,
• functionality,
• system integration.

Technical-organizational attributes of ITS confi guration 
include among others:

• main technical components of the ITS installation, 

Fig. 1. ITS Architecture [own study]

Th e assignment of the characteristics of ITS subsystems together 
with the functional-operational and technical-organizational 
attributes of ITS creates the variant of the ITS functional and 
operational confi guration. Changing any item in such a list may 
create a new variant of the ITS confi guration, where the changes 
may be of a functional and operational nature if they relate to such 
functional-operational attributes or technical and organizational 
character if they concern technical-organizational attributes.

Technical and organizational changes justify the adoption of 
a new variant of ITS confi guration, because in the next stages of 
ITS development – during detailed design – in the new variant, 
other technical systems will be taken into account which are other 
technological solutions of ITS subsystems, including for example 
with another location of technical infrastructure.

Th e ITS functional and operational confi guration variants 
may also include delimitation of the urbanized area into sub-areas 
of traffi  c control, taking into account administrative delimitation 
and integration of the planned ITS system with:

• external systems, eg with ITS systems in neighboring cities of the 
urban agglomeration or with the national traffi  c management 
system,

• internal systems – ITS systems in selected cities of the urban 
agglomeration – in the case of ITS design for the whole urban 
agglomeration.

Fig. 2. ITS Stakeholders [own study]

It is worth noting that administrative delimitation of settlement 
clusters and their settlement structures may also have an impact on 
the formulation of ITS functional and operational confi guration.

3. Functional-operational 
attributes of the ITS 
confi guration – example for 
city of urban agglomeration

In the ITS concept project for the city [3, 4], the main goals are to 
increase the investment attractiveness of the city, agglomeration, region 
and country through the development of technical infrastructure, 
while protecting and improving the environment, health, preserving 
cultural identity and developing territorial cohesion. Th ese goals 
are to be achieved through the implementation of improved traffi  c 
management in the form of modern ITS – an intelligent traffi  c 
management system and public transport along with increasing the 
attractiveness of public transport. In the ITS concept project for the 
[3, 4] detailed goals were adopted, the description of which is given 
in Fig. 1.
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Fig. 3. Main and specifi c goals of ITS – example for city of urban 

agglomeration [own study]

4. ITS confi guration variants 
as elements of the logic 
of activities during ITS 
deployment – example for city 
of urban agglomeration

Th e ITS project for the city [9, 11, 12] defi nes the following 
ITS confi guration variants (V1-V4), distinguishing their basic 
functions:

• V1 – improving the traffi  c of public transport tram and, as 
a result, increasing the tram transport speed in the main 
transport corridors of the city, 

• V2 – i n addition to the variant V1, improving the traffi  c of 
public transport vehicles (bus) and partially passenger cars - 
in the city center,

• V3 – in addition to variant V2, distribution of information 
for drivers about congestion and, as a result, balancing the 
network load at communication peaks,

• V4 – in addition to the variant V3, improving car traffi  c by 
adding to the traffi  c control system the main road routes to 
the city center.

Th e development of ITS variants and appropriate measures 
results from the adopted ITS confi guration logic (Fig. 4), which takes 
into account the ITS project implementation process, including the 
right sequence of actions, which minimizes the undesirable results of 
the ITS system - results contrary to the main and specifi c objectives. 
Examples of undesirable results of the ITS system’s operation in 
increasing the smoothness of traffi  c fl ows may include among others:

• creation of the so-called induced traffi  c – increased car traffi  c 
caused by increased traffi  c fl ow in the initial period of operation 
of the traffi  c control system and, as a result, re-congestion of the 
urban transport network,

• ineffi  cient use of public mass transport caused by improper 
shaping of transport behavior of users – premature improvement 
of car traffi  c conditions in the network and thus increasing 
the attractiveness of a passenger car; lack of attractive public 
transport off er due to non-adaptation to the users’ needs of the 
following system components: timetables, routes of transport 
lines and spatial location of bus stops, stations and multimodal 
nodes,

• lack of system integration of urban transport in the scope of: 
joint ticket for all public urban transport subsystems, park 
& ride interchanges, use of new, innovative ways of moving, 
among others: bikesharing, carsharing and electric personal 
transport vehicles (electric scooter, electric bike , etc.).

In addition to the four variants of V1-V4, a variant V5 was also 
proposed, in which, in addition to the variant V4, the improvement 
of cargo transport and the integration of urban public transport 
systems (tram and bus) with regional rail transport and international 
air transport; the following subsystem functionalities were adopted:

• freight transport management, including: automatic security 
inspection (pre-selection of overloaded vehicles) and control of 
dangerous goods transport (identifi cation of marked vehicles 
transporting hazardous materials),

• management of regional rail transport in the city area, including: 
automatic localization of trains, information for travelers about 
arrivals and departures of trains and communication with 
public urban transport – on trains, at railway stations and stops 
as well as multimodal transport nodes,

• information for travelers about communication of public 
transport systems with the nearby international airport, 
including: information for travelers at airport terminals and 
multimodal transport nodes.

Th e scheme (algorithm) of selecting the ITS confi guration 
variant constituting the basic component of the structure of the ITS 
project using the transport model is shown in Fig. 5. Th e ITS project 
evaluation should be prepared before and aft er its implementation 
(ex-ante and ex-post), taking into account the quantitative and 
qualitative eff ects of ITS confi guration eff ects.



G. KAROŃ, J. MIKULSKI

47Volume 12 • Issue 2 • May 2019

Fig. 4. Logic of ITS confi guration including implementation process 

– example for city of urban agglomeration [own study]

5. Conclusion

Th e ITS system design described in the article in the form of 
specifi c ITS confi guration variants covers multidisciplinary issues 
concerning the basic aspects of the functioning of technical-human 
systems, which include ITS systems, and socio-economic systems 

that include cities and urban agglomerations. Th erefore, method 
models and tools from systems engineering are used to develop the 
ITS confi guration [1, 2, 14, 15]. However, in spite of their application, 
the factors that are diffi  cult to take into consideration are additionally 
the issues of the policy of the municipal authorities and their ability 
to fi nance the ITS project. Th ese conditions are refl ected in the 
aspirations of the stakeholders, but sometimes their inclusion makes 
it diffi  cult or impossible to develop the ITS confi guration variant 
appropriate to solve the problems of functioning of smart cities.

F ig. 5. The scheme (algorithm) of selecting the ITS confi guration 

variant [own study]
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